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The material in this document is for informational purposes only and is subject to change without notice. It
should not be construed as a commitment by Process Software. Process Software assumes no responsibility for
any errors that may appear in this document.

Use, duplication, or disclosure by the U.S. Government is subject to restrictions as set forth in subparagraph
(c)(1)(ii) of the Rightsin Technical Data and Computer Software clause at DFARS 252.227-7013.

The following third-party software may be included with your product and will be subject to the software license
agreement.

Network Time Protocol (NTP). Copyright © 1992 by David L. Mills. The University of Delaware makes no
representations about the suitability of this software for any purpose.

Point-to-Point Protocol. Copyright © 1989 by Carnegie-Mellon University. All rights reserved. The name of the
University may not be used to endorse or promote products derived from this software without specific prior
written permission. Redistribution and use in source and binary forms are permitted provided that the above
copyright notice and this paragraph are duplicated in all such forms and that any documentation, advertising
materials, and other materials related to such distribution and use acknowledge that the software was developed
by Carnegie Mellon University. The name of the University may not be used to endorse or promote products
derived from this software without specific prior written permission. THIS SOFTWARE IS PROVIDED AS

IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, WITHOUT

LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A

PARTICULAR PURPOSE.

RES_RANDOM.C. Copyright © 1997 by Niels Provos <provos@physnet.uni-hamburg.de> All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by Niels Provos.

4. The name of the author may not be used to endorse or promote products derived from this software without
specific prior written permission.

Copyright © 1990 by John Robert LoVerso. All rights reserved. Redistribution and use in source and binary
forms are permitted provided that the above copyright notice and this paragraph are duplicated in all such forms
and that any documentation, advertising materials, and other materials related to such distribution and use
acknowledge that the software was developed by John Robert LoVerso.

Kerberos. Copyright © 1989, DES.C and PCBC_ENCRYPT.C Copyright © 1985, 1986, 1987, 1988 by
Massachusetts Institute of Technology. Export of this software from the United States of America is assumed to
require a specific license from the United States Government. It is the responsibility of any person or
organization contemplating export to obtain such a license before exporting. WITHIN THAT CONSTRAINT,
permission to use, copy, modify, and distribute this software and its documentation for any purpose and without
fee is hereby granted, provided that the above copyright notice appear in all copies and that both that copyright
notice and this permission notice appear in supporting documentation, and that the name of M.L.T. not be used in
advertising or publicity pertaining to distribution of the software without specific, written prior permission.

M.L.T. makes no representations about the suitability of this software for any purpose. It is provided "as is"
without express or implied warranty.

DNSSIGNER (from BIND distribution) Portions Copyright (c) 1995-1998 by Trusted Information Systems, Inc.
Portions Copyright (c) 1998-1999 Network Associates, Inc.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies. THE



SOFTWARE IS PROVIDED "ASIS" AND TRUSTED INFORMATION SYSTEMS DISCLAIMS

ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TRUSTED INFORMATION SYSTEMS
BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

ERRWARN.C. Copyright © 1995 by RadioMail Corporation. All rights reserved. Redistribution and use in
source and binary forms, with or without modification, are permitted provided that the following conditions a
met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the follow
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of RadioMail Corporation, the Internet Software Consortium nor the names of its
contributors may be used to endorse or promote products derived from this software without specific prior
written permission. THIS SOFTWARE IS PROVIDED BY RADIOMAIL CORPORATION, THE INTERNET
SOFTWARE CONSORTIUM AND CONTRIBUTORS AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO

EVENT SHALL RADIOMAIL CORPORATION OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,

BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE. This software was written for RadioMail Corporation by Ted Lemor
under a contract with Vixie Enterprises. Further modifications have been made for the Internet Software
Consortium under a contract with Vixie Laboratories.

IMAP4R1.C, MISC.C, RFC822.C, SMTP.C Original version Copyright © 1988 by The Leland Stanford Junic
University

ACCPORNAM technology Copyright (c) 1999 by Brian Schenkenberger - TMESIS SOFTWARE
NS_PARSER.C Copyright © 1984, 1989, 1990 by Bob Corbett and Richard Stallman

This program is free software. You can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation, either version 1, or (at your option) any later
version. This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
See the GNU General Public License for more details. You should have received a copy of the GNU Gener
Public License along with this program; if not, write to the Free Software Foundation, Inc., 675 Mass Ave,
Cambridge, MA 02139 USA

IF_ACP.C Copyright © 1985 and IF_DDA.C Copyright © 1986 by Advanced Computer Communications
IF_PPP.C Copyright © 1993 by Drew D. Perkins

ASCII_ADDR.C Copyright © 1994 Bell Communications Research, Inc. (Bellcore)

DEBUG.C Copyright © 1998 by Lou Bergandi. All Rights Reserved.

NTP_FILEGEN.C Copyright © 1992 by Rainer Pruy Friedrich-Alexander Universitaet Erlangen-Nuernberg

RANNY.C Copyright © 1988 by Rayan S. Zachariassen. All Rights Reserved.



MD5.C Copyright © 1990 by RSA Data Security, Inc. All Rights Reserved.
Portions Copyright © 1981, 1982, 1983, 1984, 1985, 1986, 1987, 1988, 1989 by SRI International
Portions Copyright © 1984, 1989 by Free Software Foundation

Portions Copyright © 1993, 1994, 1995, 1996, 1997, 1998 by the University of Washington. Permission to use,
copy, modify, and distribute this software and its documentation for any purpose and without fee is hereby
granted, provided that the above copyright notices appear in all copies and that both the above copyright notices
and this permission notice appear in supporting documentation, and that the name of the University of
Washington or The Leland Stanford Junior University not be used in advertising or publicity pertaining to
distribution of the software without specific, written prior permission. This software is made available "as is",
and THE UNIVERSITY OF WASHINGTON AND THE LELAND STANFORD JUNIOR UNIVERSITY
DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED, WITH REGARD TO THIS SOFTWARE,

INCLUDING WITHOUT LIMITATION ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND

FITNESS FOR A PARTICULAR PURPOSE, AND IN NO EVENT SHALL THE UNIVERSITY OF
WASHINGTON OR THE LELAND STANFORD JUNIOR UNIVERSITY BE LIABLE FOR ANY SPECIAL,
INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, TORT (INCLUDING
NEGLIGENCE) OR STRICT LIABILITY, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Portions Copyright © 1980, 1982, 1985, 1986, 1988, 1989, 1990, 1993 by The Regents of the University of
California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

This product includes software developed by the University of California, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,

EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Portions Copyright © 1993 by Compaq Computer Corporation.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies, and that the
name of Compaq Computer Corporation not be used in advertising or publicity pertaining to distribution of the
document or software without specific, written prior permission. THE SOFTWARE IS PROVIDED "AS IS"
AND COMPAQ COMPUTER CORP. DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN

NO EVENT SHALL COMPAQ COMPUTER CORPORATION BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING



FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE
OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Portions Copyright © 1995 by International Business Machines, Inc.

International Business Machines, Inc. (hereinafter called IBM) grants permission under its copyrights to use
copy, modify, and distribute this Software with or without fee, provided that the above copyright notice and &
paragraphs of this notice appear in all copies, and that the name of IBM not be used in connection with the
marketing of any product incorporating the Software or modifications thereof, without specific, written prior
permission. To the extent it has a right to do so, IBM grants an immunity from suit under its patents, if any, f
the use, sale or manufacture of products to the extent that such products are used for performing Domain N
System dynamic updates in TCP/IP networks by means of the Software. No immunity is granted for any pro
per se or for any other function of any product. THE SOFTWARE IS PROVIDED "AS IS", AND IBM
DISCLAIMS ALL WARRANTIES, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY

AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL IBM BE LIABLE FOR ANY
SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE,
EVEN IF IBM IS APPRISED OF THE POSSIBILITY OF SUCH DAMAGES.

Portions Copyright © 1995, 1996, 1997, 1998, 1999, 2000 by Internet Software Consortium. All Rights
Reserved. Permission to use, copy, modify, and distribute this software for any purpose with or without fee i
hereby granted, provided that the above copyright notice and this permission notice appear in all copies. Tt
SOFTWARE IS PROVIDED "AS IS" AND INTERNET SOFTWARE CONSORTIUM DISCLAIMS ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL INTERNET SOFTWARE CONSORTIUM

BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 1996-2000 Internet Software Consortium.

Use is subject to license terms which appear in the file named ISC-LICENSE that should have accompaniec
file when you received it. If a file named ISC-LICENSE did not accompany this file, or you are not sure the c
you have is correct, you may obtain an applicable copy of the licertggaiwww.isc.org/isc-license-1.0.html
This file is part of the ISC DHCP distribution. The documentation associated with this file is listed in the file
DOCUMENTATION, included in the top-level directory of this release. Support and other services are availa
for ISC products - selettp://www.isc.orgfor more information.

ISC LICENSE, Version 1.0

1. This license covers any file containing a statement following its copyright message indicating that it is
covered by this license. It also covers any text or binary file, executable, electronic or printed image that is
derived from a file that is covered by this license, or is a modified version of a file covered by this license,
whether such works exist now or in the future. Hereafter, such works will be referred to as "works covered k
this license," or "covered works."

2. Each source file covered by this license contains a sequence of text starting with the copyright message
ending with "Support and other services are available for ISC productstts#evww.isc.orgfor more
information." This will hereafter be referred to as the file's Bootstrap License.

3. If you take significant portions of any source file covered by this license and include those portions in sol
other file, then you must also copy the Bootstrap License into that other file, and that file becomes a covered
You may make a good-faith judgement as to where in this file the bootstrap license should appear.

4. The acronym "ISC", when used in this license or generally in the context of works covered by this licens
an abbreviation for the words "Internet Software Consortium."

5. A distribution, as referred to hereafter, is any file, collection of printed text, CD ROM, boxed set, or other
collection, physical or electronic, which can be distributed as a single object and which contains one or mor
works covered by this license.

6. You may make distributions containing covered files and provide copies of such distributions to whomev
you choose, with or without charge, as long as you obey the other terms of this license. Except as stated in
you may include as many or as few covered files as you choose in such distributions.




7. When making copies of covered works to distribute to others, you must not remove or alter the Bootstrap
License. You may not place your own copyright message, license, or similar statementsin the file prior to the
original copyright message or anywhere within the Bootstrap License. Object files and executable files are
exempt from the restrictions specified in this clause.

8. If the version of acovered sourcefile as you received it, when compiled, would normally produce executable
code that would print a copyright message followed by a message referring to an 1SC web page or other ISC
documentation, you may not modify the the file in such away that, when compiled, it no longer produces
executable code to print such a message.

9. Any source file covered by thislicense will specify within the Bootstrap License the name of the ISC
distribution from which it came, aswell as alist of associated documentation files. The associated
documentation for a binary file is the same as the associated documentation for the source file or files from
which it was derived. Associated documentation files contain human-readable documentation which the ISC
intends to accompany any distribution.

If you produce a distribution, then for every covered filein that distribution, you must include all of the
associated documentation files for that file. You need only include one copy of each such documentation filein
such distributions.

Absence of required documentation files from a distribution you receive or absence of the list of documentation
files from a source file covered by thislicense does not excuse you from this from this requirement. If the
distribution you receive does not contain these files, you must obtain them from the ISC and include them in any
redistribution of any work covered by thislicense. For information on how to obtain required documentation not
included with your distribution, see: http://wwuw.isc.org/getting-documentation.html .

If thelist of documentation files was removed from your copy of a covered work, you must obtain such alist
from the ISC. The web page at http://www.isc.org/getting-documentation.html contains pointers to lists of files
for each | SC distribution covered by thislicense.

It is permissible in a source or binary distribution containing covered works to include reformatted versions of
the documentation files. It is also permissible to add to or modify the documentation files, aslong as the
formatting issimilar in legibility, readability, font, and font size to other documentation in the derived product, as
long as any sections labeled CONTRIBUTIONS in these files are unchanged except with respect to formatting,
aslong asthe order in which the CONTRIBUTIONS section appearsin thesefilesis not changed, and as long as
the manual page which describes how to contribute to the Internet Software Consortium (hereafter referred to as
the Contributions Manual Page) is unchanged except with respect to formatting.

Documentation that has been translated into another natural language may be included in place of or in addition
to the required documentation, so long asthe CONTRIBUTIONS section and the Contributions Manual Page are
either left in their original language or translated into the new language with such care and diligence asis
required to preserve the original meaning.

10. You must include this license with any distribution that you make, in such away that it is clearly associated
with such covered works as are present in that distribution. In any electronic distribution, the license must bein
afilecalled "ISC-LICENSE".

If you make a distribution that contains works from more than one ISC distribution, you may either include a
copy of the |SC-LICENSE file that accompanied each such | SC distribution in such away that works covered by
each license are all clearly grouped with that license, or you may include the single copy of the ISC-LICENSE
that has the highest version number of all the ISC-LICENSE filesincluded with such distributions, in which case
all covered workswill be covered by that single license file. The version number of alicense appears at the top of
the file containing the text of that license, or if in printed form, at the top of thefirst page of that license.

11. If thelist of associated documentation isin a seperated file, you must include that file with any distribution
you make, in such away that the relationship between that file and the files that refer to it is clear. It isnot
permissible to merge such filesin the event that you make a distribution including files from more than one ISC
distribution, unless all the Bootstrap Licenses refer to files for their lists of associated documentation, and those



references al list the same filename.

12. If adistribution that includes covered works includes a mechanism for automatically installing covered
works, following that installation process must not cause the person following that processto violate this license,
knowingly or unknowingly. In the event that the producer of a distribution containing covered files accidentally
or wilfully violates this clause, persons other than the producer of such adistribution shall not be held liable for
such violations, but are not otherwise excused from any requirement of thislicense.

13. COVERED WORKS ARE PROVIDED "ASIS". ISC DISCLAIMSALL WARRANTIESWITH REGARD
TO COVERED WORKS INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE.

14. IN NO EVENT SHALL ISC BE LIABLE FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF OR IN CONNECTION WITH THE USE OF COVERED WORKS.

Use of covered works under different termsis prohibited unless you have first obtained a license from 1SC
granting use pursuant to different terms. Such terms may be negotiated by contacting | SC as follows:

Internet Software Consortium

950 Charter Street

Redwood City, CA 94063

Tel: 1-888-868-1001 (toll freein U.S))
Tel: 1-650-779-7091

Fax: 1-650-779-7055

Email: info@isc.org

Email: licensing@isc.org

DNSSAFE LICENSE TERMS
This BIND software includes the DN Ssafe software from RSA Data Security, Inc., which is copyrighted
software that can only be distributed under the terms of thislicense agreement.

The DN Ssafe software cannot be used or distributed separately from the BIND software. You only have theright
to useit or distribute it as a bundled, integrated product.

The DNSsafe software can ONLY be used to provide authentication for resource records in the Domain Name
System, as specified in RFC 2065 and successors. You cannot modify the BIND software to use the

DNSsafe software for other purposes, or to make its cryptographic functions available to end-users for other
uses.

If you modify the DNSsafe software itself, you cannot modify its documented API, and you must grant RSA
Data Security the right to use, modify, and distribute your modifications, including the right to use
any patents or other intellectual property that your modifications depend upon.

You must not remove, alter, or destroy any of RSA’s copyright notices or license information. When distributing
the software to the Federal Government, it must be licensed to them as "commercial computer software”
protected under 48 CFR 12.212 of the FAR, or 48 CFR 227.7202.1 of the DFARS.

You must not violate United States export control laws by distributing the DN Ssafe software or information
about it, when such distribution is prohibited by law.

THE DNSSAFE SOFTWARE ISPROVIDED "ASIS' WITHOUT ANY WARRANTY WHATSOEVER. RSA
HASNO OBLIGATION TO SUPPORT, CORRECT, UPDATE OR MAINTAIN THE RSA SOFTWARE. RSA
DISCLAIMS ALL WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, ASTO ANY MATTER

WHATSOEVER, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESSFOR A



PARTICULAR PURPOSE AND NON-INFRINGEMENT OF THIRD PARTY RIGHTS.
If you desire to use DNSsafe in ways that these terms do not permit, please contact:

RSA Data Security, Inc.

100 Marine Parkway

Redwood City, California 94065, USA
to discuss alternate licensing arrangements.

Secure Shell (SSH). Copyright © 2000. This License agreement, including the Exhibits (“Agreement”),
effective as of the latter date of execution (“Effective Date”), is hereby made by and between Data Fellows, Inc.,
a California corporation, having principal offices at 675 N. First Street, 8th floor, San Jose, CA 95112170 (“Data
Fellows”) and Process Software, Inc., a Massachusetts corporation, having a place of business at 959 Concord
Street, Framingham, MA 01701 (“OEM").

All other trademarks, service marks, registered trademarks, or registered service marks mentioned in this
document are the property of their respective holders.

MultiNet is a registered trademark and Process Software and the Process Software logo are trademarks of
Process Software.

Copyright ©1997, 1998, 1999, 2000 Process Software Corporation. All rights reserved. Printed in USA.
Copyright ©2000, 2001 Process Software, LLC. All rights reserved. Printed in USA.

If the examples of URLs, domain names, internet addresses, and web sites we use in this documentation reflect
any that actually exist, it is not intentional and should not to be considered an endorsement, approval, or

recommendation of the actual site, or any products or services located at any such site by Process Software. Any
resemblance or duplication is strictly coincidental.
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Preface

This document contains information you might find helpful when using MultiNet for OpenVMS.

* Chapter 1, Exploring Your Network Environment, understanding your network environment.

* Chapter 2, Sending and Receiving Electronic Mail, sending and receiving e-mail.

¢ Chapter 3, Using Kerberos Authentication, acquiring and releasing K erberos authentication
tickets for use with the RCP, RLOGIN, RSHELL, and TELNET commands.

* Chapter 4, Accessing Remote Systems with the RSHELL, RLOGIN, and TELNET Utilities,
logging into aremote system.

¢ Chapter 5, Remote File Access with the RCP, FTP, and TFTP Utilities, transfering filesto or
from aremote system.

¢ Chapter 6, Using DECwindows with MultiNet, using DECwindows with MultiNet.

® Chapter 7, Accessing Remote Systems with the Secure Shell v1 (SSH1) Utilities, using Secure
Shell v1 (SSH1).

* Chapter 8, Accessing Remote Systems with the Secure Shell v2 (SSH2) Utilities, using Secure
Shell v2 (SSH2).

This Preface also contains more information in the next sections about getting help directly from
Process Software Customer Support.

Obtaining Customer Support

Process Software provides customer support if you have a current Maintenance Service Agreement.
If you obtained MultiNet from an authorized distributor or partner, you receive your customer
support directly from them.

You can contact Customer Support by:

* Sending electronic mail (see the section Sending Electronic Mail).
¢ Calling the Customer Support Specialist (see the section Calling Customer Support).

¢ Fax adescription of your problem to the Customer Support Group (see the section Contacting
Customer Support by Fax).
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Before Contacting Customer Support
Before you call, or send e-mail or afax, please:

XVi

1
2

Verify that your Maintenance Service Agreement is current.

Read the online Release Notes, available either in BookReader format or in
SYS$HELP:MULTINETNnnn. RELEASE_NOTES (nnn) is the current MultiNet software
version installed on your system.

Have the following information available:

Your name

Your company name

Your e-mail address

Your voice and fax telephone numbers
Your Maintenance Agreement Number
OpenVMS architecture

OpenVMS version

MultiNet layered products and versions

Have completeinformation about your configuration, error messages that appeared, and problem
specifics.
Be prepared to let an engineer connect to your system either with TELNET or by dialing in using

amodem. Be prepared to give the engineer access to a privileged account to diagnose your
problem.

You can obtain information about your OpenVMS architecture, OpenVMS version, MultiNet
version, and layered products with the MULTINET SHOW /LICENSE command. For example:

$

MULTI NET SHOW / LI CENSE

Process Software Multi Net V4.4, VAXstation 4000-90, OpenVMS VAX V7.1
In this example:

¢ The machine or system architectureis VAX.
* TheOpenVMSversionisV7.1.
* The MultiNet versionisV4.4.
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You can use the following table as a template to record the relevant information about your system.

Required Information Your System Information

Your name

Company name

Your e-mail address

Your voice and fax telephone numbers
System architecture VAX | Alpha
OpenVMS version

MultiNet version

MultiNet optional software components:

- MultiNet NFS Client Installed? Yes | No
- MultiNet NFS Server Installed? Yes | No
- MultiNet Secure/IP Client Installed? Yes | No
- MultiNet Secure/IP Server Installed? Yes | No
- TCP/IP applications Installed? Yes | No
- Online documentation Installed? Yes | No
- MultiNet Programmer’s Kit Installed? Yes | No

Sending Electronic Mail

For many questions, electronic mail isthe preferred communication method. Customer support via
electronic mail is available to customers with a current support contract. Send electronic mail to
support@process.com

At the beginning of your mail message, include the information listed in the section Before
Contacting Customer Support. Continue with the description of your situation and problem
specifics. Include all relevant information to help your Customer Support Specialist process and
track your electronic support request.

Electronic mail is answered Monday through Thursday from 8:30 am. to 7:00 p.m., and on Friday
from 8:30 am. to 5:00 p.m. United States Eastern Time.

Calling Customer Support

For regular support issues, call 800-394-8700 or 508-628-5074 for support Monday through
Thursday from 8:30 am. to 7:00 p.m., and on Friday from 8:30 am. to 5:00 p.m. United States
Eastern Time.

For our customersin North Americawith critical problems, an option for support 7 days per week,
24 hours per day isavailable at an additional charge. Please contact your account representative for
further details.

Before calling, have avail able the information described in Before Contacting Customer Support.
When you call, you will be connected to a Customer Support Specialist.

Be prepared to discuss problem specifics with your Customer Support Specialist and to let that
person connect to your system.
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If a Specidlist is not available immediately, your call will be returned as soon as possible.

Contacting Customer Support by Fax

You can send fax transmissions directly to Customer Support at 508-879-0042.

Before faxing comments or questions, complete the stepsin Before Contacting Customer Support
and include all your system information at the beginning of your fax message. Continue with the
description of your situation and problem specifics. Include all relevant information to help your
Customer Support Specialist process and track your fax support request.

Faxed questions are answered M onday through Thursday from 8:30 am. to 7:00 p.m., and on
Friday from 8:30 am. to 5:00 p.m. United States Eastern Time.

Obtaining Online Help

Extensive information about MultiNet is provided in the MultiNet help library. For more
information, use the following command:

$ HELP MULTI NET

MultiNet Frequently Asked Questions List

You can obtain an updated list of frequently asked questions (FAQs) and answers about MultiNet
products from the Process Software home page located at http://www.support.process.com/
multinet.html.

Accessing the MultiNet Public Mailing List

Xviii

Process Software maintains two public mailing lists for MultiNet customers:

¢ Info-MultiNet@process.com
* MultiNet-Announce@pr ocess.com

The Info-MultiNet @process.com mailing list is aforum for discussion among MultiNet system
managers and programmers. Questions and problems regarding MultiNet can be posted for a

response by any of the subscribers. To subscribe to Info-MultiNet, send a mail message with the

word “SUBSCRIBE” in the body to Info-MultiNet-request@process.com. The information
exchanged over Info-MultiNet is also available via the USENET newsgroup vmsnet.networks.tcp-
ip.multinet.

You can retrieve the Info-MultiNet archives by anonymous FTP to ftp.multinet.process.com. The
archives are located in the directory [INFO-MULTINET].

You can also find the Info-MultiNet archives on the MultiNet consolidated CD-ROM in the
[CONTRIBUTED-SOFTWARE.LIST-ARCHIVES.INFO-MULTINET] directory.

The M ultiNet-Announce@process.com mailing list is a one-way communication (from Process
Software to you) used for the posting of announcements relating to MultiNet (patch releases,
product releases, etc.). To subscribe to MultiNet-Announce, send a mail message with the word
“SUBSCRIBE” in the body to MultiNet-Announce-request@process.com.
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Process Software World Wide Web Server

Electronic support is provided through the Process Software World Wide Web server, which you
can access with any World Wide Web browser; the URL is http://www.process.com (select
Customer Support).

Obtaining Software Patches Over the Internet

Process Software provides software patches in save set and ZIP format on its anonymous FTP
server, ftp.multinet.process.com. For the location of software patches, read the WELCOME filein
the top-level anonymous directory. Thisfile refers you to the directories containing software
patches.

To retrieve a software patch, enter the following commands:

$ MULTI NET FTP / USERNAME=ANONYMOUS/ PASSWORD=" enai | addr ess"
FTP. MULTI NET. PROCESS. COM

A message welcoming you to the Process Software FTP directory appears next followed by the
FTP prompt. Enter the following at the prompts:

FTP. MULTI NET. PROCESS. COV>
CD [ CUSTOVER _SUPPORT. SOFTWARE_UPDATES_VMS. Vnn]
FTP. MULTI NET. PROCESS. COM-GET update_fil enane

* emailaddressisyour e-mail addressin the standard user @host format.
* nnistheversion of MultiNet you want to transfer.
¢ update_filename is the name of the file you want to transfer.

To transfer files from Process Software directly to an OpenVMS system, you can use the GET

command without any other FTP commands. However, if you need to transfer a software patch
through an intermediate non-OpenV M S system, use BINARY mode to transfer the files to and
from that system.

In addition, if you are fetching the software patch in save set format, make sure the save set record
size is 2048 bytes when you transfer the file from the intermediate system to your OpenVMS
system:

* If you use the GET command to download the file from the intermediate system, use the FTP
RECORD-SI ZE 2048 command before transferring thefile.

¢ |f you use the PUT command to upload the file to your OpenVMS system, log into the
intermediate system and use the FTP quote site rmsrecsize 2048 command before transferring
thefile.

Process Software also supplies UNZIP utilities for OpenVMS VAX and Alphafor decompressing
ZIP archivesinthe[THIRD_PARTY_TOOLS.VMS] directory. To use ZIP format kits, you need a
copy of the UNZIP utility.

The following example shows how to use the UNZIP utility, assuming you have copied the
appropriate version of UNZIPEXE to your current default directory.
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$ UNZIP : = $SYS$DI SK: [ ] UNZI P. EXE

$ UNZIP filenane. ZI P
Use VMSINSTAL to upgrade your MultiNet system with the software patch.

Documentation Comments

XX

Your comments about the information in this guide can help us improve the documentation. If you
have corrections or suggestions for improvement, please et us know.

Be as specific as possible about your comments: include the exact title of the document, version,
date, and page references as appropriate.

You can send your comments by e-mail to: techpubs@process.com or mail the completed form to:

Process Software

959 Concord Street
Framingham, MA 01701-4682
Attention: Marketing Manager

You can also fax the form to us at 508-879-0042.

Your comments about our documentation are appreciated.



Chapter 1

Exploring Your Network Environment

This chapter helps you start exploring your network environment and covers the following topics:

For Information About...

See This Section...

Specifying aremote host to contact

Soecifying Remote Hosts

Determining who is logged into your system
or cluster or another site (using RUSERS)

Displaying Names of Other Users

Displaying information registered by the
Network Information Center (NI1C) about your
site or another site (using WHOIS)

Displaying Host Information

Displaying information about users, domains,
hosts, and | P addresses (using FINGER)

Displaying User Information

Contacting other users over the network
(using TALK)

Restrictions for Using TALK

Posting and receiving reminder messages
(using REMIND)

Sending Reminders to Your self

Compl ete descriptions of the commands
introduced in this chapter

Appendix A

Specifying Remote Hosts

Most MultiNet applications allow you to specify aremote host by either name or Internet address.
To access a host by name, the remote host must either be listed in the local system’s host database
or registered with a DNS (Domain Name System) server accessible from the local system. If you

have difficulty accessing aremote host by its host name, contact your system manager or network

administrator.
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Displaying Names of Other Users

You can display alist of userson your system or on aremote system with the RUSERS command.
For example:

$ MULTI NET RUSERS

SURETE RI CK PATRI CK

M FI VE MATT MATT MATT MATT

KGB KEN KEN G 3@ KEN JOEL JCEL JCEL JOEL

SCI ENCE RI CK RI CK RI CK RI CK

VHO PATRI CK PATRI CK PATRI CK PATRI CK PATRI CK PATRI CK ROB ROB
DESI GN BRUCE BRUCE BRUCE BRUCE BRUCE

CHAZ GEORCE GEORCGE GEORGE RICK RICK RI CK GEORGE CGEORGE CGEORGE

The RUSERS utility uses the RUSERS Remote Procedure Call (RPC) service to display
information about userslogged into the local system or aremote system. It can display information
about a particular system, or, if supported by the network hardware, use broadcasts to display
information about all remote systems on directly connected networks. RUSERS uses UDP/IP (User
Datagram Protocol/Internet Protocol) as the transport mechanism for the RPC servicesit cals.
When using RUSERS, the command can appear to hang, but isin fact waiting for atimeout period
to ensure that the last packet is received.

Note! If the system you are querying does not support the RUSERS RPC service, you will not receive

any response (the RPC call times out silently).

Displaying Host Information

1-2

Use the WHOIS command to display information about a user, host, or domain accessed from the
Internet’s repository of information. The WHOIS command sends your request across the Internet
tothe NIC (at the RS.INTERNIC.NET host) and displays the information returned.

For example:

$ WHO S ULANOV

U anov, V.I. ul anov@bc. COM
ABC, |ncorporated

100 Nevsky Street

Anyt own, CA 95060

(408) 555-1212

Record | ast updated on 31-May-02.

The InterNI C Regi stration Services Host contains only Internet infornation
(Networ ks, ASN s, Domains, and POC s).

$

Because RS.INTERNIC.NET is heavily used, you may receive a message stating that "the network

isbusy, try later." Asan alternative, you can ask your system manager about possibly selecting
another WHOIS server.
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Displaying User Information

You can display information about a domain, host, | P address, or single user. The FINGER utility
accesses information on your local system or on aremote system.

You can display information about your host, as shown in the following example:

$ MULTI NET FI NGER/ NOCLUSTER
Monday, March 13, 2002 7:59PM EST Up 1 10:33:01
nn+0 Jobs on CHUCKO Load ave 0.02 0.01 0.02

User Per sonal Nane Job Subsys Term nal Consol e Location
BROWN  John Brown 40A0022C WM 6. FTA13
40A0022D EMACS 1:20. FTA14
40A0022E *DCL* 22. FTA15
40A0025F *DCL* 3:46. FTA23
40A00260 *DCL* 3:33. FTA24
40A00261 FI NGER . FTA25
SYSTEM Syst em Manager 23000120 *DCL* Bl RDSRTA1 KARLA: : Pl PER
23000121 *DCL* Bl RD$RTA2 KARLA: : Pl PER

If you want to display FINGER information about every node in aVM Scluster, omit the
/INOCLUSTER qualifier. To display information about another host, add its name to the end of the
command:

$ MULTI NET FI NGER
Monday, March 13, 2002 7:59PM EST Up 1 10:33:01
nn+0 Jobs on CHUCKO Load ave 0.02 0.01 0.02

User Per sonal Nane Job Subsys Term nal Consol e Location
BROMN  John Brown 40A0022C WM 6. FTA13

40A0022D EMACS  1: 20. FTA14

40A0022E *DCL* 22. FTA15

40A0025F *DCL* 3:46. FTA23
40A00260 *DCL* 3: 33. FTA24
40A00261 FI NGER . FTA25
SYSTEM  Syst em Manager 23000120 *DCL* Bl RDSRTA1 KARLA: : Pl PER
23000121 *DCL* Bl RDSRTA2 KARLA: : Pl PER

Rl CH I. M Rch 23200227 *DCL* CODEZ$NTY1 Ri ch. ABC. COM
POOR U R Poor 2280027B *DCL* A$FTAL
JONES Mary Jones 21C00C04 EMACS  SYSLI$NTY5 Bi gBi rd. ABC. COM

You can only display information about another system if a FINGER server is running there and if
the system permitsit (some do naot). The information you receive can vary depending on the
FINGER server in use.

To display information about users at a specific |P address, use this command format:

$ MULTINET FI NGER @92.192.192.1
Monday, March 13, 2002 7:59PMEST Up 1 10:33:01
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nn+0 Jobs on CHUCKO Load ave 0.02 0.01 0.02

User Per sonal Nane Job Subsys Termi nal Consol e Location
BROWN  John Brown 40A0022C WM 6. FTA13
40A0022D EMACS 1: 20. FTA14
40A0022E *DCL* 22. FTA15
40A0025F *DCL* 3: 46. FTA23
40A00260 *DCL* 3:33. FTA24
40A00261 FI NGER . FTA25
SYSTEM  System Manager 23000120 *DCL* Bl RDSRTAL KARLA: : Pl PER
23000121 *DCL* Bl RD6RTA2 KARLA: : Pl PER

The load average information displayed at the beginning of the FINGER output is the average
number of processes waiting for the CPU for the last one, two, and five minutes. For more
information, ask your system manager.

To display information about a single user, use this command format:

$ MULTI NET FI NGER BROMN

BROVWN John 40A0022C MM 11. FTA13
40A0022D EMACS . FTA14
40A0022E * DCL* 27. FTA15
40A0025F FI NGER . FTA23
40A00260 *DCL* 3: 39. FTA24
40A00261 *DCL* 2. FTA25

Mail fromfirefly@arx.edu (Rufus T. Firefly) at Mon 13-Mar-2002 7:53 PM
EST Last read on Mon 13- Mar-2002 7:59 PM EST

Plan: At the beach today. The higher, the fewer!

-- Alexander in the colony of free spirits (ST-TNG

If you want specific information to be available when someone seeks information about you with
FINGER, create a PLAN.TXT text file in your login directory. If you want to have aplan fileon a
UNIX system, create a .plan file in your login directory.

Theinformationinthisfileisavailable even when you are not logged in. When you create thisfile,
ensure the file has world read access (W:R) and your login directory has world execute permissions
(W:E). You caninsert any text (except control characters which are filtered out), and the file can
be any length you want.

* If you FINGER asingle user on aVVMS system running MultiNet, the utility looks for afile
named PLAN.TXT in that user'slogin directory. If that file does not exist, it looks for afile
named .PLAN.

¢ |f you FINGER asingle user on a UNIX system, FINGER looks for afile named .plan.

Interacting with Another User

1-4

You can communicate with another user over the network using the TALK utility. TALK issimilar
to the OpenVM S PHONE utility except TALK can work with some non-OpenVMS operating
systems.

TALK dividesthe screen into two sections; it displays text you enter in one section, and text
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entered by the other user in the other. You can then converse with each other until one of you
pressesCtr| / C to end the session.

Use the following keystrokes during a TALK session:

Press.. To... Press... To...

Del et e Delete the last character typed Crl/L | Redraw thescreen

CGrl/C | Exitandreturnto DCL command mode | Cirl /W | Delete the last word typed

Restrictions for Using TALK
Some restrictions apply when using TALK:

* You and the person with whom you wish to TALK need to be on systems with the same byte-
ordering scheme (either "Big Endian" or "Little Endian™).
For example, if the other person is using a Sun workstation or aterminal connected to one, they
cannot use the TALK command. Sun users need to use the NTALK command. NTALK is
provided on the MultiNet software distribution CD-ROM in the [CONTRIBUTED-
SOFTWARE.APPLICATIONS.NTALK] directory, or elsewhere as public domain software.
Your system manager can provide more information.

¢ Both of your terminals must be able to accept broadcasts. Use these commands to enable
broadcasts but suppress mail broadcasts:

$ SET TERM NAL / BROADCAST
$ SET BROADCAST=NOVAI L

* Your terminal type must be listed in the OpenVMS TERMTABLE.TXT database. As shipped
with OpenVMS, this database includes all Compaq V T-series terminals. If you have a non-
Compaq terminal, check with your system manager.

* The other person’s system must be known to your system. TALK must be able to trandate the
remote system’s | P address into its name. Your system must be using the Domain Name System
(DNS) or have the remote system recorded in its host tables.

When auser uses TALK to call you, a message of the following form appears on your terminal:

Message from TALK- DAEMON@LOWNERS. COM at 1: 53PM PDT
Connecti on request by usernane

[ Respond with: TALK username@ost nane]

Type a TALK command to start the conversation:

$ TALK user nane@ost nane

Once communication is established, you and the other user can type simultaneously, with your
output appearing in separate windows.

If you try to TALK with a user who has disabled reception of broadcast messages, this message
appesars:
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[ Your party is refusing messages]
The TALK Server uses the PHONE operator class.

Note! To prevent users from attempting to TALK with you, use the SET BROADCAST=NOPHONE

command.

Sending Reminders to Yourself
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You can send reminders with the REMIND utility, as shown in the following example:

$ REM ND
REM ND Version V4. 4(nn), 13- MAR-2002
There are no renminders in your remind file.
REM ND>CREATE
Time of first rem nder? 22:45
Expiration count? 1
How should | send it? SEND
Addresses? ME
Subj ect ? Testing
Text (end with "Z)
This is a test.
Nz
REM ND>exi t

[Entering your changes...]

When REMIND starts, it checks to see if any reminders are pending. It then displays the
REMIND> prompt. Use the CREATE command to start a new reminder. The time of the reminder
can be in 12-hour or 24-hour time and can also be a special name. The expiration count is the
number of times you want the message sent. You can specify that the message be sent by mail,
broadcast to the terminal ("send"), or both. You can enter details in much the same way as a mail
message with the address of the recipient, the subject, and the text. When you pressCt r | / Z, the
message is queued.

If you request reminders by mail, the information you specify is used to construct an electronic
mail message. If you regquest reminders by broadcast to the terminal, REMIND sends a message
like the following:

[ REM ND( 10: 50PM : subj ect Message text]
For help, enter aquestion mark (?) at any prompt. For example, at the "Time of first reminder?"
prompt, the following help appears:

Time of first renminder? ? date and tine or one of the follow ng:
FRI DAY MONDAY SATURDAY SUNDAY THURSDAY TODAY TOMORROW TUESDAY WEDNESDAY
or one of the foll ow ng:

APRI L- FOOLS BASTI LLE- DAY BEETHOVENS- Bl RTHDAY
BLBCOS- Bl RTHDAY CHRI STMAS COLUMBUS- DAY

FLAG DAY FRODO S- Bl RTHDAY GONDORI AN- NEW YEAR
GROUND- HOG- DAY GUY- FAWKES- DAY HALLOWEEN

| NDEPENDENCE- DAY LEAP- DAY LI NCOLNS- Bl RTHDAY
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MAY- DAY MEMORI AL- DAY NEW YEARS
SAl NT- PATRI CKS- DAY SHERL OCK- HOLMES- Bl RTHDAY  MOZARTS- Bl RTHDAY
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Chapter 2

Sending and Receiving Electronic Mail

This chapter describes how to use OpenVMS MAIL and ALL-IN-1 Mail with MultiNet and covers
the following major topics:

* Using OpenVMSMail Across the Network
¢ Using Mail Under ALL-IN-1

Using OpenVMS Mail Across the Network

MultiNet enhances OpenVM S Mail so you can send and receive mail across the network.

Specifying Addresses
When you use OpenVM S Mail to send mail to a host outside your VM Scluster, the message is sent
viaSMTP (Simple Mail Transfer Protocol). For this reason, you must specify the address so that
SMTP accepts the mail correctly. The format for the addressis:
To: SMIP% reci pi ent @lest i nati on"

The string SMTP and the destination system name are not case-sensitive; that is, you can type
them in either uppercase or lowercase | etters. The destination recipient specification may be case-
sensitive, however, depending on the destination system’s software. On some UNIX systems,
ROOT and root specify two different user names (and hence different electronic mail addresses).

If the address contains an apostrophe, enter the address with either \’ or \s as shown in the following
example formats:

To: SMIP% Thormas. O’ Mal | ey@l | ey. cat . net”
To: SMIP% Thonas. O sMal | ey@l | ey. cat . net"

For the address <Thomas.O'Malley@alley.cat.net>.

To: SMIP¥%\’ reci pi ent @esti nation"
or
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To: SMIP%\ sreci pi ent @esti nation"
If the address is on alocal DECnet network, use this format:

To: SMIPY%odenane: . user nane

If the addressis on a remote DECnet network, you may use this format:

To: SMIP% ' nodenane: : user nane’ @lesti nati on"

Note! MultiNet assumes that an address containing a double colon (::) is a DECnet address. If an
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address contains a double colon and is not a DECnet address, SMTP does not handle it
correctly.

If you know the recipient’s | P address, but not the host name (or if the host nameisnot registered in
the Domain Name System), specify the recipient address as follows:
To: sntp% reci pi ent@ aa. bb. cc. dd] "

aa.bb.cc.dd is the destination system’s | P address in dotted-decimal form. You must specify the IP
address in square brackets.

The OpenVMS Mail utility also allows you to specify an addressee on the command line;

$ MAIL filenane addressee

To use this form of the command with MultiNet, you must enclose the address in quotes (and you
must double all existing quotes), as follows:

$ MAIL filenanme sntp% " recipi ent @estination"

The following example shows the user sending mail using the OpenVMS MAIL utility to auser
named John Smith with auser name of "johns" on system SALES.FLOWERS.COM.

$ MAIL

MAI L>SEND

To: SMIP% j ohns@al es. f| owers. cont
Subj : This is a test message.

Enter your nessage below. Press Crl/Z when conplete, or

CGrl/Cto quit:

H John, this is a test of the Multi Net extension to the VM5 MAIL utility.
cGrl/z

MAI L>EXI T

$

You receive network mail as you would all other mail inthe VMS MAIL utility. The following
exampl e shows the user "WHORFIN" reading an SMTP mail message sent by the user "johns."

$

New mai | on node KAGS from SMIP% j ohns@al es. fl owers. coni’ "John Snith"
$ MAIL

You have 1 new nessage.

MAI L>READ/ NEW
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#1 03-13-2002 10:05:40.79

From SMIP% j ohns@al es. f| owers. cont "John Smth"
To: VWHORFI N

CC.

Subj : Re: This is a test message.

Date: Mon, 13 Mar 2002 10: 04: 50 EST

From johns@al es.fl owers.com (John Smth)
Message-1d: <891120100450. 77 @ALES. FLONERS. COW>
Subject: Re: This is a test nessage.

To: whorfin@!| owers.com

X-Vnsmai | - To: SMIP% whorfi n@ | owers. cont'

G ad to see your test worked.

This is ny response.

MAI L>EXI T

Specifying a Host Alias
MultiNet allows a system to have multiple names-or host aliases-with respect to electronic mail
delivery. You can specify the host alias you want to use by defining the
MULTINET_SMTP_FROM_HOST logical nhame. The alias you choose must be one of the SMTP
host name aliases registered on the system (see the trand ation of the logical name
MULTINET_SMTP_HOST_NAME and the contents of the file
MULTINET_HOST_ALIAS FILE). If thealiasyou useisunknown, the setting of MULTINET _
SMTP_FROM_HOST isignored.

The host alias feature allows users from different administrative units within an organization to
have their return address reflect the name of their unit, even though mail for al unitsis handled by
one system.

Specifying Individual Aliases
MultiNet supports both system-wide and per-user mail aliases. Using these aliases, you can refer

to electronic mail addresses with names that are meaningful to you. Per-user mail aliases are kept
inthefile SMTP_ALIASES. in your login directory.

The format for alias entriesis:

al i as: real _address[,...];

dliasis an alphanumeric string and real_address is an electronic mail address. You can specify
multiple addresses by separating them with commas (,). The alias definition may span multiple
lines, if needed, and must always be terminated with a semicolon (;).

For example, alocal user may have a user name of JB134A, but you want to send mail to him as
john. Add the following lineto your SMTP_ALIASES. file:
j ohn: j b134A;

Aliases are repeatedly translated until no more translations are found. You can circumvent the
repeated translations by including aleading underscore () inthereal _address. For example, this
definition causes mail to be forwarded and delivered locally:
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f nor d: f nor d@onewher e. el se. edu, _fnord:

Using Mail Under ALL-IN-1

This section explains how to use the mail subsystem under ALL-IN-1 to send mail to and receive
mail from users on remote systems.

To send mail to auser on aremote system, specify an ALL-IN-1 e-mail address in the format:

reci pi ent @lesti nati on@MIP

@SMTP indicates to the ALL-IN-1 mail subsystem that the message should be given to the SMTP/
MR gateway facility for eventual handling by the MultiNet SMTP mail system.

Note! The string SMTP and the destination system name are not case-sensitive; that is, you can type
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them in either uppercase or lowercase letters. However, the destination recipient specification
may be case-sensitive, depending on the destination system’s software. On some UNIX
systems, ROOT and root specify two different user names (and hence different electronic malil
addresses).

You receive network mail as you would all other mail inthe ALL-IN-1 mail subsystem. Contact
your system manager for the correct syntax for remote users; frequently, the proper syntax is:

your nane@\1. your donai n
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Using Kerberos Authentication

This chapter explains how to use the K erberos authentication system, and covers the following
topics:

* Understanding Kerberos

* Making Sure Kerberosis Available

* Acquiring and Deleting Tickets

* Using Kerberos with the RCP, RLOGIN, RSHELL, and TELNET Commands
* Checking Ticket Satus

* Changing Your Kerberos Password

Understanding Kerberos

Kerberos provides a secure way of proving auser’sidentity across an unsecure network. It doesthis
without transmitting passwords where an intruder could see them. MultiNet has several enhanced
or Kerberized commands including RCP, RLOGIN, RSHELL, and TELNET.

The process of proving one'sidentity is called authentication. Deciding whether or not to allow
access to aresource is called authorization. Kerberos is an authentication system. Because
authentication is a prerequisite to authorization, an application can make an authorization decision
(for example, deciding to permit you to log in) based on your identity as authenticated by
Kerberos.

Kerberos maintains alist of users and their encrypted passwords. Before you can use Kerberized
commands, your system manager must have added your name to thislist. You can only use
Kerberized commands if you have aticket for the command you wish to use. Analogous to the
tickets you purchase when you go to a movie, Kerberos tickets permit you to invoke Kerberized
utilities while you are logged in.

To use Kerberos, you must first:

¢ Acquire aninitia ticket when you log in. Thisinitial ticket, known as aticket-getting ticket (or
TGT), enables you to automatically get other tickets you will need to access application servers.
You may also need to acquire another TGT when a previous one expires.
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¢ Delete tickets before you log out. It is very important to remember to delete your tickets any
time you leave your terminal! If another user "borrows" your tickets, you can be locked out of
the network or impersonated by the intruder.

¢ Alwaysrun Kerberized utilities with the /AUTH qualifier. (The full form of the qudifier is
IAUTHENTICATION=KERBEROS.)

* Change your Kerberos password at |east once a month.

Kerberos security helps protect you and other users from data theft and other possible security
breaches. You are the ultimate security element in making sure your files are safe; it is up to you to
choose a password that is not easily guessed, and delete your tickets before you log out.

Making Sure Kerberos is Available

Before continuing with this chapter, make sure Kerberosisavail able on your system by asking your
system manager these questions:

1 IsKerberos enabled?
2 HasaKerberos principal been created for me?
3 Dol need to get and delete Kerberos tickets?

¢ |f theanswer to al three questionsis yes, read this chapter.

* If Kerberosis not enabled, skip to the next chapter.

¢ |f no Kerberos principal exists, your system manager must add one for you before you can
use Kerberos.

¢ |f you answered no only to question 3, and yesto questions 1 and 2, you only need to read the
section on changing your Kerberos password for information on changing your Kerberos
password. All other commands are handled automatically on your system.

Acquiring and Deleting Tickets
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To acquire your initial ticket-getting ticket, enter this command from the DCL command line:

$ MULTINET KERBERCS INIT

This node is: hol nes.fl owers.com
Kerberos Initialization for "john"
Password: password

If you need to be authenticated as another user, use the /USERNAME qualifier. Use the/REALM
qualifier to be authenticated in another realm. (A realmis an administrative name for asite, system,
or other organizational entity.)

You can delete tickets with this command:

$ MULTI NET KERBEROS DESTROY
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Obtaining Tickets Under Another User Name

You can use the MULTINET KERBEROS INIT command with the /USERNAME qualifier to
obtain tickets under another user name. For example, if you gained access to the system through a
GUEST login, but you want to continue access to the network as yourself, you could use the
/USERNAME qualifier with the MULTINET KERBEROS INIT command to specify your own
user name. When you issue this form of the command, you are prompted for the other user's

K erberos password.

To access a remote system as another user, use both the /AUTH and /USERNAME qualifiers with
the RCP, RLOGIN, RSHELL, and TELNET commands.

Using Kerberos with the RCP, RLOGIN, RSHELL, and TELNET Commands

The RCP, RLOGIN, RSHELL, and TELNET commands all support the
/AUTHENTICATION=KERBEROS qualifier (specify this qualifier first before any other
qualifiers). You can shorten this qualifier to /AUTH. For example:

$ RLOG N AUTH FLOVERS. COM

You can use the /USERNAME qualifier with the /AUTH qualifier to specify the user name you
want to use to log into the remote system.

Checking Ticket Status

You can check the status of your tickets with the MULTINET KERBEROS LIST utility. For
example, to test the status from the command line, enter:

$ MULTI NET KERBEROCS LI ST

Pri nci pal : j ohn@LOVERS. COM

| ssued Expires Princi pal

June 13 16:16:47 June 14 00:16: 47 krbgt. TRO KA. FOO@RO KA. FOO
$

The utility also provides the/CHECK _TGT qualifier so you can test whether your ticket-getting
ticket has already expired. If the ticket has expired, run MULTINET KERBEROS INIT again. The
following command procedure tests your ticket status:

$! Test ticket status
$!

$ MULTI NET KERBERCS LI ST / CHECK_TGT
$ | F $STATUS THEN WRI TE SYS$OQUTPUT " Ckay"

If the tickets are valid, $STATUS istrue. If the tickets have expired, $STATUS isfa se.

Changing Your Kerberos Password
You can change your Kerberos password with this command:

$ MULTI NET KERBERGS PASSWORD
A d password for hol nes: password
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New password for hol mes: password
Verifying, re-enter New password for hol mes: password
$

Use these guidelines for selecting a Kerberos user password:

* Kerberos passwords are case-sensitive so if you pressthe SHI FT key when you create the
password, you must always press the key at the same point when entering the password.

¢ Kerberos passwords can be up to 64 characters long.

* Spaces and control characters are not permitted. In addition, you cannot use the DELETE key to
correct a misspelling when entering a password.

* Select apassword that is not a name, proper noun, and preferably not a common word.
Intersperse | etters and numbers in the string.
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Accessing Remote Systems with the RSHELL,
RLOGIN, and TELNET Utilities

This chapter describes how to execute commands on remote systems using the RSHELL utility,
and how to log into remote systems using the RLOGIN and TELNET utilities. The chapter covers
the following topics:

¢ Executing Commands on a Remote System Using RSHELL
* Logging Into a Remote System with RLOGIN
¢ Logging Into a Remote System with TELNET

Executing Commands on a Remote System Using
RSHELL

The RSHELL utility lets you execute commands on remote hosts. RSHELL connects to the
specified host and creates an RSHEL L server process to execute the commands you enter. If the
remote command requires input, datais read from SY SSINPUT and sent over the network to the
remote process. Output from the remote command is copied back over the network and displayed
on SYS$OUTPUT.

Using RSHELL

Before you can successfully execute aremote command, the remote system must determine that
you are allowed to do so. The RSHELL server checks the "R" services equivalence filesto
determine whether or not you are authorized to execute commands remotely. RSHEL L normally
uses the same authentication scheme as other "R" services. Seethe "R" Services Authentication
and the Host Equivalences sections.

The following example shows how to use RSHELL to get a directory listing on the UNIX system
UNIX.FLOWERS.COM from alocal OpenVMS system:

$ RSHELL UNI X. FLONERS. COM | s -1
This command assumes that the remote user name is the same as the local user name. To specify a
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different remote user name, use the /USERNAME qualifier as shown in the following command:

$ RSHELL /USERNAME=zeno UNI X. FLONERS. COM |'s -1

If "R" services equivalence files are not set up, you can till use the RSHELL command by
specifying the /PASSWORD qualifier. When a password is specified, rather than connecting to the
RSHELL server, the RSHELL client connects to the REXEC server on the remote system. REXEC
isidentical in function to RSHELL, except that it uses a user name and password to perform
authentication rather than equivalence files. The command format for specifying a password is as
follows:

$ RSHELL / USERNAME=zeno / PASSWORD=r ace UN X. FLONERS. COM | s -1

Note! If you specify /PASSWORD without a value, you are prompted for the password.

You can modify where the remote command standard input is read and where standard output and
standard errors are written. Normally, RSHEL L uses SY SSINPUT, SY SSOUTPUT, and

SY S$ERROR for input, output, and error. You can redirect the input, output, or error streams using
the/INPUT, /JOUTPUT, or /ERROR qualifiers, respectively.

If you want to execute a command with RSHELL, but do not want your terminal to be tied up
during the remote command execution, include the qualifier INPUT=NLAO: onthe RSHELL
command to specify anull device. The remote command will see an end-of-fileif it attempts to
read from standard input.

Interrupting and Terminating RSHELL

Normally, RSHEL L terminates when the remote command terminates. However, if you press
C rl/ Cwhile RSHELL isrunning, the interrupt is sent to the remote process. If the remote
command is being executed on a UNIX system, theCt r | / Cis perceived as an interrupt signal.

Logging Into a Remote System with RLOGIN

The RLOGIN command lets you interactively log into a remote system from your local system.
RLOGIN is similar to TELNET, except that support for RLOGIN is not as widespread, and the
authentication method relies on equivalence files that identify trusted hosts rather than passwords.

Using RLOGIN
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If your user name is the same on the local and remote systems, or the "R" services equivalencefiles
are set up appropriately, you can use the following command format to log in:
$ RLOG N host nane

To use a different remote user name, use the following command format:

$ RLOGA N host nane | USERNAME=r enpt e_user

Once an RLOGIN session has been established, the following character sequences typed at the
beginning of aline have the effect described:
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~. A tilde followed by a period disconnects the session and exits RLOGIN.

~arl/z A tildefollowed by Ct r | / Z creates and connects you to a subprocess on thelocal
system. When you log out of the subprocess, you return to your RLOGIN session.

~~ Two consecutive tildes transmit a single tilde to the remote system.

Terminating an RLOGIN Session
You terminate your session with the remote host by logging out as you normally would.

"R" Services Authentication
The"R" services RLOGIN, RSHELL, RCP, and RMT use trusted users and trusted hosts listed in

two files on the destination system for access control: MULTINET:HOSTS.EQUIV and
SYS$LOGIN:.RHOSTS.

Host Equivalences
The MULTINET:HOSTS.EQUIV file (/etc/hosts.equiv on UNIX systems) provides alist of hosts

toreceive access on asystem-wide basis. All users on the specified hosts can access the target
system without specifying a user name or password. Each entry in thisfile consists of a host name.

Note! You cannot use the MULTINET:HOSTS.EQUIV file to allow access to an individual user; user
names specified in this file are ignored.

The following example shows a sample HOSTS.EQUIYV file.

| ocal host

sal es. fl owers. com
fl owers.com
bubba. fl owers. com

If the HOSTS.EQUIYV file shown in the previous example exists on the system such asthe example
SALES.FLOWERS.COM, the following statements are true:

* Userson SALES.FLOWERS.COM will have RLOGIN, RCP, and RSHEL L accessto their own
accounts on the system. (Allowed by the first two entries.)

* FLOWERS.COM and BUBBA.FLOWERS.COM are identified (in the last two entries) as
trusted hosts, allowing any user on either of these systemsto have RLOGIN, RCP, and RSHEL L
access to their own user name on SALES.FLOWERS.COM without specifying the user name or
apassword.

User Equivalences

The SY SSLOGIN:.RHOSTS file (~/.rhosts on UNIX systems) allows remote users access to your
user name. The format of an entry in thisfile consists of a host name and an optional user name;
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host name [ user nane]

Each entry specifies that username on system hostname can access your user name on the target
without specifying a password (you may omit usernameif your user names are identical on the two
systems).

The following example contains an example .RHOSTSfile.

fl owers.com system
uni x. fl owers.com root

If the .RHOSTS file shown in the previous example belongs to the user FNORD on
SALES.FLOWERS.COM, the following statements are true:

* Thefirst entry grants access to user name FNORD on SALES.FLOWERS.COM from user
SYSTEM on host FLOWERS.COM.

* The second entry grants access to user name FNORD from user ROOT on host
UNIX.FLOWERS.COM.

Hence, either of these two remote users can use RLOGIN, RCP, or RSHEL L to access FNORD's
account on SALES.FLOWERS.COM without specifying a password.

Cautions Concerning Use of Equivalences
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The following cautions apply when using "R" services equival ence files:

¢ When specifying auser in any authentication file (particularly on UNIX systems), make sure to
specify the user namein the correct case. "ROOT" and "root" are treated as different user names
on case-sensitive systems.

* The host initiating the RLOGIN, RCP, or RSHELL request must be listed in the destination
host's host name database by DNS, or its name must be resolvable by DNS (if domain name
serviceisenabled). If the destination host cannot determine the initiating host’'s name from the P
address in the connection request, it rejects the request.

* Theresolved host name must be an exact match. For example, if the |P address resolves to
FNORD.FOO.COM, it isnot correct to put only FNORD in the HOST.EQUIV or .RHOST Sfile.
In addition to being fully qualified, entries must be of the same case.

* The MultiNet RLOGIN, RCP, and RSHELL servers cache the contents of the . RHOSTS and
HOSTS.EQUIV filesin memory for ten minutes to improve performance. This means changes
to the . RHOSTS and HOSTS.EQUIV file may not be noticed by the network immediately. Your
system manager can use the following command to flush the cache before the timeout period:

$ MULTI NET NETCONTROL RLOG N FLUSH

¢ Access control requirements differ between RLOGIN and other "R" services. RLOGIN requires
both NETWORK and LOCAL access, while RSHELL, RMT, and RCP only require
NETWORK access.



Accessing Remote Systems with the RSHELL, RLOGIN, and TELNET Utilities

Logging Into a Remote System with TELNET

The MultiNet TELNET utility uses the standard Internet TELNET protocol to establish a virtual
terminal connection between the interactive session on your OpenVMS system and a remote host.
You can connect to any remote host on the network that supports the TELNET protocol, and
perform any operation asif you were using aterminal physically connected to the remote host.

Refer to the Accessing IBM Hosts with the TELNET Command section for information on using the
TELNET TN3270 and TN5250 features for accessing IBM hosts.

Starting a TELNET Connection
You can start TELNET and establish a connection to aremote host in either of two ways:

* From the DCL prompt
* Interactively from within the TELNET utility

The following example shows how to run TELNET and connect to ahost in a single step.

$ tel net renote_host
Trying... Connected to renote_host, a host_type running os_type

In the next example, you invoke the TELNET utility. Once TELNET starts, you specify the remote
host to which you want to connect.

$ tel net

ALTARF. PROCESS. COM Mul ti Net TELNET-32 4. 4(103)

TELNET>connect renote host

Trying... Connected to renote_host, a host_type running os_type

In either case, TELNET informs you of the CPU type and operating system software on the remote
host (if that information is available from DNS or the host table).

Once you have logged in, proceed as though you were connected to the remote host viaalocally
attached terminal. Use the command syntax conventions native to the remote host.

Using TELNET Commands

You can only execute TELNET commands in command mode; that is, when you seethe TELNET>
prompt (before a connection is established) or the host> prompt (after a connection has been
established).

You can force TELNET into command mode by entering the current escape character followed by
an X. The default ESCAPE character isCt r | / ~ (control-caret).

The following example shows how to force TELNET into command mode:

$ Crl/”r X
host >

Use the STATUS command to determine the state of all parameters associated with the TELNET
session. The following example shows typical STATUS command output.
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$ Crl/n X
FLOWERS. COWst at us

This i s BUBBA. FLONERS. COM VAX/ VM5 Version V5.5

Connected to host IRIS.COM a VAXSTATI ON-4000-60 running VMS via TCP.
Renpote host is echoing

Host is not sending binary

Client is not sending binary

NO Abort Qut put character set

NO I nterrupt Process character set

NO Are- You- There character set

NO Erase Character character set

NO Erase Line character set

Normal End OF Line mapping

Local Flow control

No log file

Renpte host status reply:

KACS: : _VTA23: 11:24:21 (DCL) CPU=00.00.10.92 PF=322 |10=78 MEM-218

In general, when you type the TELNET ESCAPE character Ct r | / #, the next character you typeis
interpreted as follows:

)

Prints help information on TELNET escape commands.

Sends an "Attention" request to the remote host.

Sends a"Break" request to the remote host.

Closes the connection to the remote host.

Sends an "Abort Output” request to the remote host.

Spawns anew process (or attaches to a parent process, if there is one).

Quits TELNET.

Prints the status of the TELNET connection.

Sends an "Are-You-There" request to the remote host.

X4l »nw|O|T|O|O| ®| >

Enters extended TELNET command mode.

To send the ESCAPE character itself to the remote host, type the ESCAPE character twice.

To change the ESCAPE character, use the DCL qualifier [ESCAPE_CHARACTER. For example,
to change from the default ESCAPE character Ctrl /2 toCtrl/ A, type:

TELNET>set escape ""A'
or:
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$ TELNET / ESCAPE_CHARACTER=""A" fl owers.com

You can determine all the available TELNET commandsat any time by typing a question mark (?)
at the TELNET> prompt.

Using TELNET Control Sequences

You can establish mappings between control characters and certain TELNET control sequences.
This can often significantly improve terminal response. These mappings can aso be used to
provide a certain amount of system independence in the command interface across different
systems. Consult the TELNET RFCs (854, 855, 856, 857, 1041, 1073, 1079, 1080, 1091) for
additional information on TELNET control sequences (also known as |ACs).

Normally, ina TELNET session, all characterstyped at the terminal are inserted inthe TELNET
stream sequentially and interpreted sequentially at the remote system. Hence, even control
characters that you want interpreted immediately (likeCtr1/Cor Ctrl/ O onan OpenVMS
system) are interpreted on the remote system only after all characters that precede them in the
command stream.

TELNET control sequences, however, can cause the remote system to perform their function before
processing characters already in the input stream.

To specify control characters that map to these commands, specify them from the DCL command
line:

$ TELNET / ABORT_QUTPUT="~Q' fl owers.com

or, using the SET command from within TELNET; for example:

TELNET>set abort-out put "~O'
Table 4-1 summarizes the possible TELNET control sequences:

Table4-1 TELNET Control Sequences

Equivalent
OpenVM S
Sequence Name Action Function
ABORT-OUTPUT Cancels any output in progress and sends an arl/o
Abort Output command to the TELNET server.
Additionally, if the AUTO-FLUSH featureis
enabled, a Timing Mark command is sent to the
TELNET server; the TELNET client begins
discarding any buffered output until a Timing
Mark command is received in the response.
ARE-YOU-THERE Sends an Are You There command to the crl/T
TELNET server.
BREAK-CHARACTER Sends a Break command to the TELNET server. | BREAK
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Table4-1 TELNET Control Sequences (Continued)

Equivalent
OpenVM S
Sequence Name Action Function
ERASE-CHARACTER Sends an Erase Character command to the <X
TELNET server.
ERASE-LINE Sends an Erase Line command to the TELNET | Ctrl/U
server.
INTERRUPT-PROCESS | Sends an Interrupt Process command to the arl/cC
TELNET server.

You can also specify control characters from the DCL command line; for example:

$ tel net/abort_output="0 fl owers. com

Running Applications over TELNET Connections

A TELNET connection normally exists between a remote pseudo-terminal (for example, NTYx:)
and the TELNET user program. Characters received from the user’s terminal are sent through the
network to the remote pseudo-terminal and vice versa. Using the DCL qualifier /CREATE_NTY or
the TELNET CREATE-NTY command, you can a so connect the local end of the connection to a

pseudo-terminal. Once the local end is connected to a pseudo-terminal, you can run other
applications (such as KERMIT) over the TELNET connection.

The CREATE-NTY command first attempts to negotiate BINARY mode. BINARY mode ensures

the connection is as transparent as possible. Then, anew NTY x terminal is created and the
connection attached to it. Finally, the NTYx terminal is allocated to your current process and
TELNET exits.

The following example shows how to use the DCL /CREATE_NTY qudlifier.

$ TELNET/ CREATE_NTY bubba

Trying... Connected to BUBBA, a VAX running VM5

Wl come to BUBBA

User nanme: JOE

Passwor d:

Wel cone to VAX/ VM5 version V5.5 on node BUBBA

Last interactive |ogin on Mdnday, 13-MAR-2002 13:34
Last non-interactive |ogin on Tuesday, 14-MAR-2002 13:32
[ Process _VTAL3: on BUBBA:: VTA13: ]

$ Crl/n X

BUBBA>cr eat e- nty

TELNET sessi on now connected to _NTY3:

%OCL-1-ALLOC, NTY3: allocated

$ kermit

VMS Kermit-32 version 3.3.111
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Default termnal for transfers is: _TWA2:

Kermit-32>set |ine nty3:

Ker m t - 32>connect

[ Connecting to _NTY3:. Type "]Cto return to VAX/ VM5 Kermit-32]
$

The following example shows how to use TELNET CREATE-NTY.

$ TELNET BUBBA

Trying... Connected to BUBBA, a VAX running VMBS

Wl come to BUBBA

Usernanme: JOE

Passwor d:

Wel cone to VAX/ VM5 version V5.5 on node BUBBA

Last interactive |ogin on Mnday, 13-MAR-2002 13:34

Last non-interactive |ogin on Tuesday, 14-MAR-2002 13:32
[ Process _VTAL3: on BUBBA:: VTA13: ]

$ Crl/™ X

BUBBA>CREATE- NTY

TELNET sessi on now connected to _NTY3:

UOCL-1-ALLOC, NTY3: allocated

$ kerm t

VMS Kermit-32 version 3.3.111

Default terminal for transfers is: _TWA2:

Kermit-32>set |ine nty3:

Kermt - 32>connect

[Connecting to _NTY3:. Type "]Cto return to VAX/ VM5 Kermit-32]
$

Accessing IBM Hosts with the TELNET Command

TELNET providestwo IBM terminal emulations for accessing IBM hosts. The /TN3270 and
ITN5250 qualifiers provide IBM 3270 and IBM 5250 terminal emulations, respectively. Using
TELNET TN3270 and TN5250, you can:

* Loginto IBM hosts

* Display and define your own keyboard map
¢ Capture screen output

* Print screen capture output

Both TN3270 and TN5250 modes use the OpenVM S screen management (SMG) runtime routines
to create afull-screen IBM 3270 or 5250 mode display on your terminal. These TELNET modes
give the appearance of being logged into the remote host from an IBM terminal.

Starting TELNET with an IBM Terminal Emulator
To start TELNET in TN3270 mode, enter the following command:

$ MULTI NET TELNET /TN3270

To force TN3270 emulation, enter:
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$ MULTI NET TELNET / TN3270=FORCE

This qualifier is useful when communicating with a system that supports 3270 mode, but cannot
negotiate it automatically, such as IBM mainframes running ACCESS/VMS. To start TELNET in
TN5250 mode, enter:

$ MULTI NET TELNET / TN5250
To force TN5250 emulation, enter:

$ MULTI NET TELNET / TN5250=FORCE

Stopping an IBM Emulator Session
Exit a TN3270 or TN5250 session by pressing Ctr 1/ C.

IBM 3278 Models

In TN3270 mode, TELNET emulates an IBM 3278 terminal. The model number depends on the
terminal "window" size (page width and length). The terminal (or window on aworkstation) on
which TN3270 mode TELNET isrunning must have at least 80 columns and 24 rows. Table 4-2
describes the actual emulation used, based on the terminal/window size.

Table4-2 3278 Model Window Size

Minimum Size (Rows x Columns) | Emulated Terminal
24 x 80 3278 model 2
32x80 3278 model 3
43x 80 3278 model 4
27 x 132 3278 model 5

TN5250 TELNET mode emulates a TN5251-11 terminal with 24 rows and 80 columns and has
only one screen mode.

Mapping Your Keyboard

TN3270 and TN5250 modes use the OpenVMS SMG runtime routines and the files
MULTINET:MAP3270.DAT and MULTINET:MAP5250.DAT, respectively, to perform terminal
emulation on the local system. These files contain the terminal key sequenceto IBM terminal key
mappings for awide variety of terminals. Only those terminals with entriesin both MAP3270.DAT
or MAP5250.DAT and the OpenVMS SMG terminal definition library

(SYS$SY STEM:TERMTABLE.TXT) can use the IBM terminal modes.

Displaying the Current Keyboard Mapping

Press the HEL P key to display the current key mappings from the current key mapping datafile
(such as MAP3270.DAT). The help screen reformats and improves readability of the information
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in the mapping file.
The following is an example help screen for MAP3270.DAT:

TN3270 Key Definitions (Press Hel p to dismss)

PFK1 = "KP1" or "ESC 1" PFK22 = "PF2 KP2" or ""F 2 2"
PFK2 = "KP2" or "ESC 2" PFK23 = "PF2 KP3" or ""~F 2 3"
PFK3 = "KP3" or "ESC 3" PFK24 = "PF2 KP4" or ""F 2 4"
PFK4 = "KP4" or "ESC 4" PA1L = "ESC PF1" or ""P 1"
PFKS5 = "KP5" or "ESC 5" PA2 = "ESC PF2" or ""P 2"
PFK6 = "KP6" or "ESC 6" LEFT = "~H' or "LEFT"

PFK7 = "KP7" or "ESC 7" RIGAT = "~L" or "Rl GHT"

PFK8 = "KP8" or "ESC 8" uP = "AK" or "UP"

PFK9 = "KP9" or "ESC 9" DO = "~J" or "DOM'

PFK10 = "PF1 KPO" or "ESC 0" CLEAR = "~Z" or "KP_ENTER'
PFK11 = "PF1 KP1" or "ESC -" ENTER = "M

PFK12 = "PF1 KP2" or "ESC =" ESCAPE = "~C'

PFK13 = "PF1 KP3" or "~F 1 3" CAPTURE= "~T" or "DO'

PFK14 = "PF1 KP4" or "~F 1 4" TAB = "ALT

PFK15 = "PF1 KP5" or "~F 1 5" BTAB = ""B"

PFK16 = "PF1 KP6" or "~F 1 6" INSRT = "" or "ESC SPACE"
PFK17 = "PF1 KP7" or "~F 1 7" DELETE = "~D"

PFK18 = "PF1 KP8" or "~F 1 8" ERASE =

PFK19 = "PF1 KP9" or "~F 1 9" EEOF = "~E'

PFK20 = "PF2 KPO" or "~F 2 0" EINP = "~W

PFK21 = "PF2 KP1" or ""~F 2 1" HOVE = "KP_PERI OD'

The 3270.DAT file viewed without the HELP formatting is as follows:

vt 100| vt 200] vt 220] vt 240] vt 200- 80| vt 300] vt 400| vt 100nan] pt 100| {
ent er ='"m;

cl ear = 'nZ’ | "VEOM | '"\3M;

hel p = "\E[28~" | '\EH | "\C28~";

capture = '~t’ | "VE[29~"| '\C29~";

nl = TN

tab =Ny

bt ab = ""p';

| eft = '~y | "VE[D | '\EOD | '\3D | '\CD;
right =AY | "V\E[C | "\ECC | '\3C | '\CC;
up = 'k’ | "VE[A | "\EQA" | "\3A" | "\CA
down = T AjT | "VE[B | "\EOB'" | '\3B' | '\CB;
hone = "\EOn’ | "\3n";

fm =y’

delete = '"d';

eeof = 'Ne';

ei np ='W

insrt = ' | "\VE

# pf keys

pfkl ='"\EQY | "VEL" | "\3q';
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pfk2 = '\EO | "\E2 | "\3r’;
pfk3 = '\ECs’ | "\E3 | '\3s’;
pfk4 = '\EQ’ | "\E4 | "\3t’;
pfk5 = '\ EQU | "\E5 | '\3u’;
pfk6 = '\EOv | "\E&' | '\3v';
pfk7 = '\EOW | "\E7 | '\3w:
pfk8 = '\EOXX’ | "\E8 | '\3x’;
pfk9 = '\EOy’ | "\E9'" | "\3y’;
pfk10 = *\ECP\ECp’ | '\EO' | ’'\3P\3p’;
pfkil = *\EOP\EQy’ | '\E-' | '\3P\3q’;
pfk12 = *\EOP\EQr’ | '\E=' | '\3P\3r’;
pfk13 = '\EOP\EGs’ | '~f13' | '\3P\3s’;
pfk14 = '\EOP\EQt’ | '~f14’ | '\3P\3t’;
pfk15 = '\EOP\EQu’ | ’'~f15 | ’'\3P\3u’;
pfk16 = '\ECP\EOv’ | ’'~f16’ | '\3P\3v’;
pfk17 = *\ECP\EON | ’~f17° | '\ 3P\ 3w ;
pfk18 = '\ ECP\EOX’ | ’~f18 | ’\3P\3x’;
pfk19 = '\ECP\EOy’ | ’'~f19" | '\3P\3y’;
pfk20 = '\EOQ ECp’ | ’'~f20° | '\3Q3p’;
pfk21 = '\EOQ ECy’ | ’'~f21" | '\3Q3q ;
pfk22 = *\EOQUEQr’ | '~f22° | '\3Q3r’;
pfk23 = *\EOQ ECs’ | ’'~f23' | '\3Q3s’;
pfk24 = *\EOQUEQt’ | ’'~f24" | '\3Q3t’;

# program attenti on keys
pal = "\BENEOP | ""pl’ | "\BE\3P;
pa2 "\E\EQQ | '"p2" | '\BR\3Q;

# local control keys

escape = '~¢’ | '~ ; # escape to telnet conmand node
master_reset = '"g’;

# local editing keys

settab = "\E; ' ;
deltab = "\BE\'";
clrtab = "\E ' ;
setnrg = '\E,’;
sethom= "\E. ' ;
coltab = "\E\E[B' | "\E\EOB' | '"\E\3B' | "\E\CB';
colbak = "\E\E[A" | "\E\EQA" | "\E\3A" | "\B\CA';
indent = "\E\E[C | '"\EAEOC | '\E\3C | '"\B\CC;
undent = "\E\E[D | '\BEAEOD | '\E\3D | '"\BE\CD;

} # end of vt100, etc.

On terminals without a HEL P key, edit the MAP3270.DAT or MAP5250.DAT file and assign a
valueto the "help" function. For example, to assign the help functionto either Gt r 1 / X h or ESC h,
add thislineto thefile:

help = "AXH | "\EH;
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For VT-class terminals without a HEL P key, TELNET supports ESC h by default. On these
terminals, you do not need to modify the MAPxxx.DAT files.

Keyboard Mapping File Format

The keyboard mapping files contain mappings between characters entered from your keyboard, and
3270 or 5250 keycodes. Thefirst line specifies al of the terminal types supported. For example,
these mappings specify Compag VT100-VT400 terminals:

vt100 | vt200 | vt200-80| vt220 | vt240| vt300 | vt400

Subsequent lines specify the IBM keycode followed by an equals sign (=) and the keystrokes (in
single quotes) you press to send the keycode. Each key definition ends with a semicolon (;). Some
reserved characters are:

® Caret (") beginsaCt r| character sequence.
¢ Backslash and the letter "E" (\E) represents an ESCAPE character.
* Caret-question mark ("?) represents rub out.

For example, this key sequence:

delete = '"~d’;

sends the IBM DELETE code when you pressCtr | / D.

Functions

Thefollowing isalist of the TN3270 and TN5250 functions that can be used in the
MAP3270.DAT and MAP5250.DAT files.

apl end cur sel escape left2 right up

apl of f del ete ferase | prt right2 vertical _bar
apl on del tab fiel dend mast er_reset sethom werase

attn di sc flinp nonocase setnrg wordbacktab
bt ab down fm nl ettab  wordend
capture dp hel p pal-pa3 space wordtab
centsign dvenl hone pcof f synch

cl ear eeof i ndent pcon tab

clrtab ei np init pf k1- pf k36 t est

col bak enter insrt reset treq

coltab erase left reshow undent

Specifying Multiple Keystrokes

You can assign multiple keystrokes to a single code by separating each set of keystrokes with a
vertical bar (|) operator. The following example sends the delete keycode to the host when you
presseither Ctrl/DorCtrl/ 2.

delete = "~d” | "7~
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TN3270 Function Key Mapping

Table 4-3 lists the mappings between 3270 function keys and the keys on Compag VT100, VT200,
VT300, and VT400 series terminals.

Table4-3 TN3270 Function Key Mappings

IBM Function VT Terminal Key Sequences
Enter Ctrl/M or RETURN
Clear Ctrl/zZ or ENTER

Input Editing Functions

New line DELETE

Tab TAB or Crl/1

Backtab crl/B

Left Crl/H or LEFT ARROW
Right CGrl/L or R GHT ARROW
Up Crl/K or UP ARROWN
Down Ctrl/J or DOMN ARROW
Home Keypad

Delete Crl/D

Erase to EOF crl/E

Erase Input Crl/W

Insert Cirl/Space or ESC+ Space

Attention Keys

PAl ESC + PF1 or Cirl/P+1

PA2 ESC + PF2 or Cirl/P+2

Local Control Keys

TELNET Escape Crl/C or Crl/]

Master Reset arl/G

Local Editing Keys

Set Tab ESC + ;
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Table4-3 TN3270 Function Key Mappings (Continued)

IBM Function VT Terminal Key Sequences

Delete Tab ESC + \

Clear Tabs ESC + :

Set Merge ESC + ,

Set Home ESC + .

Column Tab ESC + DOWN ARROW

Column Back Tab ESC + UP ARROW

Indent ESC + RI GHT ARROW

Unindent ESC + LEFT ARROW

Function Keys

PF1 Keypad 1 or ESC +1

PF2 Keypad 2 or ESC +2

PF3 Keypad 3 or ESC + 3

PF4 Keypad 4 or ESC +4

PF5 Keypad 5 or ESC +5

PF6 Keypad 6 or ESC + 6

PF7 Keypad 7 or ESC +7

PF8 Keypad 8 or ESC + 8

PF9 Keypad 9 or ESC +9

PF10 PF1 + Keypad 0 or ESC +0

PF11 PF1 + Keypad 1 or ESC + -

PF12 PF1 + Keypad 2 or ESC +=

PF13 PF1 + Keypad 3 or Ctrl/F + 3
PF14 PF1 + Keypad 4 or Ctrl/F + 4
PF15 PF1 + Keypad 5 or Crl/F +5
PF16 PF1 + Keypad 6 or Ctrl/F + 6
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Table4-3 TN3270 Function Key Mappings (Continued)

IBM Function VT Terminal Key Sequences

PF17 PF1 + Keypad 7 or CGtrl/F + 1 + 7
PF18 PF1 + Keypad 8 or Ctrl/F + 1 + 8
PF19 PF1 + Keypad 9 or Ctrl/F +1 + 9
PF20 PF2 + Keypad 0 or Ctrl/F + 2 + 0
PF21 PF2 + Keypad 1 or Ctrl/F +2 + 1

Note! Key sequences denoted by Keypad x indicate key x on the VT terminal keypad.

TN5250 Function Key Mapping

Table 4-4 lists the mappings between 5250 function keys and the keys on Compag V1100, VT200,
VT300, and VT400 series terminals.

Table4-4 TN5250 Function Key Mappings

IBM Function VT Terminal Key Sequences
Enter Crl/M or RETURN

Clear Ctrl/Z or ENTER

Input Editing Functions

New line Del

Tab Tab or Ctrl/1

Backtab crl/B

Left Ctrl/H or Left arrow
Right Carl/L or Right arrow
Up Ctrl/K or Up arrow
Down Ctrl/J or Down arrow
Home Keypad .

Delete crl/D

Insert Ctrl/Space or ESC+ Space
Local Control Keys
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Table4-4 TN5250 Function Key Mappings (Continued)

IBM Function VT Terminal Key Sequences
TELNET Escape CGrl/C or Crl/[

Master Reset arl/G

Function Keys

CMD1 Keypad 1 or ESC +1

CMD2 Keypad 2 or ESC +2

CMD3 Keypad 3 or ESC +3

CMD4 Keypad 4 or ESC +4

CMD5 Keypad 5 or ESC +5

CMD6 Keypad 6 or ESC +6

CMD7 Keypad 7 or ESC +7

CMDS8 Keypad 8 or ESC +8

CMD9 Keypad 9 or ESC +9

CMD10 PF1 + Keypad 0 or ESC + -
CMD11 PF1 + Keypad 1 or ESC + -
CMD12 PF1 + Keypad 2 or ESC +=
CMD13 PF1 + Keypad 3 or Ctrl/F + 1 +
CMD14 PF1 + Keypad 4 or Ctrl/F + 1 +
CMD15 PF1 + Keypad 5 or Ctrl/F + 1 +
CMD16 PF1 + Keypad 6 or Ctrl/F + 1 +
CMD17 PF1 + Keypad 7 or Ctrl/F + 1 +
CMD18 PF1 + Keypad 8 or Ctrl/F + 1 +
CMD19 PF1 + Keypad 9 or Ctrl/F + 1 +
CMD20 PF2 + Keypad 0 or Ctrl/F + 2 +
CMD21 PF2 + Keypad 1 or Ctrl/F + 2 +

Note! Key sequences denoted by Keypad x indicate key x on the VT terminal keypad.
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Edi

ting the Keyboard Mapping File
To customize a keyboard mapping file:

1 Copy the appropriate file (MAP3270.DAT or MAP5250.DAT) from the MULTINET: directory
to your login directory; for example, USERS.[IGUANA]MAP3270.DAT.

2 Definethe MAP3270 or MAP5250 logical name to point to that file instead of the version in the
MULTINET: directory; for example:

$ DEFI NE/ JOB MAP3270 " @JSERS: [ | GUANA] MAP3270. DAT"
Note! You must use the @ (at-sign) at the start of the file name.

3 Edit the file with any text editor.

To test aparticular entry for aterminal in the MAP3270 or MAP5250 file, define the KEYBD
logical name for your entry; for example:

$ DEFI NE KEYBD "nmny_new vt 420"

Capturing Screen Output and Printing Screen Captures

Usi
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You can press the Do key at any time during a TN3270 or TN5250 session to store the contents of
the current screen in afile in the current directory (the default directory when the TELNET session
started). The output fileis named TN3270.LIS or TN5250.L1S and captures only the current screen.
Each time you press the Do key, anew version of thisfileis created.

For keyboards that do not have a Do key, assign a value to the capture function in the
MAPxxx.DAT file. For example, assign the capture function to accept Ct r 1 / T asfollows:

capture = ' t’
On VT-style keyboards without a Do key, TELNET supports Ct r | / T by default. For these
terminals, you don't need to modify the MAPxxxx.DAT files.

The MULTINET_TN3270_PRINTER logical name lets you direct TN3270 screen output to a print
gueue. To use thisfeature, enter:

$ DEFI NE MULTI NET_TN3270_PRI NTER queue_nane

The MULTINET_TN5250 PRINTER logical name lets you direct TN5250 screen output to a print
gueue. To use thisfeature, enter:

$ DEFI NE MULTI NET_TN5250_PRI NTER queue_nane

ng Transparent Mode

TN3270 supports a transparent mode similar to the transparent mode offered by the IBM 7171
ASCII device controller. Thisfeature is enabled automatically by TELNET when transparent mode
information is received from the IBM host. You can disable this feature before entering TN3270
with the following command:
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$ DEFI NE MULTI NET_TN3270_TRANSPARENT_MODE DI SABLED

Application Keypad Access for TN3270 and TN5250

You can enable or disable access to the application keypad in TN3270 mode with the
MULTINET_TN3270_APPLICATION_KEYPAD logical name. The default value is ON.
Disable access by defining the logical name as follows:

$ DEFI NE MULTI NET_TN3270_APPL| CATI ON_KEYPAD OFF

You can enable or disable access to the application keypad in TN5250 mode with the
MULTINET_TN5250_APPLICATION_KEYPAD logical. The default value is ON. Disable access
by defining the logicd asfollows:

$ DEFI NE MULTI NET_TN5250_APPL| CATI ON_KEYPAD OFF

TN3270 Emulation

The Yale Improved Null (/[NO]YALE) qualifier isenabled by default. Yale Improved Null replaces
NULL characters found in fields with spaces when the TN3270 client writes the fields back to the
server. Use the/NOYALE qualifier to disable this feature.

$ TELNET /TN3270/ NOYALE

To disable text colors, use this command:
$ TELNET / TN3270/ NOCOLOR

Note! You can use /INOCOLOR for TN3270 in DPC emulation mode and for TN5250.

TN3270 Translation Table Mapping

TN3270 usesthe MULTINET_TN3270 LANGUAGE logical to specify the regional language for
theinternational character set translation table. Translation tables are stored in the
TN3270.TRANSLATION file. When TELNET isinvoked, thetrandation fileis searched for in the
SYS$LOGIN directory. If it isnot found, the MULTINET: directory is searched.

An entry in the trandlation table begins with the name of the language starting in the first column
inthe line. Use this value to define the MULTINET_TN3270 LANGUAGE logical. For example,
this command specifies atrandation table for a UK English keyboard:

$ DEFI NE MULTI NET_TN3270_LANGUAGE "UK_ENGLI SH DEC MULTI "

The remainder of an entry consists of lines preceded with whitespace (either tabs or spaces). Each
line contains these three values:

1 An EBCDIC+ code to be sent to the IBM host
2 The ASCII code to be displayed for that EBCDIC value
3 The ASCII character sent from the keyboard that causes the EBCDIC value to be sent to the host

A pound sign (#) specifies acomment and can appear in any column on aline, including lines
containing tranglation codes. When specified on aline containing a translation code, the comment
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character must be preceded by at least one whitespace character. An entry isterminated by the first
line following the entry that contains a"printable" character in column one. Entry names must start
in the first column, and must consist only of uppercase |etters, numbers, and the underbar sign. The
maximum length of an entry name is 255 characters.

The file name of the trand ation table can be changed with the
MULTINET _TN3270_ TRANSLATION_TABLESIogical. For example, to define atranslation
table named US_FOO.DAT, enter:

$ DEFI NE MULTI NET_TN3270_TRANSLATI ON TABLES " US FQO. DAT"
+ EBCDIC stands for Extended Binary-Coded-Decimal Interchange Code.

An error message isissued if either logical name, MULTINET_TN3270 LANGUAGE or
MULTINET_TN3270_ TRANSLATION_TABLES, pointsto a non-existent entry.

Thefollowing exampl e contains asampletranslation file. Inthisexample, thefirst line of the UK _
ENGLISH _DEC _MULTI entry indicates that for the EBCDIC character Ox5b, the ASCI| character
Oxa3 is displayed. When the ASCI| character Oxa3 is received from the keyboard, the EBCDIC
character Ox5b is sent to the host.

#

# UK EBCDI C mapped into The Conpaq Miltinational Character Set
# Use followi ng conmand to specify this table:

# $ DEFI NE MULTI NET_TN3270_LANGUAGE "UK_ENG.I SH DEC MULTI "

#

UK_ENGLI SH DEC_MULTI

0x5b Oxa3 0Oxa3 # British nonetary pound sign

Ox4a 0x24 0x24 # Dollar sign ($)

#

#

# Austrian German mapped into The Conpag Ml tinational Character
# Set. Use follow ng conmand to specify this table:

# $ DEFI NE MULTI NET_TN3270_LANGUAGE " AUSTRI AN_GERMAN_DEC MULTI "
#

#

AUSTRI AN_GERMAN_DEC MULT

Ox4a 0Oxc4 Oxc4 # A with um aut

Ox5a Oxdc Oxdc

U wth unl aut
Ox6a Oxf6 Oxf6 o with um aut

0x79 0x60 0x60 G ave

0x5b 0x24 0x24 Dol I ar sign
0x7b 0x23 0x23 Hash sign
0x7c Oxa7 Oxa7 Section sign
0x5f Ox5e 0x5e Carat sign
Oxal Oxdf Oxdf Beta sign

OxcO Oxed Oxe4d
0xd0 Oxfc Oxfc
Oxe0 Oxd6 0Oxd6
0x4f 0x21 0x21

a with un aut
u with um aut
Owth un aut
Excl amati on poi nt

HOoHHHHHHHHHHF R R
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Ox7f 0x22 0x22 # Doubl e quote

Troubleshooting TELNET

This section describes common problems that can occur when using TELNET to connect to a
remote host.

Connection Problems
If you cannot connect to the remote host, use PING asfollows to discover any network problems.
For information about starting PING, refer to the Administrator’s Reference.
1 Ping the loopback address of your workstation, 127.0.0.1 to verify that MultiNet is working
properly and that it can send and receive messages.
2 Ping your workstation by its IP address to verify that it is recognized on the network.

3 Ping your workstation by its host name to verify that it is recognized on the network and that its
host name is being resolved.

4 Ping the broadcast address on your network to verify that your network can broadcast messages.

5 Ping another host on the same network by | P address to verify that the workstation can
communicate with other hosts on the network.

6 Ping another host on the same network by host name to verify that host names are being
resolved.

7 Ping ahost on adifferent network, first by |P address and then by host name, to verify the default
routeis correct and that host names are being resolved.

Problems Logging In
If you cannot log into the remote host:

1 Make sure you have avalid user name on the remote host.
2 Make sure you are entering the correct user name and password.

If you still have difficulties logging in, contact your network administrator.
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Chapter 5

Remote File Access with the RCP, FTP, and
TFTP Utilities

This chapter describes how to copy files between your local system and a remote system using the
RCP, FTPR, and TFTP utilities, and covers the following topics:

* Copying Files Using RCP
* Accessing Fileswith FTP
* Copying FilesUsing TFTP

The FTP commands for renaming files, deleting files, and creating and deleting directories are
described in the FTP command reference in Appendix B.

Copying Files Using RCP
The MultiNet RCP utility usesthe 4.4BSD UNIX "rcp" (remote copy) protocol to transfer files

between the local host and aremote host. The Kerberos version of RCP also provides authenticated
access between the two systems.

When the index file creates new buckets (the space allocated to store units of data) beyond the
previous End-Of-File mark, but the End-Of-File is not updated to reflect the new buckets, RCP
transfers the allocated buckets to the End-Of-File. You can turn this feature off by defining the
logical MULTINET_RCP_INDEX_UPTO_EOF.

Requirements for RCP
The requirements for using the RCP utility are:

¢ Both the local and remote host must support the rcp protocol.

* You must specify the names of files on the remote host using the file-naming conventions of the
remote host.

¢ |If the remote host is an OpenVMS system, you must ensure that neither the system-wide login

command procedure nor your local LOGIN.COM file displays any text. See section Inhibiting
Output from SYLOGIN.COM and LOGIN.COM for moreinformation on inhibiting output from
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these command procedures.

The"R" services authentication database files on the server system must be configured to allow
RCP access from the local system. See the Using RCP section for additional information on "R"
services authentication.

Using RCP

You can use RCP interactively or viaa command file in batch mode.

Before you can copy files using RCP, the remote system must determine that you are allowed to do
so. Normally, the remote system’s RCP server checks the "R" services host equivalence files to
determine whether or not you are authorized to copy files to or from the remote system. RCP uses
the same authentication scheme as RLOGIN and RSHELL. (See Chapter 5 for information about
RCP authentication and the host equivalence files.)

However, if you are using RCP with Kerberos authentication, authentication is handled by
acquiring “tickets" that permit access to cooperating systems. (See Chapter 4 for more
information.)

The following is an example using RCP to copy the file /etc/hosts from the UNIX system
UNIX.SPROCKETS.COM to the user's current default directory on the local OpenVMS system.

Note! The double quotation marks around “/etc/hosts" are necessary to prevent the slashes in the

path name from being interpreted by DCL.

$ RCP UNI X. SPROCKETS. COM : "/ et ¢/ hosts" []

This command assumes the remote user name is the same as the local user name. To specify a
different remote user name, use the /JUSERNAME qualifier as shown in the following command:
$ RCP / USERNAME=JETSON UNI X. SPROCKETS. COM : . cshrc [. UN X- FI LES]

If the host equivalence files are not set up, you can still use the RCP command by specifying the
/PASSWORD qualifier. In that case, REXEC authentication is used instead. The command format
for specifying a password is as follows:

$ RCP / USERNAME=JETSON / PASSWORD=ASTRO -
_$ UNI X. SPROCKETS. COM :report.july [.REPORTS]

Note! If you specify /PASSWORD without a value, you are prompted for the password with echoing
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disabled.
To copy files with RCP using Kerberos authentication, use the following format:

$ RCP / AUTHENTI CATI ON=KERBERCS UNI X. SPROCKETS. COM : "et ¢/ hosts" []
or

$ RCP / AUTHENTI CATI ON UNI X. SPROCKETS. COM : "et ¢/ hosts" []
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Inhibiting Output from SYLOGIN.COM and LOGIN.COM

The rcp protocol requires that neither the system-wide login command procedure
(SYSSMANAGER:SYLOGIN.COM) nor users' LOGIN.COM procedures display any output.
The following example shows commands to add to your LOGIN.COM and the system-wide
SYLOGIN.COM to prevent any output from being displayed when they are executed.

$ VER FY = ' FSVERI FY(0) I Turn off verify wi thout echoing
$ |F FSMODE() .EQS. "OTHER' THEN EXIT ! |f a DETACHED process (RSHELL)
$ | F VERIFY THEN SET VERI FY I If a batch job, may want to turn

I verify back on.

Accessing Files with FTP

The FTP utility usesthe Internet standard File Transfer Protocol (FTP) to transfer files between
the local host and a remote host. FTP also allows you to perform directory and file operations,
such as changing the working directory, listing files, renaming directories and files, and deleting
directories and files.

The FTP utility has a command-line interface. Each action, such as copying files, requires a
specific command.

Requirements for Using FTP
Requirements for using the FTP utility include the following:

* Both the local and remote host must support the Internet standard File Transfer Protocol.

* Thenames of files on the remote host must be specified using the file-naming conventions of the
remote host.

Invoking FTP and Logging In
You can use FTP interactively or in batch mode with a command file.

When you invoke FTPR, an FTP server processis created on the remote host. You can perform a
limited set of operations on the files and directories that you have permission to access. FTP
authenticates you on the remote host by checking the user name and password you specify against
those in the authorization database on the remote host. For simplicity in this discussion, this
verification processisreferred to aslogging in; however, you do not actually log in interactively

to the remote host.

Toillustrate, assume you are auser on the local system and you want to log into the remote host
RESEARCH.FLOWERS.COM. You can log in as yourself (by entering your name) or you can log
in as any other user on RESEARCH, for example, "MARK" or "BUBBA," aslong as the specified
user name is valid on the remote host and you know Mark’s or Bubba's password.

Note! Even though logging into another user’s account is mentioned in the previous section, sharing
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passwords with other users is strongly discouraged.

You can connect to RESEARCH either by specifying the host name at the DCL command prompt
(see Example 5-1), or by entering the CONNECT command at the FTP prompt (see Example 5-2).

Example5-1 Specifying Host Name at DCL Prompt

$ FTP RESEARCH. FLOVERS. COM

DEVELOPMENT. FLONERS. COM Mul ti Net FTP user process 4. 4(nnn)
Connecti on opened (Assuming 8-bit connections)

<RESEARCH. FLOWERS. COM Mul ti Net FTP Server Process 4.4(nnn) at
Mon 13- Mar-2002 7:42am EST

RESEARCH. FLONERS. COV-LOG N MARK

Password: password [not displayed]

RESEARCH. FLOMERS. COW>

Example5-2 Enter Connect Command at FTP Prompt

$ FTP

DEVELOPMENT. FLOVERS. COM Mul ti Net FTP user process 4. 4(nnn)
FTP>CONNECT RESEARCH. FLOAERS. COM

Connecti on opened (Assuming 8-bit connections)

<RESEARCH. FLOAERS. COM Mul ti Net FTP Server Process 4.4(nnn) at
Mon 13- Mar-2002 7:42am EST

RESEARCH. FLONERS. COV-LOG N MARK

Password: password [not displayed]

RESEARCH. FLONERS. COW>

Note! The initial FTP prompt (before connection to the remote host) is FTP>. After a connection is
established, the prompt changes to the name of the remote host and FTP enters command
mode.

At this point, you can specify your user name and password on RESEARCH with the FTP LOGIN
command. Alternately, you can enter acommand such as"LOGIN MARK" to log in as Mark
(assuming you know Mark’s password). The system then displays the "Password:" prompt. After
you enter the password (which is not echoed), the system returns to FTP command mode,
displays the prompt, and awaits further input.

Each time you invoke FTP, it checks first for afile called FTRINIT in your login directory
(SYS$LOGIN) and executes any commandsin that file before it prompts you for input. Any
commands you want executed at the beginning of every FTP execution can be included in thisfile.
See the FTP Initialization File section for a description of FTP commands commonly used in
FTRINIT files.

Note! Because the FTP server process is started by running SYS$SYSTEM:LOGINOUT.EXE, both
the system-wide login command procedure (SYS$SMANAGER:SYLOGIN.COM) and the specific
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user's LOGIN.COM are executed. As a result, any customization such as specifying default file
protection, or process/job logical name definitions, and so on, are invoked in these command
procedures and are available under the FTP server process.

All standard OpenVMS security-checking mechanisms are used to validate the FTP server
process creation. If either of these command procedures contain any commands that are
specific to interactive jobs (SET TERMINAL commands, for example), the FTP server process
may crash. The easiest way to avoid this problem, without altering the functionality of these
command procedures, is to use the DCL lexical function FSBMODE together with interactive
specific commands. For example:

$ |F FSMODE() .EQS. "I NTERACTI VE' THEN SET TERM NAL /1 NQUI RE

The FTP Log Files section provides more information to assist you in determining the cause of any
problems with the FTP server.

Using FTP Commands

After you have logged into a remote host, as described in the Invoking FTP and Logging In
section, you can use FTP commands for operations such as copying files between hosts, changing
working directories, listing directories, removing files, and renaming files. All FTP commands are
described in Appendix B.

The FTP user interface looks very similar to the Compag Computer TOPS-20 command interface.
In particular:

* You can type an ESC (escape character) at any point to attempt to complete (fill in) the current
command, parameter (including file names), or qualifier.

* You can type a question mark (?) at any time for help on what to enter next.

¢ A question mark entered at the current FTP prompt displays the currently available commands.
The commands that are available depend on whether or not a connection to a remote server has
been established. Some commands are always recognized; others are recognized only before or
after a connection has been made.

Getting FTP Command Help

The HELP command displays a brief description of a specified FTP command, general help
information, or alist of available HEL P topics. The format of the HELP command is as follows:

FTP>HELP [ conmand]

If you specify the command name, HEL P displays information for the specified command. If you
type a? in place of acommand, HEL P displays general help information. If you request HELP
without an argument, the HEL P facility lists available help topics and instructions for obtaining
additional information.

Note! The available commands vary depending on whether you have an open connection to a remote
host.
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Using Basic FTP Commands

Some commands simply set or reset various FTP options. They can be explicitly set using the ON
argument or reset using the OFF argument. The default, if no argument istyped, is TOGGLE.
Hence, if an option is on, executing the command controlling the option setsit to off. Executing the
command a second time resets it to on. For example, when you first invoke FTP, the VERBOSE
option (which gives detailed messages) is off. The following command would toggle VERBOSE
on:

FTP>VERBCSE

You can reset the VERBOSE option to off by executing the above command a second time, hence
"toggling" the setting back and forth.

You can display the state of a MultiNet FTP Server at any given time using the STATUS
command. The following example shows the information reported by the STATUS command.
Note, however, that some FTP implementations do not support the STATUS command.

RESEARCH. FLOMERS. COM>STATUS

<RESEARCH. FLOAERS. COM Mul ti Net FTP Server Process 4. 4(nnn)
User MARK | ogged into directory USERS: [ MARK]

<The current transfer paraneters are:

< MODE S

< STRU O WM

< TYPE AN

<A connection is open to host DEVELOPMENT. FLOAERS. COM
<The data connection is CLOSED.

Specifying TCP Window Size with FTP

The FTP Server and Client let you specify the TCP window sizes to use during an FTP transfer.
The value to be used is determined as follows:

Table5-3 TCP Window Size During an FTP Transfer

If... Then use...

Thelogical name MULTINET_FTP_WINDOW_SIZE | Itsequivalence string as the value.
is defined

The /WINDOW_SIZE qualifier is specified with FTP | The value specified with the qualifier.
[/SERVER]

A valueis specified with [SITE] WINDOW-SIZE size | The value specified.

If none of these criteria exist, then use the default value 32768.

In al cases, the value must be between NET_MIN_TCPWINDOW and
NET_MAX_TCPWINDOW (presently 512 and 1073741824, respectively). The size of the send
and receive buffersis set to the specified value.
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File Name Translations

When you issue an FTP GET command to a host running the UNIX Operating System and you do
not specify an output file name, the resulting VM S file name can contain unexpected characters.
These characters occur because the UNIX Operating System has case-sensitive characters and
special symbols that require conversion before they can be used with VMS.

You can use the /FDL qualifier with the FTP client GET and PUT commands for compatibility
with Compaq TCP/IP Services for OpenVMS (formerly UCX). When you create afile with the
PUT /FDL qualifier, afile description language (FDL) fileis created at the same time as the
origina file. The contents of the original file are transmitted in IMAGE (binary) mode.

The FDL file has the same name except that "FDL" is appended to the file name extension.

An example of the PUT command is:

host >PUT / FDL AFI LE. TXT BFILE. TXT

<ASCI| Store of USERS:[ME] BFI LE. TXTFDL; 1 started.
<Transfer conpleted. 888 (8) bytes transferred.
<I MAGE Store of USERS:[ME]BFILE. TXT; 1 started.
<Transfer conpleted. 6 (8) bytes transferred.

This command copies AFILE.TXT to BFILE.TXT on the system to which you are connected, then
creates another file, BFILE.TXTFDL.

The BFILE.TXTFDL fileisin ASCII format and resembles:

| DENT " 13- MAR- 2002 17:13: 24 VAX/ VWS FDL$GENERATE Rout i ne"
SYSTEM
SOURCE VAX/ VB
FI LE ALLOCATI ON 5
BEST_TRY_CONTI GUOUS no
BUCKET_SI ZE 0
CONTI GUOUS no
DEFERRED WRI TE no
EXTENSI ON 0
GLOBAL_BUFFER COUNT 0
MI_BLOCK_SI ZE 512
MTI_PROTECTI ON 32
MAX_RECORD NUMBER 0
MAXI M ZE_VERSI ON no
NAME "USERS: [ ME] AFI LE. TXT; 1"
ORGANI ZATI ON sequenti al
OMNER [ STAFF, ME]
PROTECTI ON (system RVWED, owner: RAED, gr oup: ,worl d:)
READ CHECK no
SUPERSEDE no
WRI TE_CHECK no
RECORD BLOCK_SPAN yes
CARRI AGE_CONTROL carriage_return

CONTROL_FIELD SIZE 0

5-7



Remote File Access with the RCP, FTP, and TFTP Utilities

5-8

FORNVAT vari abl e
SI ZE 0

The newly created BFILE.TXT fileisin raw block format which is not easily readable. When you
use the GET /FDL command to retrieve the file, the original format is restored using the attributes
stored in the FDL file. If you do not usethe /FDL qualifier with the GET command, the new raw
block format is retained.

In all instances, the FDL file is retained and must be deleted independently.
Notes:

* The FTP server /TYPE=EBCDIC qualifier is no longer supported.
¢ If you invoke FTP from the DCL command line and a password string is case-sensitive, use the
following format for the command:

$ FTP / USER=user nane / PASSWORD="""M XedCAse"""
If you don't use quotation marks, MultiNet converts the password to lowercase.

¢ |f you replaced the FTP_SERVER.COM file, you must add /ACCESS=NOSPAWN on
"captive" accounts such as the ANONYMOUS account so that users cannot spawn
commands. Spawning commands from such accounts opens a potential security hole.

¢ When transferring files between OpenVMS systems, do not use the BINARY command except
when the desired output requires fixed, 512-byte records; most importantly, do not use BINARY
on Process Software ECO save sets that you acquired with FTP, if you are using FTP from a
MultiNet system.

The following table shows how UNIX Operating System printable file name characters are
translated into VM S file names:

VMS Server  Hex VMS Server Hex

Character Char. Character Char. VMS Server  Hex
Value Value Character Char. Value
$4A A $5A ! 21 | $7A Space 20
$4B "B $5B “ 22 $7B ;

$4C "C 3 $5C # 23 $7C

$4D D 4 $5E % 25 $7D

$4E "E 5 $5F & 26 $7E

$4F F 5 $5G ‘ 27 $7F 3F
$4G "G 7 $5H ( 28

$4H H 3 $5I ) 29 $8A

3B
3C
3D
3E

40
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VMS Server  Hex VMS Server Hex VMS Server  Hex
Character Char. Character  Char. Character  Char. Value
Value Value (Continued)

$41 Al 9 | $5J * 2A | $8B [ 5B
$4J ~J A | $5K + 2B | $8C \ 5C
$4K K B | $5L , 2C | $8D ] 5D
$4L AL C | $5N . 2E | $8E A 5E
$4AM "M D | $50 / 2F

$4N N E | $5Z : 3A | $9A ‘ 60
$40 ~O F $ $9B { 7B
$4P P 10 $6A @ 00 $9C |

$4Q ~Q 11 $6B N 1B $9D } 7
$4R "R 12 $6C N 1C $9E ~

$4S nS 13 $6D N 1D $9F DEL

$4T AT 14 $6E AN 1E

$4U U 15 $6F N 1F

$4Vv NV 16

$4W W 1y

$4X X 18

$4Y Y 19

$4z N 1A

* |nternational charactersin the range of octal 200 to 377 are trandlated as adollar sign (%)
followed by the three-digit octal value for the character.

¢ Directory names copied to VMS are appended with the ".DIR" suffix.

* Thedot (.) character istreated as a special case. Thefirst occurrencein afile nameisinterpreted
explicitly as a dot; the next occurrences are translated into the "$5N" character sequence shown
in the previoustable. In adirectory name, all occurrences of the dot character are translated into
the "$5N" character sequence.

¢ A dollar sign followed by aletter indicates that the case should be shifted from its current state.

An example of file name translation occurs when a UNIX file called "foo.bar#1.0ld" is copied to
the VMS system. The resulting VMSfile nameis "FOO.BAR$5C1$5NOLD". If thefilewas a
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directory, the translated name would be "FOO$5NBAR$5C1$5NOLD.DIR". If the UNIX file
name was "Foo.BAr#l.old", the translated case-sensitive VMS file name would be
"$F$O0.$BASRSSCI$5NOLD".

ting the Contents of a File
You can use the GET command to list the contents of afile as follows:

$ GET filenane TT:

This command displays alist of the files on your terminal, and works with all FTP servers.

rking with Directories

When you open aconnection to aremote host and log in, your default directory isset to your login
directory on the remote system. If you log in as another user, your default directory is set to that
user'slogin directory. You can find out the path name of this directory with the command:

FTP>PWD

You can list the contents of your current working directory on the remote host with the command:

FTP>DI R

You can change the working directory on the remote host to remote_directory with the command:

FTP>CD renote_directory
To change the working directory on the local host to local_directory, use the command:

FTP>LCD / ocal _directory

Commands for Copying Files

5-10

The GET and PUT commands are the two basic commands for copying files between your system
and aremote host. The GET command copies asinglefile from the remote host to your system. The
PUT command copies asingle file from your system to the remote host. These commands have the
following format:

FTP>CGET renpte file local file
FTP>PUT local file renpte file

Under OpenVMS, the GET and PUT commands create new files. For other operating systems, the
fileisonly created if it does not exist; if the file exists, an error displays. The AGET and APUT
commands can be used to append to an existing file. These two commands have the following
format:

FTP>AGET renote file local _file
FTP>APUT /ocal file renpte file

The GET and PUT commands copy singlefiles. Their counterparts, MGET and MPUT, copy
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multiple files. The format of these commandsis similar, but not identical, to that of GET and PUT:

FTP>MGEET renvote file
FTP>MPUT [ ocal _file

In these two commands, you specify the file names with wildcard specifications. For MGET, use
the file name wildcard syntax for the remote host. For MPUT, use the OpenVMS file name
wildcard syntax. Thefiles retain their original names when they are copied. An MGET to an empty
directory returns a status code of 552 from the FTP server.

Parameters for Copying Files

Transfer parameters define how afile should be copied. The three transfer parameters and their
values are described in the following list:

STRUCTURE

Defines the structure of files to be transferred; takes one of the following values:

FILE An unstructured byte stream. Thisisthe default when communi cating with systems
that do not understand the OpenV M S structure described in the FTP VMS Sructure
section.

RECORD | A filethat is partitioned into records.

VMS An arbitrary OpenVMSfile; allows for transparent transfer of any RMSfile
between cooperating systems.

Note! The "VMS" transfer structure is automatically negotiated between systems that support it. After
connecting to a remote system, the MultiNet FTP utility sends the FTP command "STRU O
VMS" to the FTP server. If the server responds positively, both sides use the "VMS" structure to
ensure total transparency when transferring files (that is, all RMS record and file attributes are
retained). If the server responds negatively, both sides default to the "FILE" transfer structure.

FTP VMS Structure
TYPE

Defines the contents of files to be transferred; takes one of the following values:

ASCII A file consisting of ASCII characters (the default).

BACKUP Like IMAGE, but causes theloca file to be written with 2048-byte fixed
length records; used for transferring OpenVMS BACKUP savesets.

IMAGE A binary image.

LOGICAL-BYTE | Used for doing binary transfers with TOPS-20 systems.
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MODE
Defines how the file should be transferred; takes one of the following values:

COMPRESSED Run length-encoded compression.

STREAM Normal datatransfer (the default).

FTP commands copy files using the current transfer parameters. When you first start FTP, the
default transfer parameters are FILE structure, ASCI1 type, and STREAM mode. VM S structure
isused if the FTP Server supports it. Use the following commands to change the transfer
parameters from their defaults:

FTP>TYPE type_nane
FTP>STRUCTURE st ruct_nane
FTP>MODE npde _nane

There are anumber of command synonyms for the TY PE and STRUCTURE commands; see
Appendix B for acompletelist.

FTP Commands While a Transfer is in Progress
Control characters entered during an FTP file transfer have the following effects:

Press... To

CGrl/G | Sendanabort command to the remote server, thus aborting a data transfer.

Ctrl/A | Display the state and progress of the file transfer.

Qrl/P | Suspend thetransfer and spawn anew DCL subprocess. Thefile transfer will
continue upon return to the FTP program from the spawned DCL subprocess.

Aborting afile transfer does not work correctly with servers that do not support the ABOR (abort)
command. If attempted, the connection to the server may be lost.

Issuing FTP Commands From the DCL Command Line

You usually run the FTP utility by typing the FTP command then issuing additional commands
once the program starts. If you are only interested in transferring onefile, or issuing asingle FTP
command, you can specify the command on the DCL command line. See MULTINET FTPin
Appendix A for the complete DCL command syntax.

For example, if you wish to retrieve the file "pub/hack.c" via anonymous login to the host
FLOWERS.COM, you might issue the DCL command:

$ FTP / USER=ANONYMOUS / PASSWORD=GUEST FLOWERS. COM GET pub/ hack. c hack. c

To get alisting of the "pub" directory on this same system, you would use the command:
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$ FTP / USER=ANONYMOUS / PASSWORD=GUEST FLOWERS. COM DI R pub
If you want to retrieve al filesin the "pub” directory and copy them to your current directory
on your local system, you might use the command:

$ FTP / USER=ANONYMOUS / PASSWORD=GUEST FLOWERS. COM MGET pub/ *

FTP Command Scripts

FTP commands are usually entered directly from the keyboard. You can, however, execute a
predefined sequence of FTP commands by redirecting standard input (SY SSINPUT) interactively,
or from within aDCL command procedure.

The following example shows an interactive session that uses a predefined command script, in this
casein thefile FTRCOM, to control FTP:

$ FTP / TAKE=FTP. COM

The following example shows a sample FTP.COM file. Theitalicized comments are provided only
to explain each linein the FTR.COM file; do not include them in the actual file!

SET FLOWERS. COM / USER: BOOJUM / PASS: SNARK  Set user & password

CONNECT FLOWERS. CoM C(pen connection
GET FOO. BAR NEWFQO. BAR Execute an FTP command
EXIT Concl ude session

The following example shows a DCL command procedure that runs FTP to get the file FOO.BAR
from the remote host FLOWERS.COM.

$! FTP DCL conmmand procedure

$ FTP

SET FLOWERS. COM / USER: BOQJUM / PASS: SNARK
CONNECT FLOWERS. COM

CET FOO. BAR NEWFQOO. BAR

EXIT

$! continue with any other conmmands

Ending an FTP Session

Once you have finished with your FTP session, you can either break the connection with the remote
system while still remaining in FTP command mode, or you can log out from the remote host, exit
FTP, and return to DCL.

To close the current connection without terminating in FTP, enter the command:

FTP>BYE
FTP>

To close the connection and return to DCL, enter the command:
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FTP>EXI T
$

FTP Log Files

The MultiNet FTP Server keeps alog of al FTP transactions that occur between the client and
server after login in the file FTP_SERVER.LOG in the login directory on the server system. The
following samplelog file contains the FTP transactions involved in auser logging in under the user
name SMITH, issuing a"DIRECTORY" command, and then retrieving the file "FOO.BAR."

Note! If the MultiNet FTP server process does not start or mysteriously disappears, examine the

beginning of the FTP_SERVER.LOG file for any error messages.

Because the system-wide login command procedure (SYS$MANAGER:SYLOGIN.COM) and
the user's LOGIN.COM are executed as part of the server process creation, any errors in these
procedures can cause the server process to die suddenly. In most instances, however, the
reason for the process terminating will appear at the beginning of the FTP_SERVER.LOG file.

FTP Login request received at Mon Mar 13 15:30: 27 2002
fromrenmote | P address 127.0.0.1

>>> 230 User SMTH | ogged into Ul:[SMTH at Mon 13-Mar-02 15:30, job 3a.

<<< TYPE A

>>> 200 Type A ok.

<<< STRU F

>>> 200 Stru F ok.

<<< MXDE S

>>> 200 Mbde S ok.

<<< PORT 127,0,0,1,4,14

>>> 200 Port 4.14 at Host 127.0.0.1 accepted.

<<< LI ST

>>> 150 List started.

>>> 226 Transfer conpl eted.

<<< PORT 127,0,0,1,4,15

>>> 200 Port 4.15 at Host 127.0.0.1 accepted.

<<< RETR f 00. bar

>>> 150 ASCI| retrieve of USERS:[ SM TH FOO. BAR; 1 started (210 bytes).

>>> 226 Transfer conpleted. 210 (8) bytes transferred.

<< QUIT

>>> 221 QUIT command recei ved. Goodbye.

SMTH job terminated at 13- MAR-2002 15: 31: 23. 08

Anonymous FTP
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Many system managers use "anonymous FTP" to allow network access to files of general interest
on their system, without having to assign a user name to each user who wants access to the files.
Anonymous FTP means that the ANONYMOUS login is created on a system to permit anyone
access to that system. When using anonymous FTP, connect to the remote system as you normally
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would, but instead of specifying your user name, specify the user name "anonymous" and the
password "guest." In many implementations, you are restricted to read-only access of thefilesina
certain directory or a certain directory tree.

Note! While many systems allow you to use any password, some systems only allow anonymous FTP
access with the password "guest.” Many systems prefer you to enter your e-mail address
(username@host) instead of the "guest” password; either method works. Also, specify the
"anonymous" user name in lowercase, as many systems (primarily those running UNIX) support
case-sensitive user names. Hence, "anonymous" and "ANONYMOUS" are considered different
user names, and only the former can be used for anonymous FTP access.

Transferring Files From Behind a Firewall

The MultiNet FTP Client PASSIVE command allows a range of control of the PASV directive for
transferring files from FTP servers when your system is located behind a "firewall" gateway. The
list of parameters and an explanation of how they work follows:

* an ON parameter (the default setting)
* an OFF parameter
* aNEGOTIATED parameter (the default setting)

* a/PASV DCL qudifier, alowsyou to specify the PASSIVE command setting as you start up the

FTP Client (at the FTP> prompt, you may specify either PASSIVE or PASV; the two are
interchangeabl e)

Note! If the change in the default setting causes you problems or changes the way things have
worked for you in the past, you may control the default setting for your site by putting the
appropriate PASSIVE command in the file MULTINET:FTP.INIT.

With PASSIVE mode ON, the Client sends the PASV directive to the Server, instructing it to wait
for the Client to make the data connection. If the Server does not understand the PASV command,
the connection is aborted. The default for PASSIVE is ON to help facilitate transfers through a
firewall. Under certain conditions, this default might cause problems. Use the new MultiNet FTP
client logical MULTINET_FTP_NONPASV to turn off the PASSIVE mode default or use the

passive command on the command line. When you define this logical, passive mode is not used as
the default.

With PASSIVE mode OFF, the FTP Client expects the FTP Server to establish the connection over
which datais transferred. (Note that this may not work through firewalls as some FTP Servers do
not support the PASSIV E command.)

With PASSIVE mode NEGOTIATED, the FTP Client sends the PASV command as with
PASSIVE mode ON, but switches the mode to OFF if the FTP Server generates an error in
response.

The/NONPASV, /PASV, and /PASV=NEGOTIATE qudifiers allow you to specify each of the
PA SSIVE mode settings as you start up the FTP Client.
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FTP Initialization File

On startup, FTP executes commandsin the FTRINIT filein your login directory (if the file exists),
to allow you to customize your FTP sessions. Table 5-4 lists commands you may find useful to
haveinyour FTRINIT file.

Table5-4 FTP Commandsfor the FTPINIT File

BELL ON Rings the terminal bell when afiletransfer operationis
completed.

EXIT-ON-ERROR ON Causes FTP to exit after any error occurs.

HASH ON Prints a pound sign (#) for each data buffer transferred.

PROMPT-FOR-MISSING- Disables FTP prompting for missing command line

ARGUMENTS OFF arguments.

PROMPT-ON-CONNECT ON Automatically prompts for user name and password when

a connection to the remote system is established.

SET host/USERNAME:username | Setsthe default user name or default user name and
[/PASSWORD:password] password for the specified host. If you place SET
commands containing passwordsin your FTRINIT file, be
careful to protect the file from access by others.

STATISTICSON Upon completion of file transfers, displaystransfer timing
statistics.

VERBOSE ON Displaysall responses from the remote FTP server asthey
arereceived.

If you invoke FTP with the /NOINITIALIZATION qualifier, the FTRINIT fileis not processed.

The commands in Table 5-4 are more completely documented in Appendix B.

Troubleshooting FTP
Asthefirst step in any FTP troubleshooting, check the FTP_SERVER_LOG file for error
messages.

General Troubleshooting Tips
If the logged information does not help, check the following:
1 Make sure the FTP server isrunning on the remote system.
2 Ping the FTP server to make sureit is avail able through the network.
3 If theremote host is on the other side of afirewall, try Passive Mode.
4 Make sure you entered the correct user name and password for the remote system.
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Transmitted Files Are Corrupt

If you can copy files, but the files are corrupted after transmission, verify that you are using the
correct transfer mode-ASCI| or binary. Use ASCII mode for text files and binary mode for
executable files, compressed files, graphicsfiles, and any other non-text files. Use Logical-Byte
mode if the remote system does not use the standard 8-bit byte.

Copying Files Using TFTP
Likethe FTP, TFTP copies files between your system and a remote host. Unlike FTP, you cannot
perform operations other than copying files between your system and a remote one (you cannot list
directories, deletefiles, and so on). Also, TFTP does not perform any authentication when
transferring files, so auser name and password on the remote host are not required. In general, only
fileswith world read (W:R) accessin certain directories on the remote host are available for
reading, and only certain directories are available for writing.

Note! TFTP does not check the permissions of directories before attempting to access them. Because
the TFTP protocol does not specify any user login or validation, the remote system will probably
have some sort of file-access restrictions. The exact restrictions are site-specific and thus
cannot be documented here.

The mail option of TFTP, asdefined in RFC-783, is obsolete and not supported under the MultiNet
TFTP server.

Requirements for TFTP

When you copy afile from aremote host, it must be world-readable (W:R). When copying afile to
aremote host:

¢ A file of the same name must already exist on the remote host.
* Thefile must be world-writable (W:W).

If these two conditions are not met, TFTP will fail.

Using TFTP
To start TFTPR, enter the following command:

$ tftp renote_host

tftp>

remote_host is the name of the remote system with which you want to transfer files.

To transfer afile from your system to aremote host, enter a TFTP command in the following
format:

tftp>put /ocal _file renpte file

local_file Identifies the file you are transferring.
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remote file | Specifiesthe nameyou want thefile to have on the remote system. If you specify
afile name, it must be an absolute path name (device, directory, and file name). If
you do not specify afile name, it defaults to the same name aslocal_file.

For example, suppose you want to transfer the file "user:[boojum]accts.log” from your system to
thefile"/x/boojum/accts.log” on the remote host sales.flowers.com. To do this, you would enter the
following commands:

$ tftp sales.flowers.com
tftp>put user:[boojunjaccts.|log /x/boojum accts. | og

Both the directory "/x/boojum™ and the file "accts.log" must already exist on the remote host, and
"accts.log" must be world-writable.

To transfer afile to your system from aremote host, issue a TFTP command in the following
format:

$ tftp sales.flowers.com
tftp>get renpte file local _file

local_file Specifiesthe name you want the file to have on your system. If you do not specify
afile name, it defaults to the same name as the remote file.

remote file | Identifiesthe file you want to transfer from the remote host. You must supply an
absol ute path name (device, directory, and file name).

For example, suppose you want to transfer the file "/x/boojum/accts.log" from the remote host
"sales.flowers.com" to thefile "user:[boojum]accts.log" on the your system. To do this, you would
enter the following commands:

$ tftp sales.flowers.com
tftp>get /x/boojun accts.log user:[boojum accts. | og

The file "/x/boojum/accts.log" must be world-readable.
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Chapter 6
Using DECwindows with MultiNet

Starting with V5.3, OpenV M S supports running DECwindows applications over TCP/IP. This
feature provides the ability to run X Windows applications not only between OpenVMS and
ULTRIX systems, but also using non-Compag computer systems that support X Windows (for
example, UNIX workstations, Apple Macintosh systems, PCs, and so on). For more information
about running DECwindows applications over a network, see the VMS DECwindows User’s Guide.

For information about Running DECwindows applications over MultiNet TCP/IP see the Running
DECwindows Applications section.

For information about Authorizing remote systems to access the local display see the Authorizing
Remote Systems section.

Running DECwindows Applications

To run a DECwindows application on an OpenVMS system over TCP/IP using MultiNet, you must
first use the DCL command SET DISPLAY to indicate to DECwindows which system display it
should use for the application’s user interface.

Note! If you are accessing a remote system using TELNET, RLOGIN, or RSHELL, SET DISPLAY is
performed automatically.

Use the /NODE qualifier to specify the remote host name or |P address, and the /TRANSPORT
qualifier to specify "TCPIP" transport. The following example shows how to run the application
SY S$SY STEM:DECWS$PUZZL E.EXE on the local OpenVMS system, and direct the output to
an ULTRIX host named ZEPHY R.FLOWERS.COM.

$ SET DI SPLAY / CREATE / NODE=ZEPHYR. FLOAERS. COM / TRANSPORT=TCPI P
$ RUN SYS$SYSTEM DECWEPUZZLE
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Au

thorizing Remote Systems

Before running a DECwindows application on a remote system and directing the user interface to
an OpenV M S workstation running MultiNet, you must authorize the remote system to have access
to thelocal display. Under the DECwindows Session Manager Customize menu, select the Security
option. When the Customize Security dialog box appears, specify TCPIP for the Transport, the
Internet host name of the remote host for the Node, and a question mark (?) for the Username

for each host you wish to grant access to the local display.

Note! EACH user on a workstation who wishes to allow access to the local display from a remote
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system must specify the remote system under the Customize Security dialog box. A different list
is maintained for each user.



Chapter 7

Accessing Remote Systems with the Secure
Shell (SSH1) Utilities

The following topics describe how to configure and maintain the MultiNet Secure Shell (SSH) v1
client.

¢ Secure Shell Client (remote login program)
* Configuring the SSH1 Client

¢ Port Forwarding

¢ SSHAgent (authentication agent)

¢ SSHADD

¢ SSHKEYGEN

Thisisthe client side of the software that allows secure interactive connections to other computers
in the manner of rlogin/rshell/telnet.

SSH1 and SSH2 Differences

SSH1 and SSH2 are different, and incompatible, protocols. The MultiNet SSH1 implementation is
based on the version 1.3.7 protocol, and the MultiNet SSH2 implementation is based on the version
2.4.0 protocol. While SSH2 is generally regarded to be more secure than SSH1, both protocols are
offered by MultiNet, and although they are incompatible, they may exist simultaneously on a
MultiNet system. The MultiNet server front-end identifies what protocol aclient desiresto use, and
creates an appropriate server for that client.

The SSH1 client isinvoked with the DCL command $ MULTINET SSH. The SSH2 client is
invoked with the DCL command $ MULTINET SSH2.

Secure Shell Client (remote login program)

SSH (Secure Shell) isa program for logging into and executing commands on a remote system. It
replaces rlogin and rsh, and provides secure encrypted communications between two untrusted
hosts over an insecure network. X11 connections and arbitrary TCP/IP ports can be forwarded over
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the secure channel. SSH connects and logs into the specified hostname. The user must prove hisher
identity to the remote system using one of several methods.

Rhosts Authentication

If the system the user logsin fromislisted in MULTINET:HOSTS.EQUIV or
MULTINET:SHOST.EQUIYV file on the remote system and the usernames are the same on both
sides, the user is permitted to log in.

Rhosts-RSA Authentication

If RHOSTS or SHOSTS existsin the user's LOGIN directory on the remote system and contains a
line containing the name of the client system and the name of the user on that system, the user is
permitted tolog in.

This form of authentication alone is not allowed by the server because it is not secure. The second
(and primary) authentication method is the RHOSTS or HOSTS.EQUIV method combined with
RSA-based host authentication. It means that if the login would be permitted by .RHOSTS,
.SHOSTS, MULTINET:HOSTS.EQUIV, or MULTINET:SHOSTS.EQUIV file, and if the client’s
host key can be verified (see SYS$LOGIN:[.SSHIKNOWN_HOSTS and
MULTINET:SSH_KNOWN_HOSTS in the FILES section), only then is login permitted. This
authentication method closes security holes due to IP spoofing, DNS spoofing, and routing
spoofing.

Note! In this chapter, the [.SSH] subdirectory in the user’s login directory is displayed as

SYS$LOGIN:[.SSH].

Note! To the administrator: MULTINET:HOSTS.EQUIV, .RHOSTS, and the rlogin/rshell protocol are

inherently insecure and should be disabled if security is desired.

RSA Challenge-Response Authentication
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SSH supports RSA-based authentication. The scheme is based on public-key cryptography. There
are cryptosystems where encryption and decryption are done using separate keys, and it is not
possible to derive the decryption key from the encryption key.

RSA isone such system. The ideais that each user creates a public/private key pair for
authentication purposes. The server knows the public key
(SYS$LOGIN:[.SSH]IAUTHORIZED_KEY Sliststhe public keys permitted for logging), and only
the user knows the private key.

When the user logsin:

1 The SSH client program tells the server the key pair it would like to use for authentication.
2 The server checksif thiskey pair is permitted.

If it is permitted, the server sends the SSH client program running on behalf of the user a
challenge (arandom number) encrypted by the user’s public key. The challenge can only be
decrypted using the proper private key.

3 Theuser’'sclient then decrypts the challenge using the private key, proving that he/she knows the
private key but without disclosing it to the server.
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4 SSH implements the RSA authentication protocol automatically.

The Key ldentity files are created with SSHKEY GEN. To create the RSA key pair files with
MultiNet:
1 Run SSHKEY GEN to create the RSA key pair: IDENTITY and IDENTITY.PUB.

Both of these files are stored in the user’s SYS$SLOGIN:[.S$id{fory). IDENTITY.; is the
private key; IDENTITY.PUB is the public key.

Once you have created your identity files:

1 Transfer the IDENTITY.PUB file to the remote machine.

2 Update the AUTHORIZED_KEYS file on the remote machine by appending the contents of
public key file to the SYS$LOGIN:[.SSHJAUTHORIZED_KEYS file on the remote host. The
format of the AUTHORIZED_KEYS file requires that each entry consists of a single long lin

After this, the user can log in without giving the password. RSA authentication is much more
secure than rhosts authentication. The most convenient way to use RSA authentication may be
an authentication agent. S&HAgent (authentication agent) for more information.

$ ! An exanple of the procedure of setting up MultiNet SSH to enable
$ ! RSA-based authenticati on.

$ ! Using MultiNet SSH client node to connect to a MiltiNet SSH server
node.

$ !

$ ! On the client node

$ !

$ MULTI NET SSHKEYGEN / SSH1

Initializing random nunber generator...

Generati Ng Po .o ++ (di stance 662)
Generating q: ......... ... ++ (di stance 370)

Conputing the keys...

Testing the keys...

Key generation conpl ete.

Enter file in which to save the key (DI SK$SYS LOG N: [ ROSE. ssh]i dent
ity.):

Ent er passphrase:

Enter the sane passphrase again:

Your identification has been saved in

DI SK$SYS_LOG N: [ RCSE. ssh]identity..

Your public key is:

1024 33 13428.......... 29361 ROSE@ ong. hai r.com

Your public key has been saved in DI SK$SYS LOG N: [ ROSE. ssh]identity. pub
$ !

$ !

$ MULTI NET FTP DAI SY / USER=ROSE/ PASSWORD=DEMONSCFSTUPI DI TY -

_$ PUT DI SK$SYS_LOG N: [ ROSE. ssh]identity. PUB -

_$ DI SK$SYS_LOA N: [ RCSE. ssh]identity. PUB

| ong. hair.com Mul ti Net FTP user process V4.4(119)

Connecti on opened (Assuming 8-bit connections)

<dai sy. hair.com Mul ti Net FTP Server Process V4.4(16) at Thu 6-Jul - 2002
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3: 20PM EDT

[Attenpting to log in as rose]

<User ROSE | ogged i nto DI SK$SYS_LOG N: [ ROSE] at Thu 6- Jul - 2002 3: 21PM EDT,
j ob 20e00297.

<VMS Store of Dl SK$SYS_LOG N: [ ROSE. SSH) | DENTI TY. PUB; started.

<Transfer conpleted. 395 (8) bytes transferred.

<QUIT command recei ved. CGoodbye.

$

$ TELNET DAl SY

Trying... Connected to DAl SY. HAI R. COM

Aut horized Users Only (TM VAX Operating System Version V7.1

User nane: ROSE
Passwor d:
Wel cone to OpenVMs (TM VAX Qperating System Version V7.1 on node
DAl SY
Last interactive login on Thursday, 6-JUL-2002 08: 07
Last non-interactive |login on Thursday, 6-JUL-2002 15:20
Logged into DAISY at 6-JUL-2002 15:22:43.68

!

I For the first entry into the AUTHORI ZED KEYS file copy

I (or renane) the file [.SSH] I DENTITY. PUB to [.SSH AUTHORI ZED KEYS.
|

COPY [.SSH] I DENTI TY. PUB [. SSH) AUTHORI ZED_KEYS.

I FOR SUBSEQUENT ENTRI ES use t he APPEND conmand
|

APPEND [. SSH] | DENTI TY. PUB [ . SSH] AUTHORI ZED_KEYS.

I A sanity check of the file protections shows
|

DI RECTORY/ PROTECTI ON [. SSH] *. *

R e R R A A R A

Directory DI SK$SYS LOG N: [ ROSE. SSH|

AUTHORI ZED_KEYS. ; 1 ( RVE, RVED, RE, E)

| DENTI TY. ; 1 (RWD, RWD, , )
| DENTI TY. PUB; 1 ( RVE, RVED, RE, E)
KNOWN_HOSTS. ; 1 (RWD, RWD, , )
RANDOM SEED. ; 1 (RWD, RWD, , )

Total of 5 files.

$ !

$ DI RECTORY/ PROTECTI ON SSH. DI R
Directory DI SK$SYS LOG N: [ ROSE]

SSH DR 1 (RVD, RVD, , )
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Total of 1 file.

Password Authentication

The password is sent to the remote host for checking. The password cannot be seen on the network
because all communications are encrypted. When the server accepts the user’'s identity it either
executes the given command or logsinto the system and gives the user anormal shell on the remote
system. All communication with the remote command or shell will be encrypted automatically.

Expired Passwords

The SSH v1 protocol does not provide a method for changing an expired VM S password. Thus,
when an expired password is encountered by the MultiNet SSH server, it will do one of two things.

1 If thelogical name MULTINET_SSH _ALLOW_EXPIRED_PW is defined for allowing access
for passwords that have exceeded the UAF value for PWDLIFETIME, or if the logical name
MULTINET_SSH_ALLOW_PREEXPIRED_PW isdefined for allowing access for passwords
that have been pre-expired, the server will allow the user to log in. In the logical name table
LNM$SSH_LOGICALS, the logical name MULTINET_SSH_pid PWDEXP (where pid isthe
process ID for the user process) will be defined. The system manager can look for thislogical to
be defined, and if so, take action such as executing the DCL SET PASSWORD command.

2 If the appropriate logical is not set as described above, the user will be denied access to the
system. In that case, the user must log in interactively via another mechanism such astelnet and
change the password, or the system manager must reset the password.

Break-In and Intrusion Detection

Care must be exercised when configuring the client to minimize problems due to intrusion records
created by OpenVMS security auditing. The SSH user should consult the system manager to
determine the authentication methods offered by the SSH server. Examples of such authentication
methods include Rhosts, RhostsRSA, RSA, and Password. The client should be configured to not
attempt any authentication method that is not offered by the server.

Note! RSA ACE/Agent for OpenVMS is no longer supported by RSA Security. Therefore, Process
Software can no longer assist with RSA ACE/Agent for OpenVMS-related problems. Process
Software recommends using SSH instead.

If aclient attempts authentication methods not offered by the server, the OpenVMS security
auditing system may log several intrusion records for each attempt to create a session to that server.
The result being that the user could be locked out and prevented from accessing the server system
without intervention from the server’s system manager.

Session Termination

The user can disconnect with “~.”. All forwarded connections can be listed with “~#". All availab
escapes can be listed with “~?”. A single tilde character can be sent as “~~" (or by following th
tilde with a character other than those described above). The escape character must always fo
carriage return to be interpreted as special. The escape character “?” can be changed in
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configuration files or on the command line.

The session terminates when the command or shell on the remote system exits, or when the user
logs out of an interactive session, and all X11 and TCP/IP connections have been closed. The exit
status of the remote program is returned as the exit status of SSH.

X11 Forwarding

With X11 in use (that is, the DECW$DISPLAY logical name is set), the connection to the X11
display forwards to the remote side that any X 11 programs started from the interactive session (or
command) go through the encrypted channel. Also, the connection to the real X server is made
from the local system. The user should not set DECW$DISPLAY manually. Forwarding of X11
connections can be configured on the command line or in configuration files.

The DECW$DISPLAY value set by SSH points to the server system with a display number greater
than zero. Thisisnormal and happens because SSH creates a"proxy" X server on the server system
for forwarding the connections over the encrypted channel.

SSH sets up “fake” Xauthority data on the OpenVMS server, as OpenVMS does not support
Xauthority currently. It generates a random authorization cookie, stores it in Xauthority on the
server, and verifies that any forwarded connections carry this cookie and replace it by the real
cookie when the connection is opened. The real authentication cookie is never sent to the server
system (and no cookies are sent in the plain).

Configuring the SSH1 Client
SSH obtains configuration data from the following sources (in this order):

1 command line options

2 user's configuration file (SYS$LOGIN:[.SSH]CONFIG) (keyword case does not matter)

3 system-wide configuration file (MULTINET:SSH_CONFIG)

For each parameter, the first obtained value is used. The configuration files contain sections
bracketed by "Host" specifications. That section applies only for hosts that match one of the
patterns given in the specification. The matched host name is the one given on the command line.

Since the first obtained value for each parameter is used, more host-specific declarations should be
given near the beginning of the file, and general defaults at the end.

Note! The qualifiers listed in Table 7-1 are position dependent. You must place the qualifier(s)
immediately after the SSH command. So the correct syntax is SSH / qual i fi er node
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command.

Table7-1  SSH1 Command Optionsand Qualifiers

Qualifier

Description

/IALLOW_REMOTE_CONNECT

Allows remote hosts to connect local port forwarding
ports. The default isonly localhost. May connect to locally
binded ports.

/CIPHER=

3DES (112 bits)

ARCFOUR (128 bits)

Blowfish (128 bits)

DES

Twofish (256 hits)

none

Selects the cipher to use for encrypting the session.

is encrypt-decrypt-encrypt triple with three different keys.
It is more secure than DES. It is used as default if both
sites do not support IDEA.

is an algorithm published in the Usenet Newsin 1995.
This algorithm is believed to be equivalent with the RC4
cipher from RSA Data Security (RC4 is atrademark of
RSA Data Security). Thisisthe fastest algorithm
supported currently.

isa 128 bit keys encryption algorithm invented by Bruce
Schneier.

is the data encryption standard.
Replaces DES as the U.S. Government's data encrypt
standard. SSH2 uses this fast, strong 256-bit key

algorithm.

is disabled in the configuration file; however, a system
manager can enable it for his/her system.

on

/ICOMPRESSION

Requests compression of all data (including stdin, std
stderr, and data for forwarded X11 and TCP/IP
connections). The compression algorithm is the same
by gzip, and the "level" can be controlled by the
CompressionLevel option (see below). Compression ig
desireable on modem lines and other slow connection
but will slow down things only on fast networks. The
default value can be set on a host-by-host basis in the
configuration files.

out,

ISeC

Py
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7-8

Table7-1  SSH1 Command Optionsand Qualifiers (Continued)

Qualifier

Description

/IDEBUG

Causes SSH to display debugging messages about its
progress. This helps in debugging connection,
authentication, and configuration problems. Verbose
mode.

/IESCAPE_CHARACTER=ch

Sets the escape character for sessions with avirtual
terminal (default: ~). The escape character is recognized
only at the beginning of aline. The escape character
followed by

* adot (.)—close the session immediately
* a control-Z—suspend the session and spawn an

interactive session locally for the user. When the ug
logs out of this session, the SSH session is reenter

* apound sign (#)—list all forwarded connections
* aquestion mark (?)—print short help text
* jtself—transmit the escape character literally

Setting the character tmne disables any escapes and
makes the session transparent.

/IDENTITY_FILE=filename

Selects the file from which the identity (private key) for
RSA authentication is read. The default is
[.SSH]IDENTITY in the user's home directory. Identity
files may be specified only on a per-host basis in the
configuration file.

er
ed.

/LOCAL_FORWARD=
(port: host: hostport

port: host: hostport)

Causes the given port on the local (client) host to be
forwarded to the given host and port on the remote sid
The system to which SSH connects acts as the
intermediary between the two endpoint systems. Port
forwardings can be specified in the configuration file.
Only SYSTEM can forward privileged ports.

See the Port Forwarding section for more details.

/LOG_FILE[= ogfilename]

Logs all terminal activity to the specified log file. Defaul
to SSH.LOG if 1ogdfilename” is not specified.

INO_AGENT_FORWARDING

Disables forwarding of the authentication agent
connection. This may also be specified on a per-host b
in the configuration file.

asis
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Table7-1  SSH1 Command Optionsand Qualifiers (Continued)

Qualifier

Description

/OPTION=("option=value”)

Gives optionsin the format used in the configuration file.
Thisisuseful for specifying options for which thereis no
separate command-line flag. The option has the same
format asalinein the configuration file, and are processed
prior to any keywords in the configuration file.

For example, /OPTION=(CompressionLevel56

/PORT=n I dentifies the port to connect to on the remote host. This
can be specified on aper-host basis in the configuration
file. The server on the remote host must be listening on the
same port for a connection to be established.

IQUIET Quiet Mode. Causes al warning and diagnostic messages

to be suppressed. Only fatal errors display.

/IREMOTE_FORWARD=
(port:host:hostport

port:host:hostport)

Causes the given port on the system to which SSH
connects to be forwarded to the given host and port on the
local side. The system on which the client is running
becomes the intermediary between the other two systems.
Port forwardings can be specified in the configuration file.
Privileged ports can be forwarded only when logging in as
system on the remote system.

See the Port Forwarding section for more details.

/USE_NONPRIV_PORT

Uses a hon-privileged port. With this you cannot use
rhosts or rsarhosts authentication, but it can be used to
bypass some firewalls that do not allow privileged source
ports to pass.

JUSERNAME=user

Specifies the name to use to log in as on the remote
system. This may be specified on a per-host basisin the
configuration file.

If the user is using an authentication agent, the connection to the agent is forwarded automatically
to the remote side unless disabled on the command line or in a configuration file. Forwarding of
arbitrary TCP/IP connections over the secure channel can be specified either on the command line

or in aconfiguration file.

One application of TCP/IP forwarding is a secure connection to an electronic purse. Another is
going through firewalls. SSH maintains and checks a database containing RSA-based identifica-
tionsfor all hostsit has ever been used with. The databaseis stored in

SY S$LOGIN:[.SSHIKNOWN_HOSTS. Additionally, the file MULTINET:SSH_KNOWN_HOSTS
is checked for known hosts. Any new hosts are added to the user'sfile. If ahost'sidentification ever
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changes, SSH warns about this and disabl es password authentication to prevent a Trojan horse from
getting the user’s password. Another purpose of this mechanism isto prevent man-in-the-middle
attacks that could be used to circumvent the encryption. The SrictHostKeyChecking option (see
below) can be used to prevent logins to a system whose host key is not known or has changed.

Port Forwarding

Port forwarding is a mechanism whereby programs that use known TCP/IP ports can have
encrypted data forwarded over unsecure connections. Thisis also known as "tunneling”.

Note! Forwarded ports (tunnels) exist only as long as the SSH session that established them exists; if

the SSH session goes away, so do the forwardings.

/ LOCAL_FORWARD=( | ocal port:renotehost:renoteport)

Thiscauses| ocal port onthe system the client is running on to be forwarded to
r enot ehost : r enot eport . The system to which SSH connects acts as the intermediary
between the two endpoint systems.

For example: Use port forwarding to allow asystem (mi dsys) to encrypt and forward TELNET
sessions between itself (mysys) that’s outside a corporate firewall to a system (r enot esys) that
isinside a corporate firewall. Note that the use of port 2300 in the examplesis arbitrary.

=== funngd =====>
Mysys B - - - medsys - - i
S5H F SEHDY e
|l|'|'|
et T30 ipor 230

On the SSH command line from mysys:

$ ssh mdsys /1 ocal _forward=(2300: renpt esys: 23)
With the SSH session to m dsys now active, type in another window on nysys:

$ telnet |ocal host /port=2300

Note! The SSH session must remain active for port forwarding activity.
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This causes a connectionto nysys: 2300. The SSH client has bound to this port, and will seethe
connection request. SSH sends an "open channel" request to m dsys, telling it there's a connect
request for port 23 onr enot esys. M dsys will connect tor enpt esys: 23, and send back the
port information to nysys. Mysys completes the connection request, and the TELNET session
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between mysys andr enot esys isnow in place, using the tunnel just created through the
firewall between mysys and mi dsys.

All traffic between nmysys and ni dsys (through the firewall) is encrypted/decrypted by SSH on
mysys and SSHD onni dsys, and hence, is safe. TELNET does not know this, of course, and
does not care.

Note that ports can also be forwarded from alocalhost to the remotehost that's running SSHD, as
illustrated in this figure.

CESSES Rl =====>
gysi - - - - [TE - 252
155HD) F Rt 5|
W
i peot 4000 ipart 23

In this example, port 2300 on mysys isbeing forwarded tor enot esys: 23. To do this, use SSH
onnmysys:
$ ssh renotesys /1 ocal _forward=(2300: renot esys: 23)

Then, also onnysys, type:

$ telnet |ocal host /port=2300

When SSH and SSHD start their dialog, SSHD onr enpt esys connects back to itself, port 23,
and the TELNET session is established.

/ REMOTE_FORWARD=( r enot eport 1: r enot ehost : r enot eport 2)

This causesr enpt epor t 1 on the system to which SSH connects to be forwarded to
r enot ehost : r enot eport 2. In this case, the system on which the client is running becomes
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the intermediary between the other two systems.

c===== hjnr=| =====:
TEL =3 - e - My eYs | | Byed
1 E5H0) F [5EH)
[EH]
|port 4000) {part 23

For example, a user wantsto use mysys to create atunnel betweensys1: 4000 and sys2: 23,
sothat TELNET sessionsthat originateonsys1: 4000 get tunneled to sy s 2 through the firewall.
Onnysys:

$ ssh sysl /renote_forward=(4000: sys2: 23)

Now, onsys1, auser could establisha TELNET session to sys1 by doing:

$ telnet |ocal host /port=4000

The mechanism used for making the TELNET connection (setting up the tunnel) is essentially the
same as described in the /LOCAL_FORWARD example above, except that the roles of SSH and
SSHD in the dialog are reversed.

CONFIGURATION FILES

The configuration file has the following format: empty lines and lines starting with '# are
comments. Otherwise, alineis of the format "keyword arguments' or "keyword =arguments". The
possible keywords and their meanings are as follows:

Note! The configuration files are case-insensitive:

Table7-2  SSH1Keywords

Keyword Value Default | Description

Cipher Cipher Request encryption cipher

ClearAllForwardings Y/N N Ignore any specified forwardings

Compression YIN N Enable data compression

CompressionL evel 0-9 6 Compression algorithm

ConnectionAttempts Number of 4 Number of retries by client
attempts
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Table7-2  SSH1 Keywords (Continued)

Keyword Value Default | Description
EscapeChar Character o Set escape character
FallBackToRSH YIN N Use RSH if SSH connection fails
GatewayPorts Y/N N Gateway locally forwarded ports
Host Pattern Begin section for this host
Hostname Hostname Real name for this host
IdentityFile Filename Identity| Identity file
KeepAlive Y/N Y Send keepalives
LocalForward Port, Socket Local port forwarding
PasswordAuthentication Y/N Y Permit password authentication
PasswordPromptHost Y/N Y Username for password prompt
PasswordPromptLogin Y/N Y Username for password prompt
Port Port 22 Server port number
QuietMode Y/N Y Quiet mode
RhostsAuthentication Y/N Y Permit rhosts authentication
RhostsRSAAuthentication  Y/N Y Permit rhosts with RSA authentication
RSAAuthentication Y/N Y Permit RSA authentication
StrictHostKeyChecking Y/N/ask Y Behavior on host key mismatch
UsePriviledgedPort Y/N Y Permit priviledged port use
User Username Remote username
UseRsh Y/N N Use RSH instead of SSH

Other Files

The following files are used by SSH. Note that these files reside generally in the [.SSH] sub-

directory from the user’'s SYS$LOGIN directory. The [.SSH] subdirectory is created automatice
on your local system the first time SSH is executed, and on a remote OpenVMS system the fir
time an SSH connection is made to that system. File protection for SYS$SLOGIN:SSH.DIR sho
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be (SSRWD, O:RWD, G:, W:).

Table7-3 SSH1 Files

7-14

Resides
File Name On Description
[.SSHIAUTHORIZED_KEYS Server Liststhe RSA keys that can be used for
System | logging in asthis user. The format isthe
same asthe IDENTITY.PUB files; that is,
each line contains the number of bitsin
modulus, public exponent, modulus, and
comment fields, separated by spaces. This
fileis not case sensitive. The recommended
permissions are (S:RWD,0:RWD,G:,W:),
and it must be owned by the user.
[.SSH]CONFIG. Client Thisisthe per-user configuration file. This
System | fileisused by the SSH client. It does not
contain sensitive information. The
recommended file protection is
(S RWD,0O:RWD,G:,W:).
[.SSH]IDENTITY. Client Contains the RSA authentication identity of
System | theuser. Thisfileis generated by
SSHAGENT and contains sensitive data,
and MUST have afile protection of
(S:RWD,0:RWD,G:,W:), and it must be
owned by the user. It is possible to specify a
passphrase when generating the key. The
passphrase is used to encrypt the sensitive
part of thisfile using IDEA.
[.SSH]IDENTITY.PUB Client Contains the public key for authentication.
System | Thisisthe public part of the identity filein
and readable format. This file should be added
Server | to[.SSHJAUTHORIZED KEYSonall
System | systemswhere you want to log in using

RSA authentication. Thisfileis not case
sensitive and can, but need not be, readable
by anyone. Thisfileis never used
automatically and is not necessary; it is
provided for the convenience of the user
only.
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Table7-3 SSH1 Files (Continued)

Resides
File Name On Description
[.SSHIKNOWN_HOSTS Client Records host keys for all hosts the user has
System | logged into that are not in
MULTI NET: SSH_KNOWN_HOSTS.
[.SSHIRANDOM_SEED. Client Seeds the random number generator. This
System | file contains sensitive data and MUST have

aprotection of ho more than

(S RWD,0:RWD,G:,W:), and it must be
owned by the user. Thisfileis created the
first time SSH isrun and is updated
automatically. The user should never need
to read or modify thisfile.

Use the DCL command SET FILE/
VERSION_LIMIT=N RANDOM_SEED.
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Table7-3 SSH1 Files (Continued)

File Name

Resides
On

Description

.RHOSTS

Server
System

Is used in rhosts authentication to list the
host/user pairs that are permitted to log in.

Note! This file is also used by rlogin and
rshell, which makes using this file
insecure.

Each line of the file contains ahost name (in
the fully-qualified form returned by name
servers), and then a user name on that host,
separated by a space. Thisfile must be
owned by the user, and must not have write
permissions for anyone else. The
recommended permission is read/write for
the user, and not accessible by others.

Note! By default SSHD is installed so that it
requires successful RSA host
authentication before permitting rhosts
authentication. If your server system
does not have the client’s host key in
the file
MULTI NET: SSH_KNOAN_HGOSTS, you
can store it in
SYS$LOG N: SSH_KNOWN_HOSTS. The
easiest way to do this is to connect
back to the client from the server
system using SSH; this will add the host
key in [.SSHIKNOWN_HOSTS in
SYS$LOGIN: automatically.

.SHOSTS

Server
System

Is used the same way as .RHOSTS. The
purpose for having thisfileisto be ableto
use rhosts authentication with SSH without
permitting login with rlogin or rshell.

MULTINET:HOSTS.EQUIV

Server
System

Is used during .rhosts authentication. It
contains fully-qualified hosts names, one
per line. If the client host is found in this
file, login is permitted provided client and
server user names are the same.
Additionally, successful RSA host
authentication is required. This file should
only be writeable by SY STEM.
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Table7-3 SSH1 Files (Continued)

Resides
File Name On Description
MULTINET:SHOSTS.EQUIV Server Is processed exactly as
System | MULTI NET: HOSTS. EQUI V. Thisfilemay be
useful to permit logins using SSH but not
using rshell/rlogin.
MULTINET:SSH_CONFIG Client Thisis a system-wide configuration file.
System | Thisfile provides defaults for those values
that are not specified in the user’s
configuration file, and for those who do not
have a configuration file. This file must be
world-readable. Table 7-2 on page 12 lists$
the keywords used in this file.
MULTINET:SSH_KNOWN_HOSTS| Server | Is a system-wide list of known host keys.
System | This file should be prepared by the systen

administrator to contain the public host keys
of all systems in the organization. It should

be world-readable and contain public key
one per line, in the following format fields

>

4

separated by spaces: system name, number

of bits in modulus, public exponent,
modulus, and optional comment field.

When different names are used for the same

system, all such names should be listed,
separated by commas. The fully-qualified
system name (as returned by name serve
is used by SSHD to verify the client host

when logging in. Other names are needed

because SSHD does not convert the use
supplied name to a fully-qualified name

rs)

before checking the key, because someone

with access to the name servers would th
be able to fool host authentication.

SSHAgent (authentication agent)

MULTI NET SSHAGENT COMVAND
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DESCRIPTION

SSHAGENT isaprogram that holds authentication private keys. SSHAGENT may be started in the
beginning of alogin session by including the commandsto start it in, for example, LOGIN.COM. It
may also be started interactively at any time during alogin session.

To start SSHAGENT, one of the three methods may be used:

1. Start it in a separate window:

$ MULTI NET SSHAGENT

2. Spawn it as a subprocess:

$ SPAWN NOWAI T MULTI NET SSHAGENT
3. Run it in adetached process:

$ RUN DETACHED/ QUTPUT=AGENT. QUT/ | NPUT=NLAO: MJLTI NET: SSH AGENT

The agent is used for RSA authentication when logging to other systems using SSH. A connection
to the agent is available to all programs run by all instances of the user on a specific system. The
name of the mailbox used for communicating with the agent is stored in the SSH_AGENT _
usernaname_MBX logical name, and the PID of the agent processis stored in the SSH_AGENT _
username_PID logical name. Note that while the agent mailbox is accessible only by the user that
starts the agent, a user with sufficient VMS privileges could access the agent mailbox and steal or
modify keys currently loaded into the agent (although, the keys as stored on disk cannot be
modified simply by accessing the agent).

The agent does not have any private keysinitially. Keys are added using SSHADD. When executed
without arguments, SSHADD adds the [.SSH]IDENTITY file from SY S$LOGIN.. If theidentity
has a passphrase, SSHADD asks for the passphrase. It then sends the identity to the agent. Several
identities can be stored in the agent; the agent can use any of these identities automatically. SSHADD
/'1i st displaysthe identities currently held by the agent. The ideais that the agent is run in the
user's workstation. However, it can be run on a shared system as well.

Authentication data need not be stored on any other system. Authentication passphrases never go
over the network. The connection to the agent is forwarded over SSH remote logins. The user can
use the privileges given by the identities anywhere in the network in a secure way.

FILES
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[.SSH]IDENTITY | Containsthe RSA authentication identity of the user. This file should not
in SYS$LOGIN: be readable by anyone but the user. It is possible to specify a passphrase
when generating the key. That passphrase is used to encrypt the private
part of thisfile. Thisfileis not used by SSHAGENT, but is added to the
agent using SSHADD at login.




Accessing Remote Systems with the Secure Shell (SSH1) Utilities

Commands

kill Terminates a detached or spawned SSHAGENT process.

SSHADD

Adds identities for the authentication agent.

mul tinet sshadd [/LIST] [/DELETE] [/PURGE] [file...]

DESCRIPTION

SSHADD addsidentities to SSHAGENT, the authentication agent. When run without arguments,
SSHADD adds thefile [.SSH]IDENTITY file from SY SSLOGIN:. Alternative file names can be
given on the command line. If any file requires a passphrase, SSHADD asks for the passphrase
from the user.

The authentication agent must be running and must have been executed by the user for SSHADD to
work.

OPTIONS

/IDELETE | Instead of adding the identity, removes the identity from the agent.

/PURGE Deletes al identities from the agent.

/LIST Lists all identities currently represented by the agent.

RETURN STATUS

SSHADD returns one of the following exit statuses. These may be useful in scripts.
0—The requested operation was performed successfully.

1—No connection could be made to the authentication agent. Presumably there is 1
authentication agent active in the execution environment of SSHADD.

2—The user did not supply a required passphrase.
3—An identify file could not be found, was not readable, or was in bad format.

4—The agent does not have the requested identity.

5—An unspecified error has occurred; this is a catch-all for errors not listed above.
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FILES

[.SSH]IDENTITY in | Containsthe RSA authentication identity of the user. Thisfile should
SYS$LOGIN: not be readable by anyone but the user. It is possible to specify a
passphrase when generating the key. That passphraseis used to encrypt
the private part of thisfile. Thisisthe default file added by SSHADD
when no other files have been specified.

If SSHADD needs a passphrase, it reads the passphrase from the
current termina if it was run from atermina. If SSHADD does not
have aterminal associated with it but DECWS$DISPLAY isset, it opens
an X11 window to read the passphrase.

SSHKEYGEN

Generates authentication key pairing.

mul ti net sshkeygen /sshl [/BITS=n] [/IDENTITY_FILE=file]
[ / PASSPHRASE=passphrase] [/ COMVENT=conment |
mul ti net sshkeygen /sshl / CHANGE_PASSPHRASE [/ PASSPHRASE=0l d_passphr ase]
[ / NEW _PASSPHRASE=new_passphr ase]
mul ti net sshkeygen /sshl / CHANGE_COMVENT [/ PASSPHRASE=passphr ase]
[ / COMMVENT=comrent ]
mul ti net sshkeygen /sshl /CHANGE_Cl PHER [/ | DENTI TY_FI LE=fi | €]
[ / PASSPHRASE=passphr ase]
mul ti net sshkeygen /sshl [/ HOST][/BI TS=n] [/ COMVENT=coment ]

DESCRIPTION

SSHKEY GEN generates and manages authentication keys for SSH. Each user wanting to use SSH
with RSA authentication runs SSHKEY GEN once to create the authentication key in
SYS$LOGIN:[.SSH]IDENTITY. The system administrator uses this to generate host keys. This
program generates the key and asks for afile in which to store the private key. The public key is
stored in afile with the same name but ".pub” appended. The program asks for a passphrase. The
passphrase may be empty to indicate no passphrase (host keys must have empty passphrase), or it
may be a string of arbitrary length. Good passphrases are 10-30 characters long and are not simple
sentences or otherwise easily guessable. The passphrase can be changed later by using the
/ICHANGE_PASSPHRASE option.

There is no way to recover alost passphrase. If the passphrase islost or forgotten, you must
generate anew key and copy the corresponding public key to other systems as necessary.

Thereis also acomment field in the key file that is only for convenience to the user to help identify
the key. The comment can tell what the key isfor, or whatever isuseful. The comment isinitialized
to user@host when the key is created, but can be changed using the/CHANGE_CIPHER option.
Using the/CHANGE_CIPHER option, keys encrypted in any supported cipher can be updated to
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use the default cipher which is 3DES.

Note! When the /HOST qualifer is used, the /IDENTITY_FILE=file.nam qualifier is ignored.

OPTIONS

Table 7-4 SSHKEY GEN Optionsfor SSH1

Option

Description

/BITS=n

Specifies the number of bitsin the key to create.
Minimum is 512 bits. Generally 1024 bitsis considered
sufficient, and key sizes above that no longer improve
security but make things slower. The default is 1024 bits.

/CHANGE_CIPHER

Requests that the key's cipher is changed to the current
default cipher (currently 3DES).

/ICHANGE_COMMENT

Requests changing the comment in the private and public
key files. The program prompts for the file containing
the private keys, for the passphrase if the key has one,
and for the new comment.

/ICHANGE_PASSPHRASE

Requests changing the passphrase of a private key file
instead of creating a new private key. The program
promptsfor the file containing the private key, for the old
passphrase, and twice for the new passphrase.

/COMMENT=comment

Provides acomment in the private and public key files.

/HOST

Specifies that the host key is being generated. When this
option is specified, there is no prompt for passphrases,
and the key file defaults to

MULTI NET_RQOOT: [ MULTI NET] SSH_HOST_KEY.

/IDENTITY _FILE=file

Specifies the file name in which to load/store the key.

INEW_PASSPHRA SE=passphrase

Provides the new passphrase.

/PASSPHRA SE=passphrase

Provides the current passphrase. If you are generating a
key file for use as a host key file without using the
/HOST option, do not include a passphrase; the server
will not start if it encounters one.

IVERSION

Prints the sshkeygen version number.
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FILES
Thesefiles exist in SY S$LOGIN:
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[.SSH]IDENTITY.

Contains the RSA authentication identity of the user. Thisfile
should not be readable by anyone but the user. It is possible to
specify a passphrase when generating the key; that passphrase will
be used to encrypt the private part of thisfile using 3DES. Thisfile
is not accessed automatically by SSHKEY GEN, but it is offered as
the default file for the private key.

[.SSH]IDENTITY.PUB

Contains the public key for authentication. The contents of thisfile
should be added to [.SSH]JAUTHORIZED_KEY S on al systems
where you want to log in using RSA authentication. Thereis no
need to keep the contents of this file secret.

[.SSHIRANDOM_SEED

Seeds the random number generator. This file should not be
readabl e by anyone but the user. Thisfileis created the first timethe
program isrun, and is updated every time SSHKEY GEN is run.




Chapter 8

Accessing Remote Systems with the Secure
Shell (SSH2) Utilities

The following topics describe how to configure and maintain the MultiNet Secure Shell (SSH) v2
client.

* What Arethe Differences?

* Secure Shell Client (remote login program)

¢ Configuring the SSH2 Client

* SSH2 Client/Server Authentication Configuration Examples

* Port Forwarding

¢ SSHKEYGEN

e SCP2

* File Specifications

Thisisthe client side of the software that allows secure interactive connections to other computers
in the manner of rlogin/rshell/telnet.

What Are the Differences?

SSH1 and SSH2 are different, and incompatible protocols. The MultiNet SSH1 implementation is
based on the version 1.3.7 protocol, and the MultiNet SSH2 implementation is based on the version
2.4.0 protocol. While SSH2 is generally regarded to be more secure than SSH1, both protocols are
offered by MultiNet, and although they are incompatible, they may exist simultaneously on a
MultiNet system. The MultiNet server front-end identifies what protocol aclient desiresto use, and
will create an appropriate server for that client.

Secure Shell Client (remote login program)

SSH (Secure Shell) is a program for logging into and executing commands on a remote system. It
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replaces rlogin and rsh, and provides secure encrypted communications between two untrusted
hosts over an insecure network. X 11 connections and arbitrary TCP/IP ports can be forwarded over
the secure channel. SSH connects and logs into the specified hostname. The user must prove his/her
identity to the remote system using one of several methods.

Initial Server System Authentication

When an initial connection is made from the client system to the server system, a preliminary
authentication of the server is made by the client. To accomplish this, the server system sendsits
public key to the client system.

SSH2 maintains a directory containing the public keys for al hosts to which it has successfully
connected. For each user, thisis the [.SSH2.HOSTKEY §] directory off the individual

SYS$LOGIN directory. In addition, a system-wide directory of known public keys existsin
MULTINET_SSH2 HOSTKEY_DIR, and this may be populated by the system manager. Both
directories are searched as needed when establishing a connection between systems. Any new host
public keys are added to the user's HOSTKEY S directory. If a host's identification changes, SSH2
warns about this and disables password authentication to prevent atrojan horse from getting the
user's password. Another purpose of this mechanism is to prevent man-in-the-middle attacks that
could be used to circumvent the encryption. The SSH2 configuration option
SrictHostKeyChecking can be used to prevent logins to a system whose host key is not known or
has changed.

Host-based authentication

Host-based authentication relies on two things: the existence of the user’s system and usernamein
either MULTINET:HOSTS.EQUIV or in the individual user’'s SY S$LOGIN:.RHOSTS or

SY SHLOGIN:.SHOSTSfile; and the server system having prior knowledge of the client system'’s
public host key. When auser logsin:

1 The server checksthe MULTINET:HOSTS.EQUIV file, and the user's SY SSLOGIN:.RHOSTS
and SY S3LOGIN:.SHOST S files for amatch for both the system and username. Wildcards are
not permitted.

2 The server checksto seeif it knows of the client’s public host key in either the local
[.SSH2.KNOWNHOSTS] directory or in the system directory pointed to by the
MULTINET_SSH2 KNOWNHOSTS DIR logical. The key fileis named
"KEY_port_clientsystem.PUB". For example, if the client system is"foo.bar.com" and
connected to the server viaport 22, and its key uses DSS, the file that would contain
foo.bar.com’'s key would be'key 22 foo bar_com_dss.pub” This key file must be copied to the
server system prior to attempting hostbased authentication, and exists on the client system as
SSH2_DIR:HOSTKEY.PUB.

3 If thekey fileisfound by the server, the client sends its digitally-signed public host key to the
server. The server will check the signature for validity.

1. In this chapter, the [.SSH] subdirecory in the user’s login directory displays as SYS$LOGIN:[.SSH]
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Note! To the administrator: MULTINET:HOSTS.EQUIV,.RHOSTS, and the rlogin/rshell protocol are
inherently insecure and should be disabled if security is desired.

Public-Key authentication

SSH supports DSA-based authentication. The scheme is based on public-key cryptography. There
are cryptosystems where encryption and decryption are done using separate keys, and it is not
possible to derive the decryption key from the encryption key.

DSA is one such system. Each user creates one or more tuples of private and public keys for
authentication purposes. The server and client systems contain files referencing these keys. On the
server, thisisthe AUTHORIZATION file, and on the client, thisisthe IDENTIFICATION file.

When the user logsin:
1 Theclient reads possible keysto be used for authentication from its IDENTIFICATION file.

Note that this file doesn’t contain the actual keys; rather, it contains the name of the key file:
2 The client sends to the server its list of keys.

3 The server compares each key its received to see if it can match this key with one of those
specified in the AUTHORIZATION file.

4 The server tells the client the key that was accepted. The client then “signs” the key with a

digital signature that only the server with the proper key could verify, and sends the signatur
the server.

5 The server verifies the signature.

Password authentication

The password is sent to the remote host for checking. The password cannot be seen on the ne
because all communications are encrypted. When the server accepts the user's identity it eith
executes the given command or logs into the system and gives the user a normal shell on the ri
system. All communication with the remote command or shell will be encrypted automatically.

Expired Passwords

SSH2 supports password expiration and the changing of expired passwords. When a passwa
expires that may be changed by the user, the user will be prompted to re-enter the original
password, then to enter a new password twice.

The new password is validated against the password history maintained by VMS. It is also
validated against the VMS system dictionary of restricted passwords.

Note that the following restriction exists:

¢ |f auserisrequired to use system-generated passwords, either because the GENPWD flag is set
in SY SUAF or because the user has exceeded the limits on the number of password history
entries, the user will not be allowed to log in via SSH. Thisis because the protocol does not
allow for thisVM S-specific feature. In these cases, the user must either log in viatelnet and reset
the password that way, or the user must contact the system manager to reset the password.
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Break-in and Intrusion Detection

Care must be exercised when configuring the client to minimize problems due to intrusion records
created by OpenVMS security auditing. The SSH user should consult the system manager to
determine the authenti cation methods offered by the SSH server. Examples of such authentication
methods include HostBased, PublicK ey, and Password. The client should be configured to not
attempt any authentication method that is not offered by the server.

If aclient attempts authentication methods not offered by the server, the OpenVM S security
auditing system may log several intrusion records for each attempt to create a session to that server.
The result being that the user could be locked out and prevented from accessing the server system
without intervention from the server’s system manager.

Session Termination

The user can disconnect with “~.”. All forwarded connections can be listed with “~#". All available
escapes can be listed with “~?”. A single tilde character can be sent as “~~" (or by following the
tilde with a character other than those described above). The escape character must always follow a
carriage return to be interpreted as special. The escape character “?” can be changed in
configuration files or on the command line.

The session terminates when the command or shell on the remote system exits, or when the user
logs out of an interactive session, and all X11 and TCP/IP connections have been closed. The exit
status of the remote program is returned as the exit status of SSH.

X11 Forwarding

With X11 in use (that is, the DECW$DISPLAY logical name is set), the connection to the X11
display forwards to the remote side that any X11 programs started from the interactive session (or
command) go through the encrypted channel. Also, the connection to the real X server is made
from the local system. The user should not set DECW$DISPLAY manually. Forwarding of X11
connections can be configured on the command line or in configuration files.

The DECWS$DISPLAY value set by SSH points to the server system with a display number greater
than zero. This is normal and happens because SSH creates a "proxy" X server on the server system
for forwarding the connections over the encrypted channel.

SSH sets up “fake” Xauthority data on the OpenVMS server, as OpenVMS does not support
Xauthority currently. It generates a random authorization cookie, stores it in Xauthority on the
server, and verifies that any forwarded connections carry this cookie and replace it by the real
cookie when the connection is opened. The real authentication cookie is never sent to the server
system (and no cookies are sent in the plain).

Configuring the SSH2 Client
The SSH2 client obtains configuration data from the following sources (in this order):

1 Command line options. See Table 8-1 for details.

8-4



Accessing Remote Systems with the Secure Shell (SSH2) Utilities

2 User's configuration file (in the local SY SSLOGIN directory, [.SSH2]SSH2_CONFIG) See

Table 8-2 for details.

3 System-side configuration file (SSH2_DIR:SSH2_CONFIG) See Table 8-3 for details.

For each parameter, the first obtained value is used. The configuration files contain sections
bracketed by "Host" specifications. That section applies only for hosts that match one of the
patterns given in the specification. The matched host name is the one given on the command line.
Since the first obtained value for each parameter is used, more host-specific declarations should be
given near the beginning of the file, and general defaults at the end.

Note! The qualifiers listed in Table 8-1 are position dependent. You must place the qualifier(s)
immediately after the SSH command. So the correct syntax is SSH2 / qual i fi er node

comand.

Table81  SSH2 Command Optionsand Qualifiers

Qualifier

Description

/ALLOW_REMOTE_CONNECT

Allows remote hosts to connect local port forwarding
ports. The default isonly localhost. May connect to locally
binded ports.
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Table8-1  SSH2 Command Optionsand Qualifiers (Continued)

Qualifier

Description

/CIPHER=

3DES (112 bits)

ARCFOUR (128 bits)

blowfish (128 bits)

CAST (128 bits)

DES

Twofish (256 bits)

none

Selects the cipher to use for encrypting the session.

is encrypt-decrypt-encrypt triple with three different keys.
It is more secure than DES. It is used as defaullt.

is an algorithm published in the Usenet Newsin 1995.
This algorithm is believed to be equivalent with the RC4
cipher from RSA Data Security (RC4 is atrademark of
RSA Data Security). Thisisthe fastest algorithm
supported currently.

isa 128 bit keys encryption algorithm invented by Bruce
Schneier.

isa128-bit key length. CAST-128 and CAST-256 are
patented algorithms available worldwide royalty-free for
all uses.

is the data encryption standard.
Replaces DES as the U.S. Government’s data encrypt
standard. SSH2 uses this fast, strong 256-bit key

algorithm.

is disabled in the configuration file; however, a system
manager can enable it for his/her system.

/COMPRESSION

Requests compression of all data (including stdin, std
stderr, and data for forwarded X11 and TCP/IP

out,

connections). Compression is desireable on modem lines

and other slow connections, but will slow down things
only on fast networks. The default value can be set on
host-by-host basis in the configuration files.

a

/DEBUGH evel

Causes the SSH2 client to display debugging messagg
about its progress. This helps in debugging connection
authentication, and configuration problems. 0=no debu
successively higher levels indicate more verbose
debugging.

2S
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Table8-1  SSH2 Command Optionsand Qualifiers (Continued)

Qualifier

Description

/IESCAPE_CHARACTER=ch

Sets the escape character for sessions with avirtual
terminal (default: ~). The escape character is recognized
only at the beginning of aline. The escape character
followed by

* adot (.)—closes the session immediately

* a control-Z—suspends the session and spawn an
interactive session locally for the user. When the us
logs out of this session, the SSH session is reenter

* apound sign (#)—list all forwarded connections.

* adash (-)—cancels all further use of the escape
character

* aquestion mark (?)—print short help text

* jtself—transmit the escape character literally

* uppercase V—print the client version

* |owercase s—print connection statistics for the sessi
* |owercase r—initiates session rekeying immediately

Setting the character tmne disables any escapes and
makes the session transparent.

/HELP

Prints a short help message.

/IDENTITY_FILE=filename

Selects the file containing identities which are used dur
public-key authentication. The default is
[.ssh2]identification, in the user’'s SYS$LOGIN: director

/LOCAL_FORWARD=
(port: host: hostport

port:host: hostport)

Causes the given port on the local (client) host to be
forwarded to the given host and port on the remote sid
The system to which SSH connects acts as the
intermediary between the two endpoint systems. Port
forwardings can be specified in the configuration file.
Only system can forward privileged ports.

See the Port Forwarding section for more details.

er
ed.

ing

/LOG_FILE[=logfilename]

Logs all terminal activity to the specified log file. Defaul
to SSH.LOG if 1odfilename” is not specified.

IS

/INO_AGENT_FORWARDING

Disables forwarding of the authentication agent
connection. This may also be specified on a per-host b
in the configuration file.

asis
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8-8

Table8-1  SSH2 Command Optionsand Qualifiers (Continued)

Qualifier

Description

/OPTION=("option=value”)

Gives optionsin the format used in the configuration file.
Thisisuseful for specifying options for which thereis no
separate command-line flag. The option has the same
format asalinein the configuration file, and are processed
prior to any keywords in the configuration file.

For example: /OPTION=(CompressionL evel=6)

/PORT=n I dentifies the port to connect to on the remote host. This
can be specified on aper-host basis in the configuration
file. The server on the remote host must be listening on the
same port for a connection to be established.

IQUIET Quiet Mode. Causes al warning and diagnostic messages

to be suppressed. Only fatal errors display.

/REMOTE_FORWARD=
(port:host:hostport

port:host:hostport)

Causes the given port on the system to which SSH
connects to be forwarded to the given host and port on the
local side. The system on which the client is running
becomes the intermediary between the other two systems.
Port forwardings can be specified in the configuration file.
Privileged ports can be forwarded only when logging in as
system on the remote system.

See the Port Forwarding section for more details.

JUSERNAME=user

Specifies the name to use to log in as on the remote
system. This may be specified on a per-host basisin the
configuration file.

/VERSION

Prints the version number of the SSH2 client only and
exits.

Table8-2  SSH2 Client Configuration Keywords

Keyword Value Default Description

AllowAgentForwarding Y/N Y Enables Agent forwarding

AllowedAuthentication List Permitted techniques

AuthenticationNotify Y/N Y Print message on successful
authentication

Ciphers Cipher list Supported encryption ciphers
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Table8-2  SSH2 Client Configuration Keywords (Continued)
Keyword Value Default Description
Compression Y/N N Enable data compression
DefaultDomain Domain Specifiy domain name
EscapeChar Character | “~" Set escape character (=ctrl key
ForwardAgent Y/N Y Enable agent forwarding
ForwardX11 Y/N Y Enable X11 forwarding
GatewayPorts Y/N N Gateway locally forwarded port
Host Pattern Begin section for this host
KeepAlive Y/N Y Send keepalives
LocalForward Port, Local port forwarding
Socket
Macs Algorithm Select MAC (Message
Authentication Code) algorithm
NoDelay Y/N N Enable Nagle
NumberOfPasswordPrompts  #prompt 3 Number of times the user is
prompted for a password before
the connection is dropped
PasswordAuthentication Y/N Y Permit password authenticatio
PasswordPrompt String “%U’s Password prompt
password:”
PGPSecretKeyFile Filename Secring.pgp  Location of PGP private key
for authentication
Port Port 22 Server port number
QuietMode Y/N Y Quiet mode
RandomSeedFile Filename Random | Random seed file
seed.
RhostsAuthentication Y/N Y Permit rhosts authentication
RhostsRSAAuthentication YIN Y Permit rhosts with RSA

authentication

8-9
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Table8-2  SSH2 Client Configuration Keywords (Continued)

Keyword Value Default Description

RhostsPubK eyAuthentication | Y/N Y Permit rhosts with public key
authentication

RSAAuthentication Y/N Permit RSA authentication

StrictHostK eyChecking Y /N/ask Y Behavior on host key mismatch

User Username Remote username

VerboseM ode Y/N N Print verbose messages; equal to

/IDEBUG=2

SSH2 Client/Server Authentication Configuration

Examples

Host-Based Authentication Example

The following is an example of how to set up the SSH2 client and SSH2 server for Host-Based

Authentication:

$!

$! First, generate the host key -

$!

$ nmultinet sshkeygen /ssh2 /host
CGenerating 1024-bit dsa key pair

4 000. 000. 000

Key gener at ed.

ONLY i f

it doesn't exist!

1024-bit dsa, nynane@wyclient.foo.com Tue COct 02 2001 13:43:54
Private key saved to nultinet_ssh2_hostkey_dir: hostkey.
Public key saved to multinet_ssh2_hostkey_dir: hostkey. pub

$ directory multinet_ssh2_hostkey_dir: hostkey. *

Di rectory MJLTI NET_SPECI FI C_ROOT: [ MULTI NET. SSH2. HOSTKEYS]

HOSTKEY. ; 1 HOSTKEY. PUB; 1

Total of 2 files
$!

$! Copy the client systempublic key to the user directory on the server
$!

$ copy nul tinet_ssh2_hostkey_dir: hostkey. pub -

_$ nyserv"nynanme nyuser"::[.ssh2. hostkeys] key_22 nyclient_foo_com pub
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$!

$! Finally, log into the server systemand ensure the
$!' MULTI NET: HOSTS. EQUI V file is correct

$!

$ SET HOST MYSERV

Wel come to OpenVMS (TM VAX Operating System Version V7.3
User nane: nynane
Passwor d:

Wel come to OpenVMS VAX V7.3

Last interactive |login on Monday, 1-OCT-2001 17:07
Last non-interactive |ogin on Mnday, 24-SEP-2001 08: 30

MYSERV_$ type nul tinet: hosts. equiv

#
# HOSTS. EQUI V - nanmes of hosts to have default "r" utility access to the | ocal
# system
#
# This file should list the full domain-style nanes.
#
# This list augnents the users’ SYS$LOA N:.. RHOSTS file for authentication.
# Both the . RHOSTS and the HOSTS.EQUIV files are cached by Multi Net -
# see the section entitled "RLOG N and RSHELL Aut hentication Cache"
# in the _Administrator’s Quide_ for nore information on controlling
# the cache.
#
# This file is ignored for the users SYSTEM and ROOT. SYSTEM and ROOT
# nust have a SYS$LOG N: . RHOSTS file if you want to use RSHELL or RLOG N
# with them
#
| ocal host
nmycl i ent.foo.com nmyname
MYSERV_$
MYSERV_$ | ogout
MYNANME | ogged out at 2-OCT-2001 13:46:58.91

UREM S- END, control returned to node MYCLI ENT: :

Public-Key Authentication Example

The following is an example of how to set up the SSH2 client and SSH2 server for Public-Key
Authentication:

$!

$! First, generate a key tuple

$!

$ multinet sshkeygen /ssh2

Generating 1024-bit dsa key pair
1 00o. 000. 000.
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Key gener at ed.

1024-bit dsa, nynane@myclient.foo.com Tue Oct 02 2001 14:06:10
Passphrase :

Agai n :

Private key saved to DI SKSUSERDI SK: [ MYNAME. SSH2] i d_dsa_1024_d.
Public key saved to DI SK$USERDI SK: [ MYNAME. SSH2] i d_dsa_1024_d. pub
$ directory [.ssh2]id*.*/since

Directory DKAO: [ MYNAME. SSH2]
I D DSA 1024 D.;1 I D DSA 1024 D. PUB; 1

Total of 2 files.
$!
$! Now create the | DENTIFICATION. file. This contains the nane of
$! all the keys you wish to use for public-key authentication.
$!
$ set default [.ssh2]
$ copy tt: identification.
i dkey id_dsa_1024_d
nZ
$!
$! Copy the key to the user’s [.ssh2] directory on the server system
$!
$ copy id_dsa_1024_d. pub nyserv"nynane nypass"::[.ssh2]
$!
$! Now log into the server systemand create the AUTHORI ZATION file
$!
$ set host nyserv

Wel come to OpenVMS (TM VAX Operating System Version V7.3
User nane: nynane
Passwor d:

Wel come to OpenVMS VAX V7.3

Last interactive login on Tuesday, 2-OCT-2001 13:46
Last non-interactive |ogin on Tuesday, 2-COCT-2001 13:47

$ set default [.ssh2]
$ directory [.ssh2]id*.*

Di rect ory DKAO: [ MYNAME. SSH2]
| D_DSA 1024_D. PUB; 1
Total of 1 file.

$ copy tt: authorization.
key id_dsa_1024_d. pub
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nNZ
$ log

MYNAME | ogged out at 2-OCT-2001 14:10:26. 16
UREM S- END, control returned to node MYCLI ENT::

Copying SSH2 Key Files

When copying public key files from systems to the system running the MultiNet SSH server, it is
important for the key file to be created in STREAM-LF format or fixed-length 512-byte format on
the VMS system. Use DIR/FULL to determine the format of the key file. The following copy
operations should preserve the file format correctly from the specified source systems:

OpenVMS - MultiNet FTPin VMS mode
- DCL COPY
- FTPin BINARY mode
- SCP2

Other - SCP2
- FTPin BINARY mode

If the key fileisin VARIABLE format, the server is unable to read the key file successfully, with
the result that public-key authentication fails. To convert a VARIABLE format key file to
STREAM-LF format, the following FDL file may be used with the RMS CONVERT facility:

FIX_SSH2 KEYS.FDL:

TITLE "Filefor fixing SSH2 public keys"
IDENT "OpenVMS FDL Editor"
SYSTEM
SOURCE "OpenVMS"
FILE
ALLOCATION 64
BEST_TRY_CONTIGUOUS yes
EXTENSION 6
ORGANIZATION sequential
RECORD
BLOCK_SPAN yes
CARRIAGE_CONTROL none
FORMAT stream_LF
SIZE 0

Port Forwarding

Port forwarding is a mechanism whereby programs that use known TCP/IP ports can have
encrypted data forwarded over unsecure connections. Thisis also known as "tunneling"”.

If the user is using an authentication agent, the connection to the agent is forwarded automatically
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Not

to the remote side unless disabled on the command line or in a configuration file. Forwarding of
arbitrary TCP/IP connections over the secure channel can be specified either on the command line
or inaconfiguration file.

e! Forwarded ports (tunnels) exist only as long as the SSH session that established them exists; if
the SSH session goes away, so do the forwardings.

/ LOCAL_FORWARD=( | ocal port:renotehost:renoteport)

Thiscauses| ocal port onthe system the client is running on to be forwarded to
r enot ehost : r enot epor t . The system to which SSH2 connects acts as the intermediary
between the two endpoint systems.

For example: Use port forwarding to allow a system (m dsys) to encrypt and forward TELNET
sessions between itself (mysys) that’s outside a corporate firewall to a system (r enot esys) that
isinside a corporate firewall. Note that the use of port 2300 in the examplesis arbitrary.

My S§s el o = = midsys - Y
(55H F {SEHDH gy it
W
|port ZX0 ipoit 239

From the DCL prompt on nysys:

$ SSH2 nmi dsys /| ocal _f orward=(2300: r enot esys: 23)

With the SSH session to mi dsys now active, type in another window on nysys:

$ telnet |ocal host /port=2300

Note! The SSH session must remain active for port forwarding activity.
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This causesaconnectionto mysys: 2300. The SSH2 client has bound to this port, and will seethe
connection request. SSH sends an "open channel" request to m dsys, telling it there's a connect
request for port 23 onr enot esys. M dsys will connecttor enpt esys: 23, and send back the
port information to nysys. Mysys completes the connection request, and the TELNET session
between mysys andr enot esys isnow in place, using the tunnel just created through the
firewall between mysys and m dsys.

All traffic between nmysys and ni dsys (through the firewall) is encrypted/decrypted by SSH on
mysys and SSHD onni dsys, and hence, is safe. TELNET does not know this, of course, and
does not care.

Note that ports can also be forwarded from alocalhost to the remotehost that’s running SSHD, as
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illustrated in this figure.

p===== |nnel =====
gy ] - ] - myEys . gyl
[E5HDN F [55H)
il
ipart 4000 port 235

In this example, port 2300 on mysys isbeing forwarded tor enot esys: 23. To do this, use SSH
onnysys:

$ SSH2 renotesys /1 ocal _forward=(2300: renot esys: 23)

Then, also onnysys, type:

$ telnet |ocal host /port=2300

When SSH and SSHD start their dialog, SSHD onr enot esys connects back to itself, port 23,
and the TELNET session is established.

/ REMOTE_FORWARD=( r enot eport 1: r enot ehost : r enot eport 2)

This causesr enpt eport 1 on the system to which SSH connects to be forwarded to
r enot ehost : renot eport 2. In this case, the system on which the client is running becomes
the intermediary between the other two systems.

c===== el =====:
'L - - [ = mysys - AT
{aaHD F aaH|
W
peard 40005 [port 23

For example, a user wantsto use mysys to create atunnel betweensys1: 4000 and sys2: 23,
sothat TELNET sessionsthat originateon sys1: 4000 get tunneled to sy s 2 through the firewall.
Onnysys:

8-15



Accessing Remote Systems with the Secure Shell (SSH2) Utilities

Oth

$ SSH2 sysl /renote_forward=(4000: sys2: 23)
Now, onsys1, auser could establisha TELNET session to sys1 by doing:

$ telnet |ocal host /port=4000

The mechanism used for making the TELNET connection (setting up the tunnel) is essentially the
same as described in the /LOCAL_FORWARD example above, except that the roles of SSH and
SSHD in the dialog are reversed.

er Files

Thefilesin Table 8-3 are used by SSH2. Note that these files reside generaly in the [.SSH2]
subdirectory from the user’s SYS$LOGIN directory. The [.SSH2] subdirectory is created
automatically on your local system the first time SSH2 is executed, and on a remote OpenVMS
system the first time an SSH2 connection is made to that system. File protection for
SYS$LOGIN:SSH2.DIR should be (S:RWD, O:RWD, G:, W:).

Table83 SSH2Files

Resides
File Name On Description
[.SSH2]SSH2_CONFIG. Client | This is the per-user configuration filg.

System | This file is used by the SSH2 client.
does not contain sensitive
information. The recommended file
protection is
(S:RWD,0O:RWD,G:,W:).

—

[.SSH2]IDENTIFICATION Client Contains the information about
System | private keys that can be used for
public-key authentication, when

logging in.
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Table8-3 SSH2 Files (Continued)

Resides
File Name On Description
[.SSH2]ID_alg_bits seq Client Contains a private key for
System | authentication.
¢ algiseither RSA or DSA
* hitsisthelength of the key
* segisanincrementing alphabetic
value
Thus, akey named | D_DSA 1024 _A.
indicatesthisis aprivate DSA key
1024 bits long, and it isthe first time
the key was generated using
SSHKEY GEN. A user may have
multiple private key filesin a
directory.
[.SSH2]ID_alg_bits seq.PUB Client Contains a public key for
System | authentication.
and —
Server ¢ algiseither RSA or DSA
System | * bitsisthelength of the key

* segisanincrementing alphabetic
value

Thus, akey named

ID_DSA_1024 B.PUB indicatesthis
isapublic DSA key 1024 bits long,
and it is the second time the key was
generated using SSHKEY GEN. A
user may have multiple public key
filesin adirectory.
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Table8-3 SSH2 Files (Continued)

Resides
File Name On Description
[.SSH2.HOSTKEY S]xxx.PUB Client Containspublic host keysfor al hosts

System | the user haslogged into. Thefiles
specifications have the format
KEY_port _host nanme. PUB

¢ portisthe port over which the
connection was made

* hostname is the hostname of the
key’s host.

For example, if tulip.flowers.com
was accessed via port 22, the keyfile
would be

"KEY_22 TULIP_FLOWERS CO
M.PUB". If thisfile changes on the
host (for example, the system
manager regenerates the host key),
SSH2 will note thisand ask if you
want the new key saved. This helps
prevent man-in-the-middle attacks.

[.SSH2]RANDOM _SEED. Client Seeds the random number generator.
System | Thisfile contains sensitive data and
MUST have a protection of no more
than (S:RWD,0:RWD,G:,W:), and it
must be owned by the user. Thisfile
iscreated thefirst timethe programis
run and is updated automatically. The
user should never need to read or
modify thisfile. On OpenVMS
systems, multiple versions of thisfile
will be created; however, al older
versions of the file may be safely
purged.

Use the DCL command:

SET FILE/VERSION_LIMIT=n
RANDOM_SEED to set alimit on
the maximum number of versions of
thisfile that may exist at any given
time.
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Table8-3 SSH2 Files(Continued)

File Name

Resides
On

Description

.RHOSTS

Server
System

Isused in hostbased authentication to
list the host/user pairsthat are
permitted to log in.

Note! This file is also used by
rlogin and rshell, which
makes using this file
insecure.

Each line of the file contains a host
name (in the fully-qualified form
returned by name servers), and then a
user name on that host, separated by a
space. Thisfile must be owned by the
user, and must not have write
permissions for anyone else. The
recommended permission is read/
write for the user, and not accessible
by others.

.SHOSTS

Server
System

Is used the same way as .RHOSTS.
The purpose for having thisfileisto
be able to use rhosts authentication
with SSH without permitting login
with rlogin or rshell.

MULTINET:HOSTS.EQUIV

Server
System

Is used during .rhosts authentication.
It contains fully-qualified hosts
names, one per line. If the client host
isfoundinthisfile, loginispermitted
provided client and server user names
arethe same. Additionally, successful
RSA host authentication is required.
Thisfile should only be writeable by
SYSTEM.

MULTINET:SHOSTS.EQUIV

Server
System

Is processed exactly as

MULTI NET: HOSTS. EQUI V. Thisfile
may be useful to permit logins using
SSH but not using rshell/rlogin.
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Table8-3 SSH2 Files (Continued)

Resides
File Name On Description
SSH2 DIR:SSH2 CONFIG Client Thisis asystem-wide configuration
System | file. Thisfile provides defaults for
those values that are not specified in
the user’s configuration file, and for
those who do not have a
configuration file. This file must be
world-readable.
MULTINET_SSH2_KNOWNHOSTS_DIR| Server | Contains public host keys for all hos
System | the system has logged into. The filg

specifications have the format
KEY_port _host nanme. PUB

¢ portisthe port over which the
connection was made

* hostname is the hostname of the
key’s host.

For example, if tulip.flowers.com
was accessed via port 22, the keyfile
would be

"KEY_22 TULIP_FLOWERS CO
M.PUB". If thisfile changes on the
host (for example, the system
manager regenerates the host key),
SSH will note thisand ask if you
want the new key saved. This helps
prevent man-in-the-middle attacks.

S

SSHKEYGEN
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Generates authentication key pairing.

mul ti net sshkeygen /ssh2[/bits=n][/comrent =coment] [/keytype=type]
[/ keys=(keyl. .. keyn)]
[/ passphrase=ppp| / nopassphrase] [/stir=file][/quiet]

mul ti net

sshkeygen /ssh2/ host

[/bits=n][/coment=comment][/stir=file][lquiet]

mul ti net
mul ti net
mul ti net
mul ti net

sshkeygen /ssh2/derive_key=file
sshkeygen /ssh2/edit=file
sshkeygen /ssh2/fingerprint=file
sshkeygen /ssh2/info=file [/base=n]
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mul ti net sshkeygen /ssh2/ help
mul ti net sshkeygen /ssh2/version

DESCRIPTION

SSHKEY GEN /SSH2 generates and manages authentication keys for SSH2. Each user wanting to
use SSH2 or SCP with host based authentication or public key authentication must run

SSHKEY GEN /SSH2 once to create an authentication key in the [ .SSH2] directory from

SY S$LOGIN:. The system administrator uses this to generate host keys. This program generates
the key and asks for afilein which to store the private key. The public key is stored in afile with
the same name but ".pub” appended. The program asks for a passphrase. The passphrase may be
empty to indicate no passphrase (host keys must have empty passphrase), or it may be a string of
arbitrary length. Good passphrases are 10-30 characters long and are not simple sentences or
otherwise easily guessable. The passphrase can be changed later by using the /EDIT option.

There is no way to recover alost passphrase. If the passphrase islost or forgotten, you need to
generate a new key and copy the corresponding public key to other systems.

Thereis aso acomment field in the public key file that is for the convenience to the user to help
identify the key. The comment can tell what the key isfor, or whatever is useful. The comment is
initializedto nnn- bit dsa, username@ost name, ddd nm dd-yyyy hh: nm ss whenthe
key is created unless the /COMMENT qualifier is used, and may be changed later using the /EDIT
qualifier.

Note! When the /HOST qualifer is used, the /KEYS=(key1,...keyn) qualifier is ignored.
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OPTIONS

Table8-4 SSHKEYGEN /SSH2 Options

34

Option Description

/BASE= Specifies the number of bits in the key to create. Minimum i
512 bits. Generally 1024 bits is considered sufficient, and ke
sizes above that no longer improve security but make things
slower. The default is 1024 bits.

/BITS=n Specifies the key strength in bits. The default is 1024 bits.

/COMMENT=comment

Provides a comment in the key file.

/IDERIVE_KEY=file

Derives the private key given in “file” to a public key.

IEDIT=file

Edits the comment/passphrase of the key.

IFINGERPRINTHile

Dumps the fingerprint of the file.

[INFO=file Loads and displays information for “file”.
/HELP Prints a help message.
[HOST Specifies that the host key is being generated. When this o

is specified, there is no prompt for passphrases, and the ke
defaults tavULTI NET_SSH2_HOSTKEY_DI R: HOSTKEY.

htion
y file

IKEYS=(keyl,...keyn)

Generates the specified key file(s).

/KEYTYPE=(dsa | rsa)

Chooses the key type.

IPASSPHRASEpassphrase | Provides the current passphrase. If you are generating a key file
for use as a host key file without using the /[HOST option, do|not
include a passphrase; the server will not start if it encounters
one.

INOPASSPHRASE Assumes an empty passphrase.

IQUIET Suppresses the progress indicator.

ISTIR=ile Stirs the data from the file to a random pool.

/VERSION Prints the sshkeygen version number.

SCP2

SCP2 consists of two programs — the client program SCP2, which includes an embedded SFTP
server for local file access, and SFTP-SERVER2, which runs on the remote system to access the
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file. SCP2 communicates with SSH2 for authentication and data transport (which includes
encryption) to remote systems, SFTP-SERV ER2 communicates with SSHD2 for data transport.

The following diagram illustrates the relationship among the client and server portions of an SCP2
file transfer:

Server

Client System System

L . Fletwaik . = SSHDZ2

S5H2
i i
Y T
J-— SFTP-
= —k 52l SERVERZ
=
Terdilnal i i
' v
Ciak [k

SCPfiletransfers are different from FTP file transfers. With FTP afile can be transferred as ASCI|,
BINARY, RECORD, or in OpenVMS format (if MultiNet isin use). In SCP there is one specified
format—BINARY. Also, the defined syntax for a file specification is UNIX syntax. Due to these
restrictions, files that are transferred from dissimilar systems may or may not be useful. Proce:
Software has used methods available in the protocol to attempt to improve the chances that fil
will be useful upon transfer. The SSH File Transfer Protocol is an evolving specification, and sc
implementations may not support all options available in the protocol, or worse, not tolerate sc
optional parts of later versions of the protocol.

Process Software has used the defined extensions in the protocol to transfer information abou
VMS file header characteristics such that when a file is transferred between two VMS systems
running MultiNet v4.4 the file header information will also be transferred and the file will have tl
same format on the destination system as it had on the source system. Also, when a file is
transferred to a non-VMS system, a method has been provided to translate those files that car
translated into a format that will be usable on the remote system. Files that are transferred frol
non-VMS systems are stored as stream files on the VMS system, which provides compatibility
text files from those systems.

When the SSH DEBUG level is a value other than 0 (zero), a SFTP-SERVER.LOG file is creat
in the user’s login directory containing the debugging messages.
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Command Syntax and Qualifiers
Copyright (c) 1995-2000 SSH Comuni cations Security Corp (www. ssh. con

Copyright (c) 2001 Process Software, LLC (ww. process.com
Al'l rights reserved.

Usage
SCP2 [qualifiers] [[user@host[#port]::]file [[user@host[#port]::]file

Note! The source and destination file specification must be quoted if they contain a user specification
or a non-VMS file specification.

Qualifiers

Table8-5  SCP Qualifiers

Qualifier Description

/BATCH Starts SSH2 in batch mode.

/CIPHER=(cipher-1,....cipher-n) Selects an encryption algorithm(s).

/COMPRESS Enables SSH data compression.

/DEBUG=Ievel Sets adebug level. (0-99)

/DIRECTORY Forces the target to be a directory.

/HELP Displaysthis help.

/IDENTITY _FILE=file Identifies the file for public key authentication.

/PORT=number Tells SCP2 which port SSHD2 listens to on the
remote machine.

/PRESERVE Preserves file attributes and timestamps.

/INOPROGRESS Does not show progress indicator.

IQUIET Does not display any warning messages.

/RECURSIVE Processes the entire directory tree.
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Table85  SCP Qualifiers(Continued)

Qualifier Description

/IREMOVE Removes the source files after copying.

ITRANSLATE VMS= Selects the VM S text files to be translated

(ALL, NONE, VARIABLE, FIXED, VFC) (default=ALL).

/VERBOSE Displays verbose debugging messages.
Equal to "/debug=2".

/VERSION Displays the version number only.

IVMS Negotiates the ability to transfer VM Sfile
information.

Note! IVMS and /ITRANSLATE_VMS are mutually exclusive

File Specifications

The source and destination strings are changed to lowercase unless they are enclosed in quotes, in
which case they are |eft the same. File specification must be in UNIX format for remote systems,
unless the remote system isrunning MultiNet v4.4 and /VMS or /TRANSLATE_VMS (sourcefiles
only). UNIX format file specifications need to be enclosed in quotes (") if they contain the

/ character to prevent the parsing routines from interpreting the string as a qualifier.

Qualifiers

/BATCH

Starts SSH2 in BATCH mode. When SSH2 is running in BATCH mode it does not prompt for a
password, so user authorization is accomplished by Public-Key authentication.

/CIPHER

Lets you select which SSH2 cipher to use. See the MultiNet for OpenVMS Administrator’s Guide
Chapter 30, for alist of available ciphers.

/COMPRESS

Enables SSH2 data compression. This can be beneficial for large file transfers over slow links. The
compression level is set by the client configuration file for SSH2.
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/DEBUG

Enables debugging messages for SCP2 and SSH2. Higher numbers get more messages. The legal
values are between 0 (none) and 99. Debugging for SFTP-SERVER?2 is enabled viathe
MULTINET NETCONTROL SSH DEBUG n command.

/DIRECTORY

Informs SCP2 that the target specification should be adirectory that the sourcefile(s) will beput in.
This qualifier is necessary when using wildcards in the source file specification, or /RECURSIVE.

/HELP
Displaysinformation on the topic.

/DENTITY _FILE
Specifies the identity file that SSH2 should use for Public-Key authentication.

/PORT
Specifiesthe port that SSH2 uses on the remote system. Note that if both the source and destination

files are remote, this valueis applied to both. If SSH2 is available on different ports on the two
systems, then the #port method must be used.

/PRESERVE

Sets the Protection, Owner (UIC), and Modification dates on the target file to match that of the
sourcefile. /PRESERVE is not very useful when the target machineisaVMS system as VM S does
not provide runtime library calls for setting the file attributes (owner, protection) and timestamps.
Note that the VM S modification date (not the creation date) is propagated to the remote system.
When files are copied between two VMS systems and /VMS is used /PRESERVE isimplied and
the process of transferring VM S attributes preserves the information about the protection, dates,
and file characteristics. The file access timeis not adjusted for the difference between local time
and GMT.

/NOPROGRESS

SCP2, by default, updates a progress line at regular intervals when it is run interactively to show
how much of the file has been transferred. This qualifier disables the progress line.

/QUIET

Disables warning messages. Note that it does not disable warning messages from SFTP-SERVER?2,
which return on the error channel.

/RECURSIVE

Copies al of the filesin the specified directory tree. Note that the top level directory on the local
system isnot created on the remote system. When /VMSis used, all versions of thefiles are copied.
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When /VMS is not used, only the most recent version is copied..

/REMOVE
Deletes the source files after they have been copied to the remote system.

/TRANSLATE_VMS

Translates VM Stext files in the copying process to byte streams separated by linefeeds because the
defined data transfer format for SCP2 is a binary stream of bytes.

ITRANSLATE _VMSisonly applicable to the source specification, and if aremote sourcefileis
specified, then that system must be running MultiNet v4.4 with SCP2. If TTRANSLATE VMSis
specified with no value, then VARIABLE, FIXED, and VFC (Variable, Fixed Control) filesare
translated to stream linefeed files. If the value is NONE, no files are trandated. VARIABLE,
FIXED, and VFC can be combined in any manner. The SFTP-SERV ER2 process uses the value of
thelogical MULTINET _SFTP_TRANSLATE _VMS FILE TYPES to determine which files
should be trandated. Thisisabit mask with bit 0 (1) = FIXED, bhit 1 (2) = VARIABLE, and hit 2
(4) = VFC. These values can be combined into a number between 0 and 7 to control which files are
translated.

Note! Due to the structure of the programs, the SCP2 program uses this logical if the
ITRANSLATE_VMS qualifier has not been specified.

Note! When copying files in this manner the progress line usually does not reach 100% when the file
has been finished copying. This is due to the conversion of the VMS record boundaries (which
use 2 to 4 bytes) to newline characters (1 byte).

/VERBOSE

Displays debugging messages that allow the user to see what command was used to start up SSH
and other basic debugging information. Note that debugging information can interfere with the
normal display of the progressline. Equivalent to /DEBUG=2.

/VERSION
Displaysthe version of the base SCP2 code.

/VMS

Transfers VM Sfileinformation similar to that transferred in OVMS mode in FTP such that VMS
file structure can be preserved. All of the information transferred in FTP OVMS mode is
transferred along with the file creation date. If the file is a contiguous file, and it is not possible to
create the file contiguously, and the logical MULTINET _SFTP_FALLBACK_TO_CBT hasthe
valueof TRUE, YES, or 1, SFTP-SERVER?2 attemptsto create the file Contiguous, Best Try. VMS
mode is only available with SCP2 provided in MultiNet v4.4. The logical name
MULTINET_SCP2 VMS MODE_BY_DEFAULT can be defined to TRUE, YES, or 1 to specify
that /VMS should be the default unless/INOVMS or /TTRANSLATE_VMS are specified. /VMS and
ITRANSLATE_VMS can not be used on the same command line. If /VMS is not specified, but the
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logical is set to enable it by default, a/TRANSLATE_VMS on the command line will take
precedence. /VMS aso modifies the usual sequence of operations that SCP2 does such that a new
version of thefileiscreated if there are existing versions. Without /VMSS, the most recent version of
thetarget fileis deleted (if it exists) before the new file iswritten. Thisisto accomodate systems
that do not handle multiple versions of files.

Note that even though SCP2 & SFTP-SERVER?2 pass the request for VM Sfile transfers or to
translate a VM Sfile in amanner that is consistent with the protocol specification, other implemen-
tations may not handl e thisinformation well. Since there is no error response present at that point in
the protocol, the program hangs. To prevent it from hanging forever, the logical
MULTINET_SCP2_CONNECT_TIMEOUT is checked to see how long SCP2 should wait for a
response when establishing the connection. The format for thislogical isaVMS deltatime. The
default value is 5 minutes.

Logicals

MULTINET_SFTP_FALLBACK_TO_CBT

When defined to TRUE, YES, or 1 and aVMSfiletransfer is being performed, thislogical creates
a Contiguous file if that file has Contiguous characteristics. The file will be created as Contiguous
Best Try if there isinsufficient space to create it as Contiguous.

MULTINET_SFTP_TRANSLATE_VMS_FILE TYPES

Thisisabit mask that determineswhich VM Sfile types should be translated when not operating in
VMS mode.

* Bit0(1) =FIXED

* Bit1(2) = VARIABLE

* Bit2(4)=VFC

The values are;

* 0(zero) = NONE

e 7=ALL

Note that thislogical affects SCP2 as well as the server, as SCP2 has the server built into it for
handling local file access.

MULTINET_SCP2_CONNECT_TIMEOUT

Thislogical defines anumber specifying how long SCP2 should wait for aresponse to the
INITIALIZE command from the server program. ThisisaVMS deltatime number. The default is5
minutes.

MULTINET_SCP2_VMS_MODE_BY _DEFAULT

When defined to TRUE, YES, or 1, thislogical choosesthe/VMS qualifier if TRANSLATE_VMS
or INOVMS has not been specified.
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MULTINET_SFTP_RETURN_ALQ

When defined to TRUE, YES, or 1 and files are being transferred in VMS mode, this logical
returns the Allocation Quantity for thefile. Thisis disabled by default because copying asmall file
from adisk with alarge cluster sizeto adisk with asmall cluster size causesthe fileto be allocated
with more space than necessary. You have the option of retaining the allocated size of afileif it was
allocated the space for areason. Indexed files require that the Allocation Quantity be included in
the file attributes; thisis handled by SCP2/SFTP-SERVER2.
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Appendix A

DCL User Commands

This appendix lists the commands you can invoke from the DCL command line.

Command Summary

Table A-1 lists the MultiNet user DCL commands:

TableA-1 DCL Command Summary

Utility

Description

MULTINET DECODE

Decodes afile encoded by the MultiNet SMTP mail
handler.

MULTINET FINGER

Displaysinformation about users currently logged
into local or remote systems.

MULTINET FTP

Uses the standard Internet FTP protocol to transfer
files between TCP/IP hosts, and allows you to
manipul ate them.

MULTINET KERBEROS DESTROY

Deletes Kerberos authentication tickets you
previously acquired.

MULTINET KERBEROS INIT

Acquirestheinitial ticket that allows client programs
to obtain tickets to access network services.

MULTINET KERBEROSLIST

Displays your ticket status.

MULTINET KERBEROS PASSWORD

Changes your Kerberos password.

MULTINET LPRM

Cancels print jobs, specified by job number, from the
SYS$PRINT queue.

MULTINET RCP

Transfers file between TCP/IP hosts.
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TableA-1 DCL Command Summary (Continued)

Utility

Description

MULTINET REMIND

Creates remindersto be sent at specified intervals by
either mail or broadcast to the recipient’s terminal.

MULTINET RLOGIN

Connects your terminal to another system on the
network.

MULTINET RSHELL

Runs commands on aremote system and displaysthe
command output on your terminal.

MULTINET RUSERS

Displaysinformation about userslogged into local or
remote systems.

MULTINET SEND

Sends a brief message to another user’s terminal.

MULTINET TALK

Initiates an interactive conversation with another
user on the local host or on any remote host that
supports the TALK protocaol.

MULTINET TELNET

Logsinto aremote host from the local host.

MULTINET TFTP

Transfers files between TCP/IP hosts.

MULTINET WHOIS

Displays information about users registered with the
Internet Network Information Center (InterNIC).
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MULTINET DECODE
Decodes afile encoded by the MultiNet SMTP mail handler.

FORMAT
MULTINET DECODE input_file output_file

PARAMETERS
input_file

Specifiesthe name of afile containing the encoded file, including the RFC822 headers at the top of
the message. The message must include MIME-Version, Content-Type, and Content-Transfer-
Encoding headers in order to be decoded. Only the APPLICATION/RMS content-type and base64
content-transfer-encoding are supported.

output_file

The name for the resulting decoded file.

EXAMPLE

Binary files can be sent via SMTP using the undocumented /FOREIGN qualifier of the OpenVMS
Mail SEND command. The following example shows how to send such afile and use DECODE to
translate the corresponding mail message:

1 First, send aexecutable file using OpenVMS Mail:
$ MAIL
MAI L>SEND / FOREI GN / NCEDI T BI NARY. EXE

To: SMIP% TREEFROG@A\BC. COM'
Subj : Bl NARY. EXE

2 When thefile arrives, store the ASCIl-encoded mail as atext file:

$ MAIL
MAI L>EXTRACT/ NOHEADER BI NARY. TXT

3 Finally, decode the BINARY.TXT fileinto an executable file:

$ MULTI NET DECODE Bl NARY. TXT Bl NARY. EXE
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MULTINET FINGER

Displaysinformation about users currently logged into local or remote systems.

FORMAT
MULTINET FINGER [user_name] [ @host_name]

PARAMETERS
user_name

Specifies the user name about which to obtain detailed information. If not specified, brief
information is displayed about users currently logged in.

host_name

The name (or network address) of the host to which a connection should be made. If you don't
specify ahost name, information about the local host is displayed. The host name can be specified
as an |P address; for example:

$ MULTINET FINGER @27.0.0.1

QUALIFIERS
INOCLUSTER
Restricts output to that of a single system instead of its VM Scluster.
ICLUSTER

Displaysall cluster users.

Restrictions

To display information about users logged into a remote system, that system must have a FINGER
server enabled.

EXAMPLE

$ MULTI NET FI NGER
Friday, April 7,2002 12: 39AM PDT Up 0 02: 10: 27 4+0 Load ave 0.24 0.25 0.19
User Per sonal Nane Job Subsys TTY Consol e Location
SYSTEM Syst em Manager 37 *DCL* TTA3 Maci ntosh SE
SMTH L. Stuart Smith 32 FINGER FTAl1 Console
33 *DCL* FTA2 Consol e
35 * DCL* FTA3 Consol e
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MULTINET FTP

Uses the standard Internet FTP protocol to transfer files between TCP/IP hosts, and allows you to
mani pulate them.

FORMAT
MULTINET FTP [host] [command]

PARAMETERS
host

Specifies the name of aremote host to which you want to connect. You can a so specify the host
name as an | P address. If you enter the name of a remote host on the DCL command line, FTP
immediately attempts to connect to the FTP server on that host. If you don't specify a remote host,
FTP entersits TOPS-20 style command interpreter and prompts for FTP commands.

command

Specifies an FTP command to execute. If you do not specify acommand, FTP startsinteractive
mode and prompts for commands.

Note! You must specify all FTP DCL qualifiers on the command line before any command.

If command causes an FTP error to occur, the error condition is reported back to DCL in the
$STATUS symbol. To determineif an FTP error occurred, examine the hexadecimal value of
$STATUS. If the lower byteisthe value %X2C, the FTP error code can be determined by dropping
the high order four bits of the 32-bit condition code and examining the next twelve. For example, if
you specify the incorrect remote password, the FTP error status code returned by the server will be
the decimal value 530. As the FTP image exits, the error status (and hence the $STATUS symbol)
is set to the value %X 1212002C (decimal 530 is the same as hexadecimal %X212).

QUALIFIERS
/ACCOUNT=account_name

Specifies your account name. In addition to a user name and password for validation, some systems
require an account string. MultiNet preserves the case of characters placed within quotation marks.
Characters not placed within quotation marks are converted to lowercase. Be aware the some
systems might not recognize these |lowercase characters and deny access.

/BINARY

Equivalent to /TYPE=IMAGE, this qualifier allows you to transfer binary files. You can override
the/BINARY qualifier with the TY PE command in interactive mode.

NIMAGE

Equivalent to /TYPE=IMAGE, this qualifier allows you to transfer binary files. You can override
the /IMAGE qualifier with the TY PE command in interactive mode.
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/INITIALIZATION (default)
INOINITIALIZATION

Tells FTP to read commands from your SY SBLOGIN:FTRINIT filewhen invoked. Usethe
/NOINITIALIZATION qualifier to disable this behavior.

{ STREAM (default) }
/IMODE={ COMPRESS}
{ user-defined-mode }

Specifies the file transfer mode. You can change the MODE by using the MODE command in in-
teractive mode, and default to STREAM. A user-defined mode can be created as an executablefile.

/PASSW ORD=password

Specifies the password to use on the remote host, which must be specified in conjunction with the
/USERNAME quadlifier. If not specified, FTP prompts for the password. MultiNet preserves the
case of characters placed within quotation marks. Characters not placed within quotation marks are
converted to lowercase. Be aware the some systems might not recogni ze these |owercase characters
and deny access.

/PORT=port

Specifies an alternate TCP port number to use when connecting to the FTP control port on the
remote host. You should only use this qualifier when communicating with an FTP server that uses
anon-standard control port number.

{ CONNECT, }
IPROMPT[=( { NOMISSING_ARGUMENTS})]

Modifiesthe operation of FTP. If /PROMPT=CONNECT is used following a successful connection
FTP prompts for a user name and password to send to the remote system. The same result can be
achieved by adding the line PROMPT-ON-CONNECT ON to your SY SSLOGIN:FTPINIT file.

If you use /PROMPT=NOMISSING_ARGUMENTS, FTP does not prompt you for missing com-
mand line arguments. The same behavior can be accomplished by adding the line PROMPT-FOR-
MISSING-ARGUMENTS OFF to your SY SSLOGIN:FTPINIT file.

For compatibility with previous releases of MultiNet, using the/PROMPT qualifier aloneimplies
/PROMPT=CONNECT.

ISTATISTICS
INOSTATISTICS (default)

Setsthe FTP STATISTICS flag so FTP displays transfer timing statistics upon completion of file
transfers.
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{FILE}
/STRUCTURE={ RECORD }
{VMS}

Specifies the STRUCTURE of the file transfers. You can change the STRUCTURE by using the
STRUCTURE command in interactive mode. The default is FILE, or VM S when communicating
between systems running MultiNet. The/STRUCTURE qualifier disables automatic negotiation of
VMS structure.

ITAKE_FILE=file

Causes FTP to execute commands from the specified file before entering command mode. This
qualifier is functionally equivalent to re-directing SY SSINPUT:.

{ASCII }

{ IMAGE }
ITYPE={ BACKUP}

{LOGICAL BYTE}

Specifies the file transfer TY PE. You can change the TY PE by using the TY PE command (which
defaultsto ASCII) in interactive mode.

JUSERNAM E=username

Specifies the user name to use on the remote host. MultiNet preserves the case of characters placed
within quotation marks. Characters not placed within quotation marks are converted to lowercase.
Be aware the some systems might not recognize these lowercase characters and deny access.

IVERBOSE
/NOVERBOSE (default)

Setsthe FTP VERBOSE flag. Causes FTP to display all responses from the remote FTP server as
they are received.

IVNMS_STRUCTURE_NEGOTIATION (default)
INOVMS_STRUCTURE_NEGOTIATION

Causes the FTP client to send a STRU O VMS FTP command to the server FTP to negotiate
transparent transfer of files with arbitrary RM S attributes. If the server responds with an error, the
default transfer structure of FILE is assumed. The negotiation takes place after a connection has
been successfully opened.

You can use the/NOVMS_STRUCTURE_NEGOTIATION qualifier to disable this feature if
automatic negotiation causes unforeseen problems with another vendor’s server.

EXAMPLES

This example shows how to establish aconnection to the host FLOWERS.COM with prompting for
aremote user name and password, and printing statistics for the duration of the session (or until the
user turns it off).
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$ MULTI NET FTP FLOWERS. COM / PROMPT=CONNECT / STATI STI CS

This example shows how to establish a connection to the host DS.INTERNIC.NET, log in with the
user name ANONYMOUS and password GUEST, and fetch the file RFC:RFC959.TXT (the FTP
Request for Comments), placing it in the file RFC959.TXT in your default directory.

$ MULTI NET FTP / USER=ANOR2YMOUS / PASSWORD=GUEST DS. | NTERNI C. NET -
_$ CET RFC RFC959. TXT RFC959. TXT
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MULTINET KERBEROS DESTROY

Deletes K erberos authentication tickets you previously acquired.

FORMAT
MULTINET KERBEROSDESTROY

QUALIFIERS

IQUIET (default)
INOQUIET

Determines if the terminal bell sounds when tickets cannot be destroyed.

ISTATUS (default)
INOSTATUS

Determines if a message appears when the tickets are destroyed.
EXAMPLE

This example shows how to destroy your tickets.

$ MULTI NET KERBERCS DESTROY

Ti cket s destroyed.
$
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MULTINET KERBEROS INIT

Acquiresthe initial ticket that allows client programs to obtain tickets to access network services.

FORMAT
MULTINET KERBEROSINIT

QUALIFIERS
/INSTANCE="name"

Specifies the instance to use in obtaining the initial ticket (by default, an empty string).
/LIFETIME=minutes

Specifies how long theticket can be used. The specified valueisin minutes and can range from 5
to 1275 (21 hours, 15 minutes). Typically, the default is set to 480 (8 hours). You can change the
default by using the MULTINET KERBEROS DATABASE EDIT utility to edit the DEFAULT
principal name.

/IREALM=realm

Specifies the Kerberos realm to use. The default is the local realm name specified in the
MULTINET:KERBEROS.CONFIGURATION file.

Note! The realm name is case-sensitive.

/JUSERNAM E=login_name
Specifies an alternate login_name.

IVERBOSE
/NOVERBOSE (default)

Specifies whether displayed messages should provide extra information.

EXAMPLE

$ KERBERCS | NI T / REALMEFLOVERS. COM
$
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MULTINET KERBEROS LIST
Displays your ticket status.

FORMAT
MULTINET KERBEROSLIST

QUALIFIERS
IBRIEF
INOBRIEF (default)

Listsonly theacquired ticketswithout i ssuance dates, expiration dates, principal name, or theticket
file name.

JCHECK_TGT
INOCHECK_TGT (default)

Determinesif theticketsare still valid and returns an exit status of either success or failure. (TGT
stands for ticket-getting ticket.) The default is to indicate ticket status with a message on the screen.

ISRVTAB

Lists the contents of the MULTINET:KERBEROS.SRVTAB file which indicates what services are
available. This can provide an administrator with useful information about what services are
configured in the Kerberos database.

EXAMPLE
This example shows how to list the ticket status.

$ MULTI NET KERBEROCS LI ST

Princi pal : j ohn@LOVNERS. COM

| ssued Expires Princi pal
June 12 16: 16: 47 June 13 02: 16: 47

$ MULTI NET KERBERGCS LI ST / SRVTAB
Server key file: nmultinet:kerberos.srvtab

Servi ce I nst ance Real m Key Version
changepw iris FLOAERS. COM 1

rcmd iris FLOAERS. COM 1

$

Indicatesthat CHANGEPW serviceis configured, asisthe RCMD service used by RCP, RLOGIN,
and RSHELL.
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MULTINET KERBEROS PASSWORD

Changes your Kerberos password.

FORMAT
MULTINET KERBEROS PASSWORD

QUALIFIERS
/INSTANCE="name"

Specifies the instance to change (by default, an empty string).
/REALM=realm

Specifies the Kerberos realm to use. The default isthe local realm name specified in the
MULTINET:KERBEROS.CONFIGURATION file.

Note! The realm name is case-sensitive.

/JUSERNAM E=login_name

Specifies an alternate login_name.

EXAMPLE

$ MULTI NET KERBEROS PASSWORD
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MULTINET LPRM

Cancels print jobs, specified by job number, from the SY SBPRINT queue. When you issue this
command without arguments, the currently active job is cancelled.

FORMAT
MULTINET LPRM job-ID(s)[ ,username(s)]

PARAMETERS
job-1D(s)[,user name(s)]

Specifies acomma-separated list of job ID numbers and/or user names. You can only specify job
ID numbers of jobs you submitted that originated on your system (unless you are authorized to use
/SUPERUSER). Enter a user nameto indicate that you want all jobs submitted by the specified user
to be removed. If you do not specify /SUPERUSER, you can only specify your user name.

QUALIFIERS
IALL

Cancels al jobs on the specified printer.

/INODE=remote _print_queue

Specifies the name of a print queue on aremote system.

/QUEUE=queue

Specifies an alternate print queue.

/SUPERUSER

Indicates you have SY STEM privilege and can delete all jobs in the specified queue.
/USER=user _name

Specifiesthe user name of the print job to be deleted. To usethis qualifier, you must have SY SPRV
or OPER privilege.

EXAMPLE

This example invokes LPRM to remove print jobsin the HP_L PD print queue. Job ID numbers 9,
42, and 66 are removed if you submitted them and they originated on your system. In addition, if
you are named Lang, all your print jobs are removed from the system. If you are not named Lang,
or you did not submit any of the other jobs, the requests are ignored unless you use the
/SUPERUSER qudlifier.

$ MULTI NET LPRM / QUEUE=HP_LPD 9, 42, 66, LANG
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MULTINET RCP

Transfers file between TCP/IP hosts. Uses the 4.4BSD UNIX "rcp" (remote copy) to copy files
between TCP/IP hosts. If the remote host you specify in the input or output file specification isan
OpenVMS system running MultiNet, the MultiNet RCP utility automatically negotiates transparent
transfer of any OpenVMSfile, retaining all RM S attributes.

FORMAT
MULTINET RCP input_file spec output_file_spec

PARAMETERS
input_file_spec

Specifies the name of one or more files to be copied. This parameter may be either alocal
OpenVM S file specification or aremote file specification of the form:

host nane: :input _file_spec

If input_file_specisnot afull directory and file specification, it isinterpreted relative to your login
directory on hostname. If the directory/file specification on the remote host contains special
characters (including mixed-case directory and file names), you should enclose it within double
quotation marks.

input_file_spec can be a directory specification if used with the/RECURSIVE qualifier. Seethe
/RECURSIVE qualifier for more details.

You may use wildcardsin either the local or remote file specification. For remote file
specifications, however, you must use the wildcard characters normally used on the remote system.

output_file_spec

Specifies the name(s) of the output file(s) into which the input file(s) are to be copied. This
parameter may be either alocal OpenVMS file specification or aremote file specification of the
form:

host nane: : out put _fil e_spec

If output_file _specisnot afull directory and file specification, it is interpreted relative to your
login directory on hostname. If the directory and file specification on the remote host contains
special characters (including mixed-case directory and file names), you should enclose it within
double quotation marks.

You may use wildcards in either the local or remote file specification. For remote file
specifications, however, you must use the wildcard characters normally used on the remote system.

QUALIFIERS
IAUTHENTICATION=KERBEROS

If you specify /AUTHENTICATION=K ERBEROS, command authentication is performed using
Kerberos; you will not be prompted for authentication information. (KERBEROS is currently the
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only value supported by this qualifier.)

JEXACT
INOEXACT (default)

Disables the automatic conversion of file names to lowercase. When DCL passes command line
parameters and qualifiers to RCP, it converts them to uppercase unless you explicitly enclose them
within double quotation marks. Because lowercase file names are preferred by UNIX, and since
OpenVMS file names are case-insensitive, RCP converts file names to lowercase. You can use
mixed case file names if you enclose them in double quotation marks, and specify them with the
/EXACT quadlifier.

/LOG=log_spec
/INOLOG (default)

Specifies whether RCP should display the file specifications and transfer information of each file
copied. log_spec can take the values SIZE or TIME (or both if enclosed in parentheses and
separated by commas). If you specify only /LOG, /[LOG=SIZE is assumed.

When you use the /LOG qualifier, RCP displays the following information for each file copied:

* The names of the input and output files

¢ The number of blocks copied if you specify /LOG=SIZE

* Thedatatransfer rate (in bytes or kilobytes per second) if you specified /[LOG=TIME

¢ Both the number or blocks and the data transfer rate if you specified /[LOG=(SIZE, TIME)

/PASSWORD=password

Specifies the password to use on the remote host which you must specify with the /JUSERNAME
qualifier. If you specify /PASSWORD without a value, RCP prompts for the password (terminal
echoing is disabled).

/RECURSIVE
/NORECURSI VE (default)

Specifies that the directory subtree rooted at the directory named by input_file_spec should be
copied recursively, that is, the directory and al files and directories below it. If you specify the
local file specification with an ellipsis ([...]), the/RECURSIVE qualifier is assumed.

ITRUNCATE_USERNAME
INOTRUNCATE_USERNAME (default)

Causes RCP to truncate your OpenVMS user name to be no longer than eight characters. Some
RSHELL server implementations, notably UNIX, assume that the remote user name is not longer
than eight characters and dies with the error "remuser too long" if it is longer. You can use this
qualifier to communicate with those systems.

JUSERNAM E=username

Specifies the user name to use on the remote host.
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M S[={TCPWARE | MULTINET}] (default)
INOVMS

If IVMSisomitted, RCP by default attempts a MultiNet style VM S mode transfer. Thisretains
VMSfile attributes across copies. Use /VMS=TCPWARE to do atransfer involving aTCPware
machine. /INOVMS disables maintaining VM S file attributes during a third-party copy.

Restrictions

The MultiNet RCP utility does not support third-party copies, so either the input or output file
specification may contain remote host information, but not both.

You may use wildcardsin either the local or remote file specification. For remote file
specifications, however, you must use the wildcard characters normally used on the remote system.

You must specify at least onefieldinthelocal file specification. If you do not specify the device or
directory, your current default device and directory are used. For alocal output specification, RCP
fillsin any other missing fields (file name, file type, version) with the corresponding field of the
input file specification.

RCPfailsif alogin command procedure displays information. Ensure your OpenVMS login
command procedure contains the following lines at the start of thefile:

$ VERI FY := ' F$VERI FY(0)’
$ | F FSMODE() .EQS. "OTHER' THEN EXI T

You should also add this line to the end of your login command procedure:

$ |F VERI FY THEN SET VERI FY

For UNIX login scripts (such as .profile), ensure the file does not display any information.

EXAMPLES

This command copies the file JETSON.LOG from your login directory on the host
SPROCKETS.COM to your default directory (USERS:[SPACELY]) on the local host.

$ RCP SPROCKETS1COM : JETSON. LOG [1 /LCG

YRCP- | - COPI ED, SPROCKETS. COM : JETSON. LOG,; 8
copi ed to USERS: [ SPACELY] JETSON. LOG 1 (1 bl ock)

This command copies the file LOGIN.COM in your default directory on the local system to the
login directory of the user GIGI on the host BIGBOOTE.FLOWERS.COM.

$ RCP /USER=G & /PASS=RABBI T LOG N. COM Bl GBOOTE. FLO/ERS. COM :

In this example, you copy all filesin the "tmp" subdirectory of your login directory on the host
UNIX.SPROCKETS.COM into your default directory on the local system.

Note! The double quotation marks enclosing "tmp/*" are required to prevent DCL from interpreting the
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slashes.

$ RCP /LOG U3l X. SPROCKETS. COM : "t np/ *" []
URCP- | - COPI ED UNI X. SPROCKETS. COM : t np/ wor k. or der
copi ed to USERS: [ SPROCKETS] WORK. ORDER; 1 (9 bl ocks)
98CP- 1 - COPI ED UNI X. SPROCKETS. COM : t np/ j udy. not e
copi ed to USERS: [ SPROCKETS] JUDY. NOTE; 1 (4 bl ocks)
OURCP-1 - NEWFI LES, 2 files created

This command copies al directories and files under the "/src” directory tree on
UNIX.SPROCKETS.COM. The command creates a comparable directory structure on the local
host starting at the current default directory (USERS:[JETSON]), and places the files into this tree.
Asin the previous example, the double quotation marks enclosing "tmp/*" are required to prevent
DCL from interpreting the dashes.

$ RCP / RECURSI VE /LOG UNI X. SPROCKETS. COM : "/src" [...]
%RCP- | - CREATED, created directory USERS: [ JETSON. SRC]
9%RCP- 1 - COPI ED, UNI X. SPROCKETS. COM : / src/ hack. c
copi ed to USERS: [ JETSON. SRC] HACK. C; 1 (20 bl ocks)
YRCP- | - COPI ED UNI X. SPROCKETS. COM : / src/ hack. h
copi ed to USERS: [ JETSON. SRC] HACK. H; 1 (2 bl ocks)
URCP- 1 - COPI ED created directory USERS: [ JETSON. SRC. DATA]
9RCP- | - COPI ED, UNI X. SPROCKETS. COM : / src/ dat a/ t est
copi ed to USERS: [ JETSON. SRC. DATA] TEST. ; 1 (100 bl ocks)
%RCP- 1 - NEWFI LES, 3 files created
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MULTINET REMIND

Creates reminders to be sent at specified intervals by either mail or broadcast to the recipient’s
terminal.

FORMAT
MULTINET REMIND

PARAMETERS

After invoking the utility, you are prompted to enter acommand. Enter HELP to list information
about the utility, or enter one of these commands:

Command Useto...

CREATE Create new reminders

DELETE nn Delete areminder

EXIT Exit REMIND

LIST List reminder headers

MODIFY nn Change an existing reminder

TYPE nn Display an existing reminder

* nnisthe reminder number you must supply.

EXAMPLE

In the following example, aquestion mark isfirst entered to list possible commands. At each step,
aquestion mark is entered to investigate the possibilities. A reminder is then created and sent.

$ REM ND

REM ND>?

CREATE DELETE EXIT HELP LI ST MODI FY TYPE
REM ND>CREATE

Tinme of first rem nder? ?

date and tine

or one of the foll ow ng:

FRI DAY MONDAY SATURDAY  SUNDAY THURSDAY

TODAY TOVORROW  TUESDAY V\EDNESDAY

or one of the foll ow ng:

APRI L- FOOLS BASTI LLE- DAY BEETHOVENS- Bl RTHDAY
Bl LBOS- Bl RTHDAY CHRI STMVAS COLUMBUS- DAY

FLAG- DAY FRODOS- Bl RTHDAY GONDORI AN- NEW YEAR
GROUND- HOG- DAY GUY- FAVKES- DAY HALLOVEEN

| NDEPENDENCE- DAY LEAP- DAY L1 NCOLNS- Bl RTHDAY
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MAY- DAY MEMORI AL- DAY NEW YEARS
SAI NT- PATRI CKS- DAY  SHERLOCK- RV- Bl RTHDAY  VALENTI NES- DAY
Tinme of first rem nder? GROUND- HOG- DAY

Expiration count? ? Nunber of tines to repeat nmessage
deci nal nunber

Expiration count? 1

How should | send it? ? one of the follow ng:

BOTH MAIL SEND

How should | send it? MAIL

Addr esses? HOLMES@-LONERS. COM

Subj ect ? Happy Ground Hog Day!!!

Text (end with "Z)

If you see your shadow, consider noving to Santa Cruz.
- WAt son

Nz

REM ND> EXI T

$
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MULTINET RLOGIN

Connects your terminal to another system on the network. RLOGIN is similar to TELNET, except
support for the protocal is not as wide-spread and the protocol automatically authenticates the user
instead of requesting a user name and password. Local flow control (instead of remote) is also
negotiated dynamically. RLOGIN permits the use of X applications without issuing a SET
DISPLAY command.

FORMAT
MULTINET RLOGIN host_name

PARAMETERS
host_name

Specifies the remote host to which to connect.

QUALIFIERS
IAUTHENTICATION=KERBEROS

If you specify /AUTHENTICATION=K ERBEROS, command authentication is performed using
Kerberos; you will not be prompted for authentication information. (KERBEROS is currently the
only value supported by this qualifier.)

/BUFFER_SIZE=number

Changes the maximum size of write operationsto the terminal. A large write size is more efficient,
but asmaller size makes RLOGIN more responsive to output flushing (Ct r | / O). The default buffer
sizeis 1024 bytes; the value for number can range from 20 bytes to 1024 bytes. Number is reset to
20 bytesif you specify avalue below 20; avaue for number above 1024 bytesis reset to 1024.

/IDEBUG
Displays any out-of-band control information that arrives during the session.
/[EIGHT_BIT

Forces RLOGIN to set the OpenVMS terminal to 8-bit mode for the duration of the session. The
default behavior is to use the current setting of the OpenVMS terminal parameter EIGHT_BIT.

/PORT=number
Specifies a non-standard TCP port number to which to connect (the default port is 513).

ITRUNCATE_USERNAME
INOTRUNCATE_USERNAME (default)

Truncates your VMS user name to a maximum of eight characters. Some RLOGIN server
implementations, notably UNIX, assume the remote user name is not longer than eight characters
and fail with the error "remuser too long" if it islonger. You can use this qualifier when
communicating with such hosts.
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/USERNAM E=username

Specifies an alternative remote user name. By default, the requested remote user name is the same
asyour local user name.

EXAMPLE
This example shows an OpenVMS user using RLOGIN to connect to a UNIX system.
$ RLOG N UNI X. FLOVERS. COM
Last | ogin: Thu Dec 7 22:43:48 from VMS. FLOAERS. COM

Sun UNIX 4.4 Release 3.5 (UNIX) #1: Fri Apr 7 17:07:00 PDT 2002
%
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MULTINET RSHELL

Runs commands on a remote system and displays the command output on your terminal.

FORMAT
MULTINET RSHELL host_name command line

PARAMETERS
host_name

Specifies the remote host on which to execute the command. You can also specify the host name as
an | P address.

command_line

Specifies the command line to execute on the remote system. By default, the command line is
converted to lowercase. |f uppercase characters are required, specify them by enclosing the entire
linein double quotations ("command_line").

You can specify multiple commands to the OpenVMS RSHELL server by separating them with a
backslash-semicolon (\;). Ensure the multiple command string does not exceed the DCL limit of
256 bytes for reading command lines.

QUALIFIERS
/ERROR=filename

Specifies the error file name (by default, error output goesto SY SSEERROR).
/INPUT =filename

Specifies the input file name (by default, SY SSINPUT). To spawn an RSHELL that does not
requireinput, specify /INPUT=NL.: to prevent RSHEL L from reading data from your terminal.

/OUTPUT=filename
Specifies the output file name (by default, SY SSOUTPUT).
/PASSWORDI[=password]

Indicates that the REXEC protocol should be used with the specified password instead of the
RSHELL protocol. The two protocols are identical except REXEC requires a password, and
RSHELL validates on the basis of trusted user names and systems. If you specify /PASSWORD
with no password, a password prompt appears with echoing disabled.

/PORT=number

Specifies a non-standard TCP port number to which to connect (by default, port 514 unless you
specify /PASSWORD; in that case, port 512 is used).
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ITRUNCATE_USERNAME
INOTRUNCATE_USERNAME (default)

Truncates your VM S user name to no longer than eight characters. Some RSHELL server
implementations, notably UNIX, assume the remote user name is not longer than eight characters
and exit with the error "remuser too long" if it islonger. You can use this qualifier to communicate
with those systems.

/USERNAM E=username

Specifies an alternative remote user name. By default, the remote user name is the same as your
local user name.

DESCRIPTION

The MultiNet RSHELL utility usesthe 4.4 BSD UNIX rsh (remote shell) protocol to log on,
execute a command, and log out. Normally, it authenticates your use of the remote host with its
database of trusted hosts and trusted users. However, if you use the /PASSWORD qualifier, the
RSHELL utility usesthe password you specify and the 4.4 BSD UNIX rexec (remote execution)
protocol to authenticate your use of the remote host.

Restrictions

¢ RSHELL cannot be used to run interactive programs such as editors; use RLOGIN for these
applications instead.
* RSHELL permitsthe use of X Windows applications without the need to issue a SET DISPLAY

command.
EXAMPLE
$ rshell unix Is -1
total 216
-rwWXr-Xxr-x 1 smth 212992 Sep 25 07:37 foo
SrwWr--r-- 1 smth 111 Nov 19 22:51 foo.c
$
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MULTINET RUSERS

Displaysinformation about users logged into local or remote systems. RUSERS can display
information about a particular system or, if supported by the network hardware, use broadcasts to
display information about all remote systems on directly connected networks. RUSERS uses UDP/
IP as its communication protocol.

FORMAT
MULTINET RUSERS [host-name]

PARAMETERS
[host-name]

Specifiesthe name (or network address) of the host from which the remote user information isto be
gathered. If you specify the host specified as an asterisk (*), a broadcast RPC gathers information
from al directly-connected hosts. If you do not specify a host, a default of * is used.

QUALIFIERS
IALL

Displays all remote hosts, even those on which there are no userslogged in.
/INOALL

Displays only hosts on which there are userslogged in (the default).

/FULL

Displaysremoteusersinalonger format, including timeof login, idletime, terminal line name, and
remote host.

/INOFULL

Displays remote users as a summary line, showing only the system name and user names for that
system (the default).
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MULTINET SEND

Sends a brief message to another user'sterminal.

FORMAT
MULTINET SEND address[message]

PARAMETERS
address

Specifies the user name or remote address in the form user@hostname.

Note! Many SMTP implementations do not support the SEND facility that this command uses to send
messages.

message

Specifies optional text of the message. If omitted, you are prompted for the message text.

QUALIFIERS
/AND_MAIL

Specifies the message should be both mailed to the user and displayed on the user’s terminal.
/IOR_MAIL
Specifies the message should be mailed to the user if it cannot be displayed on the user’s terminal.
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MULTINET TALK

Initiates an interactive conversation with another user on thelocal host or on any remote host that
supportsthe TALK protocol. Start a conversation by specifying another user's name and host name,
if necessary; for example, BILL@FNORD.FOO.COM. End TALKing by pressing Ct r | / C. TALK
uses the VM S Screen Management (SMG) runtime routines to create a multiwindow display on
your terminal through which the conversation takes place. TALK failsif you specify only the
person’s login name.

FORMAT
MULTINET TALK user_name[ @host_name]

PARAMETERS
user_name

Specifies the remote user name to talk with.
host_name

Specifies the name (or network address) of the host to which a connection should be made. If you
do not specify ahost name, the local host name is used.

QUALIFIERS
/OLD
Uses the 4.4BSD-compatible TALK protocol. By default, the 4.4BSD-compatible TALK protocol

isused. If you are not sure whether to use the new or old TALK, try each. Systems with different
system byte-ordering schemes (such as Sun workstations) must use NTALK instead of TALK.

RESTRICTIONS
Therestrictions for using TALK include:

You and the person with whom you want to talk need to be on systems with the same byte-ordering
scheme (either "Big Endian” or "Little Endian™). Whilethisis not easy to determine, the easiest rule
isthat if the other person isusing a Sun workstation or aterminal connected to one, TALK does not
work at their end. Sun users must use the NTALK command. NTALK is provided on the MultiNet
software distribution CD-ROM in the [CONTRIBUTED-
SOFTWARE.APPLICATIONS.NTALK] directory, and elsewhere as public domain software.

The [CONTRIBUTED-SOFTWARE.APPLICATIONS.NTALK] directory contains
documentation describing how to accessthe file. NTALK isdistributed asa UNIX tar file. Use
these steps to make it available for use:

1 Copy the NTALK tar archive to a UNIX system.

2 Usetar to retrieve the archived files.

3 Use maketo compile the filesinto binary source. (The make file assumes you have the UNIX cc
compiler.)
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¢ Both of your terminals must accept broadcasts. Use these commands to enable broadcasts and to
suppress mail broadcasts:

$ SET TERM NAL / BROADCAST
$ SET BROADCAST=NOVAI L

* Theterminal type must be listed in the OpenVMS TERMTABLE.TXT database. As shipped
with OpenVMS, this database supports all Compag Computer V T-series terminals. If you have a
non-Compag Computer terminal, check with your system manager.

* The other person’s system must be known to your system. TALK must be able to trandate the
remote system’s |P address into its name. Therefore, your system must be using the Domain
Name System (DNS), or have the remote system listed in its host tables.

USAGE NOTES
Use the following keystrokes during a TALK session:

Press... To... Press... To...
arl/w Delete the last word typed (left of thecursor) | Ctrl/L Redraw the screen
Del et e Delete the last character typed arl/C Exit to DCL

When someone calls you using TALK, a message similar to the following appears on your
terminal:

Message from TALK- DAEMON@LOWERS. COM at 1: 53PM PDT

Connecti on request by usernane
[ Respond with: TALK usernane@ost]

Use this TALK command to answer the remote user's TALK request:
$ TALK user nane@ost

Once communication is established, you and the other user can type simultaneously, and your
output appears in separate windows.

If the user being called has disabled reception of broadcast messages, this message appears:

[ Your party is refusing messages]

EXAMPLE

$ TALK HOLMES@-LOVERS. COM
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MULTINET TELNET

Logsinto aremote host from the local host. TELNET uses the standard Internet TELNET protocol
to establish avirtual terminal connection between aterminal connected to your VMS system and a
remote host.

FORMAT
MULTINET TELNET [host]

PARAMETERS
host

Specifies the name or numeric network address of the remote host to which you wish to connect. If
you don't specify ahost name, TELNET enters a TOPS-20 style interactive mode. If you specify
the name of aremote host on the DCL command line, TELNET immediately attemptsto connect to
the remote host. If you don't specify aremote host, TELNET enters its TOPS-20 style command
interpreter and prompts you for TELNET commands.

QUALIFIERS
/ABORT_OUTPUT_CHARACTER=char acter
Setsthe TELNET ABORT-OUTPUT character which, when typed during a TELNET session,
sendsa TELNET ABORT OUTPUT sequence to the remote host. Specify control characterswith a
caret (*) followed by aletter. By default, thereis no ABORT OUTPUT character; specifying this
qualifier without a value sets the character to 2O (a caret followed by uppercase O, to represent
arl/O).

/ARE_YOU_THERE_CHARACTER=character

Setsthe TELNET ARE-Y OU-THERE character which, when typed during a TELNET session,
sendsa TELNET ARE YOU THERE sequence to the remote host. By default, there is no ARE-
Y OU-THERE character; specifying that qualifier without a value sets the character to T (a caret
followed by uppercase T, to represent Ct r 1 / T).

IAUTHENTICATION=KERBEROS
Uses the K erberos authentication system.
JAUTOFLUSH

Activates the AUTOFLUSH feature. When used with the/ABORT_OUTPUT_CHARACTER,
/IBREAK_CHARACTER, and /INTERRUPT_PROCESS_CHARACTER qualifiers, the
/AUTOFLUSH qualifier causes TELNET to flush any data which may be in the network buffers
when the ABORT-OUTPUT, INTERRUPT_PROCESS, or BREAK character isused. Datais
flushed by sending a TIMING-MARK command to the TELNET server and discarding all data
until oneisreceived in response.

/BREAK_CHARACTER=character
Setsthe TELNET BREAK character which, when typed during a TELNET session, sends a

A-28



MULTINET TELNET DCL User Commands

TELNET BREAK sequence to the remote host. By default there is no BREAK character;
specifying this qualifier without a value sets the character to ~C (a caret followed by uppercase C,
torepresent Ctr 1/ Q).

/BUFFER_SIZE=number

Changes the maximum size of terminal write operations to the specified number of bytes. A large
write size is more efficient, but a smaller size makes TELNET more responsive.

The default buffer sizeis 512 bytes. The value for number can range from 20 to 1024 bytes. If you
specify avalue below 20, the buffer sizeisreset to 20. If you specify avalue above 1024, it is reset
to 1024.

/CREATE_NTY[=(options)]

Performs the same function as the CREATE-NTY command (available in command mode once a
connection has been made). When specified without options, /CREATE_NTY causes TELNET to
make a temporary connection to the specified host, attach this connection to an NTY device, and
exit immediately. You can then run another application, such as KERMIT or SET HOST/DTE
through this pseudo-terminal device. The TELNET_NTY logical nameis defined to bethe NTY
device created. Useit as you would any other terminal device. When you are finished with the
terminal, use the DEALLOCATE command to dismantle the connection and associated NTY
device control blocks. Alternatively, the connection will be dismantled when you log out.

$ TELNET / CREATE_NTY[ =([ PERMANENT] -
[, NAME=I ogi cal _nane] -
[, TABLE=I ogi cal _nane_t abl e] -
[, MODE={ EXECUTI VE| SUPERVI SOR}] -
[/ PORT=t arget - TCP-port] -
host

The options contain a comma-separated list beginning with:

PERMANENT Specifiesthat the NTY device will persist after you close the
TELNET connection. To delete the permanent NTY device,
usethe MULTINET TELNET /DELETE_NTY =logical_name

command.
and continuing with any of the
following:
NAME-=logical_name Specifiesthe NTY device's logical name. The default logical

nameisTELNET _NTY.

TABLE=logical_name table | Specifiesthe logical name tableto which thenew NTY device
name is added. The default logical nametableis
LNM$PROCESS_PROCESS.

MODE=access mode Specifies the logical name's access mode. access mode is
either SUPERVISOR (the default) or EXECUTIVE.
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Privileged users can use/CREATE_NTY optionsto establish permanent NTY devices. In this case,
the NTY deviceis created but no connection is made to the specified host until the first 1/0
operation.

Use this qualifier only with permanent NTY devices.
/DELETE_NTY=logical_name

Deletesapermanent NTY device named by logical_name. Create permanent NTY devices with the
MULTINET TELNET /CREATE_NTY command.

/IDEBUG
/NODEBUG (default)

Setsthe TELNET debug flag. When you specify /DEBUG, TELNET printsall option negotiations
made with the remote host.

/IERASE_CHARACTER_CHARACTER=char acter

Setsthe TELNET ERASE-CHARACTER character which, when typed during a TELNET session,
sends a TELNET ERASE CHARACTER sequence to the remote host. By default, thereisno
ERASE-CHARACTER character. Specifying this character without aval ue setsthischaracter toA?
(acaret followed by a question mark, to represent Del et e).

/ERASE_LINE_CHARACTER=character

Setsthe TELNET ERASE-LINE character which, when typed during a TELNET session, sends a
TELNET ERASE LINE sequence to the remote host. By default, thereisno ERASE LINE
character; specifying this qualifier without a value sets the character to ""U" (a caret followed by
uppercase U, representing Ct r 1 / U).

/IESCAPE_CHARACTER=char acter

Setsthe TELNET ESCAPE character. When you type the TELNET ESCAPE character during a
TELNET session, communication with the remote host temporarily stops, and TELNET interprets
the next character you type asa TELNET command. The ESCAPE character defaultsto M

(two consecutive carets, representingCtr1 / 7).

After you type the TELNET ESCAPE character, the next character you typeis interpreted
according to the following list:

Character | Action

? Displaysinformation about TELNET escape commands.

A Sends an INTERRUPT PROCESS command to the remote host.
B Sends a BREAK command to the remote host.

C Closes the connection to the remote host.

o Sends an ABORT OUTPUT command to the remote host.
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Character | Action

P Spawns anew DCL process (or attaches to a parent process).

S Displays the status of the TELNET connection.

T Sends an ARE YOU THERE (AY T) command. On a MultiNet server, this
commandismappedto Ctri/ T.

Q Quits TELNET.

X Enters extended TELNET command mode.

Type the ESCAPE character twice to send it to the remote host.
/INTERRUPT_PROCESS CHARACTER=character

Setsthe TELNET INTERRUPT-PROCESS character which, when typed during a TELNET
session, sends an INTERRUPT PROCESS sequence to the remote host. By default, thereis no
INTERRUPT PROCESS character; specifying this qualifier without a value sets the character to
"C (acaret followed by uppercase C, representing Ct r 1 / C) .

/LOCAL_FLOW_CONTROL
INOLOCAL_FLOW_CONTROL

Specifiesthat Ctr1/ Qand Ct r 1 / S should be treated by the local terminal driver as XON and
XOFF, instead of being passed down the network connection for processing by the remote terminal
driver. Use of this qualifier makes XOFF more responsive, which hel ps prevent dataloss; however,
the remote system will never seeany Ct r | / S character.

The default flow control setting depends on the setting of the VM S terminal characteristic

TT$ _TTSYNC (set by the DCL command SET TERMINAL /TTSYNC or by many full-screen
editors). Specify /LOCAL_FLOW_CONTROL to force TELNET into local flow control mode.
Specify INOLOCAL_FLOW_CONTROL to force TELNET into remote flow control mode.

/LOG_FILE=[file-spec]
INOLOG_FILE (default)

Specifiesafile in which to log atranscript of the TELNET session. Everything received by the
local system from the remote system isrecorded in thisfile. If you specify the/LOG_FILE
qualifier without a value, the default file specification TELNET.LOG isused. Thelog fileis
created in the directory from which TELNET isrun. /LOG_FILE is not supported in 3270 or 5250
mode.

/PORT=port-spec

Specifies the port to which a connection is to be made. If you do not specify this qualifier, the
standard TELNET port for the specified protocol is used. For the TCP/IP protocol, use a port
number or aport defined in MULTINET:HOSTS. servicefile.

When connecting via TCP/IP to a port other than the default TELNET port (23), full VMS
command line editing is available on command input.
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/IPRINT_ESCAPE_CHARACTER

Displaysthe ESCAPE character used to access TELNET command mode. If you use this qualifier,
the escape character is displayed when a connection occurs:

Escape character is '~V

You can also use the logical name MULTINET_TELNET_PRINT_ESCAPE_CHARACTER to
set this feature.

/PROTOCOL =protocol-spec

Specifies the protocol to be used in making the connection to the remote system. The protocol
specification can be either TCP or IP (TCP is the default).

/ITCP
Used as an abbreviation for /PROTOCOL=TCP.
ITERMINAL _TYPE

Specifies the terminal type to be negotiated with the remote TELNET server. This qualifier hasthe
same function asthe TERMINAL-TY PE command.

ITN3270=AUTOMATIC (default)
FORCE
INOTN3270

Allows the negotiation of IBM 3270 terminal emulation mode. AUTOMATIC (the default) causes
TELNET to automatically negotiate IBM 3270 emulation mode with the remote host. TELNET
enters 3270 mode only if the remote host supportsiit.

Use FORCE to force TELNET into IBM 3270 emulation mode when communicating with a system
that supports 3270 mode, but cannot negotiate it automatically. (IBM mainframes running
ACCESS/MVS have thisrestriction.) Use /NOTN3270 to disable IBM 3270 emulation mode
entirely.

ITN5250=AUTOMATIC (default)
FORCE
INOTN5250

Allows the negatiation of IBM 5250 terminal emulation mode. Use AUTOMATIC (the default) to
cause TELNET to automatically negotiate IBM 5250 emulation mode with the remote host.
TELNET enters 5250 mode only if the remote host supportsit. FORCE is used to force TELNET
into IBM 5250 emulation mode when communicating with a system that supports 5250 mode, but
cannot negotiate it automatically. IBM MV S does not support 5250. Use /NOTN5250 to disable
IBM 5250 emulation mode entirely.

JUNIX
/INOUNI X (default)

Usesthe 4.4BSD UNIX end-of-line specification, <CR><NL >, instead of the standard end-of-line
specification, <CR><LF>. This qualifier is useful when using TELNET to connect to 4.4BSD
UNIX systems.
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IVERSION

Displays version information about the TELNET utility. If you use this qualifier, al other
parameters and qualifiers are ignored and a TELNET session is not started.

Note! To specify a control character for the value of character in any of the preceding qualifiers, type it
as a " (caret) followed by the appropriate character, all enclosed within double quotes.

EXAMPLES

This command creates a permanent NTY device pointing at port 9100 on
WHORFIN.FLOWERS.COM, and creates the logical name WHORFINDEV ICE (in the system
logical name table in executive mode) that translates to the NTY device name.

1 $ MULTI NET TEL1ET FLOWERS. COM

2 $ MULTI NET TELNET SALES. FLOAERS. COM / LOG _FI LE=SALES. LOG
3 $ MULTI NET TELNET LOCALHOST / PORT=SMIP

4 $ MULTI NET TELNET / ABORT_OUTPUT_CHARACTER=""A"

5 $ MULTINET TEL5ET /PORT=9100 / CREATE_nt y=PERMANENT,
_$ NAME=WHORFI NDEVI CE, TABLE=SYSTEM MODE=EXECUTI VE -
_$ VHORFI N. FLOVERS. COM
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MULTINET TFTP

Transfers files between TCP/IP hosts. The TFTP utility usesthe Internet standard Trivial File
Transfer Protocol to transfer files between Internet hosts. TFTP uses the User Datagram Protocol
(UDP), and performs no user authentication.

FORMAT
TFTP [host [port]]

PARAMETERS
host

Specifies the name or numeric address of the remote host to which you want to connect.
port

Specifies the UDP port number on the server to which you want to connect. If you don't specify the
port number, the standard TFTP UDP server port number (69) is used.

EXAMPLE
This example shows how to use TFTP to connect to the host FLOWERS.COM.

$ TFTP FLOAERS. COM
tftp>
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MULTINET WHOIS

Displaysinformation about users registered with the Internet Network Information Center
(InterNIC). The default WHOIS server is RS.INTERNIC.NET.

FORMAT
MULTINET WHOIS name

PARAMETERS
name

Specifies the name or handle of the registered user about whom you want to retrieve information.

For more information and help from the InterNic type WHOIS HEL P from the DCL prompt.

QUALIFIERS
/HOST=hostname

Specifies the remote host to which to connect. The default is RS.INTERNIC.NET, but can be
changed by a system manager. The connection is done to the NICNAME port.

/OUTPUT=filespec
Specifies an output file in which to store WHOI'S output.
/PORT= port number

Specifies the number of a non-standard port.

EXAMPLE

This example shows how to display information about the user "Smith" from the InterNIC
database.

$ WHO' S SM TH

SMTH, J.R sm t h@bc. com
ABC, |ncorporated

101 El m Street

Surf GCity, CA 95060

(408) 555-1212

Record | ast updated on 1-Jun-00.

The InterNI C Regi stration Services Host ONLY contains Internet Infornation
Net wor ks, ASN' s, Domai ns, and PCOC' s).
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Appendix B

FTP Command Reference

The MultiNet FTP utility uses the Internet-standard FTP (File Transfer Protocal) to transfer files
between the local host and aremote host. This appendix lists the commands you can use during an

FTP session.

Command Summary

Table B-1 lists the MultiNet FTP commands:

TableB-1 FTP Command Summary

Command Description

ACCOUNT Sends an account name to the remote FTP server.

AGET Appends aremote file to afile on the local host.

APPEND GET Appends remote_file from the remote host to local_file on the local
host.

APPEND PUT Appendslocal_file on the local host to remote_file on the remote

host.

APPEND RECEIVE

Appends remote_file from the remote host to local_file on the local
host.

APPEND SEND Appendslocal_file on the local host to remote_file on the remote
host.

APUT Appendslocal_file on the local host to remote_file on the remote
host.

ASCII Setsthe transfer type to ASCII for transferring text files.
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TableB-1 FTP Command Summary (Continued)

Command Description

ATTACH Detaches the terminal from the calling process and reattaches it to
another process.

BELL Turns on, off, or toggles the sounding of a bell when afile transfer
completes.

BINARY Setsthe transfer type for transferring binary files.

BLOCK Reads files of TYPE |, STRUCTURE FILE using block I/0O.

BYE Closes the current FTP connection, but remainsin the FTP
command interpreter.

BYTE Setsthe transfer byte sizeto size.

CD Changes the current working directory on the remote host to dir.

CDUP Changes the current working directory on the remote host by
moving up one level in the directory system.

CLOSE Closes the current FTP connection, but remainsin the FTP
command interpreter.

CONFIRM Turns on, off, or toggles (the default) interactive confirmation of
each command in aMULTIPLE command.

CONNECT Establishes a connection to the FTP server on host.

CPATH Changes the current working directory on the remote host to dir.

CREATE-DIRECTORY Creates the directory dir on the remote host.

CWD Changes the current working directory on the remote host to dir.

DELETE Deletes afile on the remote host.

DIRECTORY Obtains an annotated listing of the files on the remote host.

DISCONNECT Closesthe current FTP connection without waiting for a confirming
response from the remote host, but remains in the FTP command
interpreter.

EXIT Closes the current FTP connection and exits FTP.

EXIT-ON-ERROR Turns on, off, or toggles (the default) whether or not FTP
automatically exits when an error occurs.
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TableB-1 FTP Command Summary (Continued)

Command Description

GET Copiesremote_file from the remote host to local_file on the local
host.

HASH Turns on, off, or toggles (the default) the display of hash marks (#)
for each data buffer transferred.

HELP Displays FTP help information.

LCD Changes the current working directory on the local host to dir.

LDIR Displays the contents of your local working directory. LDIR isthe
same as LOCAL-DIRECTORY.

LIST Displays automatic login information for host.

LOCAL-CD Changes the current working directory on the local host to dir.

LOCAL-DIRECTORY

Displays the contents of your local working directory.

LOCAL-PWD Displays the current working directory on the local host.

LOGIN |dentifies you to aremote FTP server.

LPWD Displays the current working directory on the local host.

LS Displays a names-only listing of files on the remote host.

MDELETE Deletes multiple files on the remote host.

MGET Copies multiple files from the remote host to the local host.

MKDIR Creates the directory dir on the remote host.

MODE Setsthe transfer mode to COMPRESSED or STREAM (the
default).

MPUT Copies multiple files from the local host to the remote host.

MULTIPLE DELETE

Deletes multiple files on the remote host.

MULTIPLE GET

Copies multiple files from the remote host to the local host.

MULTIPLE PUT

Copies multiple files from the local host to the remote host.
MULTIPLE PUT isasynonym for MULTIPLE SEND. See
MULTIPLE SEND for more information.

MULTIPLE RECEIVE

Copies multiple files from the remote host to the local host.

MULTIPLE SEND

Copies multiple files from the local host to the remote host.
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TableB-1 FTP Command Summary (Continued)

Command Description

OPEN Establishes a connection to a host system.

PASSIVE Enables or disables "passive" mode for file transferswith FTP
servers on the opposite side of "firewall" gateways.

PASSWORD Sends a password to the remote FTP server explicitly, which
normally happens automatically during login.

PORT Specifies a TCP port number to use for the FTP control connection.

PROMPT-FOR- Turns on, off, or toggles (the default) whether or not FTP

MISSING- automatically prompts for missing command arguments.

ARGUMENTS

PROMPT-ON- Turns on, off, or toggles (the default) whether or not FTP

CONNECT automatically prompts for a user name and password after making a
connection.

PUSH Starts and attaches a DCL subprocess.

PUT Copieslocal_file on the local host to remote_file on the remote
host.

PWD Displays the current working directory on the remote host.

QUIT Closes the current FTP connection and exits FTP.

QUOTE Sends a string to the FTP server verbatim.

RECEIVE Copies remote-file from the remote host to local-file on the local
host.

RECORD-SIZE Sets or displays the record size for IMAGE mode transfers.

REMOTE-HELP

Displays information about commands available on the FTP server.

REMOVE-DIRECTORY

Deletes a directory on the remote host. REMOVE-DIRECTORY is
the same as RMDIR.

RENAME Renames files on the remote host.

RETAIN Turns on, off, or toggles (the default) the retention of OpenVMS
version numbersin file transfers.

RM Deletes afile on the remote host.

RMDIR Deletes a directory on the remote host.
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TableB-1 FTP Command Summary (Continued)

Command Description

SEND Copieslocal_file onthelocal host to remote file on the remote
host.

SET Sets automatic login information for host.

SHOW-DIRECTORY

Displays the current working directory on the remote host. SHOW
DIRECTORY isthe same as PWD.

SITE Specifies commands that are interpreted by the MultiNet FTP
server for use on the server host.

SPAWN Executes asingle DCL command, or if entered without options,
starts a subprocess with the same effect as PUSH.

STATISTICS Turns on, off, or toggles (the default) STATISTICS mode.

STATUS Displays the status of the FTP server.

STREAM Turns on, off, or toggles (the default) the creation of binary output
filesas Stream_LF files.

STRUCTURE Sets the transfer structure to structure.

TAKE Interprets FTP commandsin afile.

TENEX Changes the byte size for transferring binary filesto or from a
TOPS-20 system.

TYPE Setsthe transfer type to type.

USER I dentifies you to the remote FTP server.

VERBOSE Turns on, off, or toggles (the default) VERBOSE mode.

VERSION Prints information about the FTP program_version.
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ACCOUNT

Sends an account name to the remote FTP server. Use this command when connecting to hosts that
require account specifications in addition to a user name.

FORMAT
ACCOUNT account

PARAMETERS
account

Specifies the name of the account to be sent to the remote FTP server.

Restrictions
Use this command only when connected to a remote host.

EXAMPLE

FLOWERS. COW> account sal es
<Account “sales" accepted
FLOWERS.COM>
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AGET

Appends aremote file to afile on the local host. AGET is asynonym for APPEND GET. See
APPEND GET for more information.

FORMAT
AGET remote file[local_fil€]
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APPEND GET

Appendsremote file from the remote host to local_file on the local host. APPEND uses the current
settings for type, mode, and structure during file transfers. APPEND GET isthe same as AGET
and APPEND RECEIVE.

FORMAT
APPEND GET remote-file [local-fil€]

PARAMETERS
remote file

Specifies the name of the file on the remote host from which to copy.
local_file

Specifies the name of afile on theloca host to which thefileis to be appended.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the GET command.

* You cannot usethe APPEND GET command in STRUCTURE VM S made. If you try to do this,
FTP toggles temporarily into STRUCTURE FILE mode for the transfer.

EXAMPLE
This example shows how to append aremote fileto afile on the local host.

FLOWERS. COW> append get | ogi n.com

To local file: RETURN

<ASClI| retrieve of USERS:[HOLMES] LOG N.COM 1 started.
<Transfer conpleted. 2498 (8) bytes transferred.
FLOVWERS. COV>
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APPEND PUT

Appendslocal_fileon thelocal host to remote_file on the remote host. APPEND PUT isasynonym
for APPEND SEND. See APPEND SEND for more information.

FORMAT
APPEND PUT local_file remote file

B-9



FTP Command Reference APPEND RECEIVE

APPEND RECEIVE

Appends remote file from the remote host to local_file on the local host. APPEND RECEIVE isa
synonym for APPEND GET. See APPEND GET for more information.

FORMAT
APPEND RECEIVE remote file[local_fil€e]
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APPEND SEND

Appendslocal_file on the local host to remote file on the remote host. APPEND SEND uses the
current settings for type, mode, and structure during file transfers. APPEND SEND is the same as
APUT and APPEND PUT.

FORMAT
APPEND SEND local_file remote file

PARAMETERS
local_file

Specifies the name of the file on the local host to be copied.
remote file

Specifies the destination file name on the remote host.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the APPEND SEND command.
* The MultiNet FTP Server cannot APPEND to afilein STRUCTURE VM S mode.

EXAMPLE
This example shows how to append the LOGIN.COM file to the remote file FOO.COM.
FLOVERS. COM>append send | ogi n. com f 0o. com
<ASCI| Store of ST_ROOT:[ TMP] FOO. COM 12 started.

<Transfer conpleted. 2498 (8) bytes transferred.
FLOVWERS. COwv>
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APUT

Appendslocal_file on the local host to remote file on the remote host. APUT is a synonym for
APPEND PUT and APPEND SEND. See APPEND SEND for more information.

FORMAT
APUT local_file remote file

B-12



ASCIl FTP Command Reference

ASCII

Setsthetransfer typeto ASCI| for transferring text files. ASCIl isasynonym for TY PE ASCII. See
TYPE for more information.

FORMAT
ASCII

B-13



FTP Command Reference ATTACH

ATTACH

Detaches the terminal from the calling process and reattaches it to another process. Use the
SPAWN SHOW PROCESS /SUBPROCESSES command to list the names of subprocesses. Use

the DCL LOGOUT command to return to the original process. If the
MULTINET _DISABLE_SPAWN logical is enabled, ATTACH does not work.

FORMAT
ATTACH process-name

PARAMETERS

process_name
Specifies the name of a process to which you want your terminal attached. (Not all subprocesses

can be attached; some testing may be required.)
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BELL

Turns on, off, or toggles the sounding of a bell when afile transfer compl etes.

FORMAT
BELL mode

PARAMETERS
mode

Specifiesavalue of ON, OFF, or TOGGLE.

EXAMPLE
This example shows how to toggle the bell feature.
FTP>bel |
[Bell will now ring when operations conpl ete]
FTP>
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BINARY

Setsthe transfer type for transferring binary files. BINARY isasynonym for TYPE IMAGE. See
TYPE for more information.

FORMAT
BINARY
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BLOCK
Readsfilesof TYPE |, STRUCTURE FILE using block I/0.

FORMAT
BLOCK

Restrictions
Use this command only when connected to a remote host.
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BYE

Closes the current FTP connection, but remains in the FTP command interpreter.

FORMAT
BYE

Restrictions
Use this command only when connected to a remote host.

EXAMPLE
This example shows how to disconnect an FTP connection.
FLOAERS. COMbbye

<QUI'T command recei ved. Goodbye.
FTP
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BYTE

Setsthe transfer byte size to size.

FORMAT
BYTE size

PARAMETERS
size

Specifies the size to which to set the transfer byte size. The only permitted valueis 8 bits.
EXAMPLE

This example shows how to set the transfer byte size to 8 hits.

FLOAERS. COVBbyt e

Type: Logical-Byte (Byte Size 8), Structure: VMS, Mdde: Stream
FLOWERS. COW>
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CD

Changes the current working directory on the remote host to dir. CD isthe same as CPATH and
CWD.

FORMAT
CD dir

PARAMETERS
dir

Specifies the name of the directory to use as the current working directory.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the CD command.

EXAMPLE
This example shows how to change the default directory on the remote host to
USERS.JANONYMOUS].

FLOVWERS. COV>cd [ anonynous]
<Connect ed to USERS: [ ANONYMOUS] .
FLOVWERS. COV>
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CDuUP

Changes the current working directory on the remote host by moving up one level in the directory
system.

FORMAT
CDUP

Restrictions
¢ Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the CDUP command.
EXAMPLE
This example shows how to move up one directory on the remote host.
FLOVWERS. COV>cdup

<Connected to USERS: [ 000000] .
FLOWERS. COM>
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CLOSE

Closes the current FTP connection, but remains in the FTP command interpreter. CLOSE isa
synonym for BYE. See BY E for moreinformation.

FORMAT
CLOSE

B-22



CONFIRM FTP Command Reference

CONFIRM

Turns on, off, or toggles (the default) interactive confirmation of each command inaMULTIPLE
command.

FORMAT
CONFIRM mode

PARAMETERS
mode

Specifiesavalue of ON, OFF, or TOGGLE.

EXAMPLE

This example shows how to enable CONFIRM mode and use it with MGET to prompt for each file
name.

FLOVWERS. COV>confirm

[You will be asked to confirmeach transaction in a nultiple transaction]
FLOVERS. COVnget *. com

<Li st started.

<Transfer conpl et ed.

GET copy.con®? [YES] n

CET | ogi n.con? [YES] y

<VMS retrieve of USERS:[ HOLMES] LOG N. COM 1 started.

<Transfer conpleted. 2498 (8) bytes transferred.

FLOVWERS. COV>
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CONNECT
Establishes a connection to the FTP server on host. CONNECT is the same as OPEN.

FORMAT
CONNECT host

PARAMETERS
host

Specifies the name of the host to which to establish a connection. host is specified as either a
symbolic host name or as a dotted Internet address.

Restrictions
Do not use this command when connected to a remote host.

EXAMPLE
This example shows how to connect to the FLOWERS.COM host.

FTP>connect fl owers.com

Connecti on opened (Assuming 8-bit connections)
<FLOWERS. COM Mul ti Net FTP Server Process

<4.4 (nnn) at Fri 7-Apr-2002 7:42am PST
FLOVWERS. COV>
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CPATH

Changes the current working directory on the remote host to dir. CPATH isasynonym for CD. See
CD for more information.

FORMAT
CPATH dir
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FTP Command Reference CREATE-DIRECTORY

CREATE-DIRECTORY
Creates the directory dir on the remote host. CREATE DIRECTORY isthe sameas MKDIR.

FORMAT
CREATE-DIRECTORY dir

PARAMETERS
dir

Specifies the name of the directory to create.

Restrictions
® Use this command only when connected to a remote host.

* Most remote hosts require that you log in before using the CREATE-DIRECTORY command.

EXAMPLE
This example shows how to create the subdirectory "test".
FLOWERS. COVW>create-dir test

<"USERS:[HOLMES.TEST]" Directory created
FLOWERS.COM>
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CWD FTP Command Reference

CWD

Changes the current working directory on the remote host to dir. CWD is a synonym for CD. See
CD for more information.

FORMAT
CWD dir
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FTP Command Reference DELETE

DELETE

Deletes afile on the remote host. DELETE isthe same as RM.
FORMAT

DELETE file
PARAMETERS

file

Specifies the name of the file to delete.

Restrictions
® Use this command only when connected to a remote host.

* Most remote hosts require that you log in before using the DELETE command.

EXAMPLE
This example shows how to delete the file FOO.BAR from the remote host.
FLOVWERS. cOw>del foo. bar

<File deleted ok, file USERS:[HOLMES] FOO BAR; 1.
FLOWERS. COW>
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DIRECTORY FTP Command Reference

DIRECTORY

Obtains an annotated listing of the files on the remote host.

FORMAT
DIRECTORY [file_spec] [output_fil€]

PARAMETERS
file_spec
Specifies the file specification to use in the directory lookup on the remote host. If you do not

specify file_spec, the current working directory on the remote host is used. Any wildcards you
specify are interpreted in the context of the remote host operating system.

output_file

Specifies the name of the file to which to write the directory listing. If you do not specify
output_file, thelist isdirected to SY SSOUTPUT..

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the DIRECTORY command.

EXAMPLE
This example shows how to retrieve list of files that match the wildcard "*.COM".

FLONERS. COWdi r *.com

<Li st started.

USERS: [ HOLMES]

COPY. COM 4 2 1- APR- 2002 08: 49 [HOLMES] (RWD, RW\D, R R)
LOG N. COM 1 5 1- APR- 2002 01:25 [HOLMES] (RWD, RWD, R, R)
Total of 7 blocks in 2 files.

<Transfer conpl et ed.

FLOWERS. COw>
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FTP Command Reference DISCONNECT

DISCONNECT

Closes the current FTP connection without waiting for a confirming response from the remote host,
but remainsin the FTP command interpreter.

FORMAT
DISCONNECT

Restrictions
Use this command only when connected to a remote host.

EXAMPLE

FLOWNERS. COW-di sc
FTP>
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EXIT FTP Command Reference

EXIT

Closes the current FTP connection and exits FTP. QUIT isthe same as EXIT.

FORMAT
EXIT

EXAMPLE

FLOVERS. COV>exi t
<QUIT command recei ved. CGoodbye.
$
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FTP Command Reference EXIT-ON-ERROR

EXIT-ON-ERROR

Turns on, off, or toggles (the default) whether or not FTP automatically exits when an error occurs.

If EXIT-ON-ERROR is enabled, FTP automatically exitsif an error occurs. After exiting, the DCL
symbol $STATUS contains the status code of the last error to occur. If the last error was reported
by the FTP server, it contains the value %X 1000002C + (%X 10000 * ftp_error_code).

FORMAT
EXIT-ON-ERROR mode

PARAMETERS
mode

Specifiesavalue of ON, OFF, or TOGGLE.

EXAMPLE

This example shows how to use EXIT-ON-ERROR to automatically exit when an error occurs.
Here the error was not an FTP error.

FTP>exi t-on-error

[WIl exit when an error occurs]

FTP>connect 1.2.3.4

1.2.3.4: 9%ULTI NET- F- ETI MEDOUT, Connection tinmed out
$ sho synbol $status

$STATUS == " %X100081E4"

This example shows how EXIT-ON-ERROR exits automatically when an error occurs. Here the
FTP Server responded as follows to the command user unknown password:

FTP>exi t-on-error

[WIl exit when an error occurs]

FTP>connect sonehost

Connecti on opened (Assuming 8-bit connections)

<Sonehost Multi Net FTP Server Process V4.4(15) at Thu 4-May-02 2: 37PM PDT
SOVEHOST>user unknown password

<USYSTEM F- I NVLOA N, login information invalid at renote node

$ show synbol $stat us

$STATUS == "uX1212002C'
$ wite sys$out put ($status-%X1000002C)/ %10000
530

530 %SYSTEM F-INVLOGA N, login information invalid at renote node
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GET FTP Command Reference

GET

Copiesremote_file from the remote host to local_file on the local host. The current settings for
type, mode, and structure are used during file transfers. GET isthe same as RECEIVE.

FORMAT
GET remote-file [local-fil€]

PARAMETERS
remote-file

Specifies the name of the file on the remote host.
local-file

Specifies the name of the file on the local host.

QUALIFIERS
/FDL

Obtains afile previously saved with the PUT /FDL command. When you create afile with the PUT
/FDL qudlifier, afile description language (FDL) fileis created at the sametime asthe origind file.
The output file is converted to raw block format. When you retrieve afile with GET /FDL, the
original format is restored using the attributes stored in the FDL file. If you don't use the /FDL
qualifier with the GET command, the new raw block format isretained. In any case, the FDL fileis
retained and must be deleted independently. The /FDL qualifier provides compatibility with
Compaq TCP/IP Servicesfor OpenVMS (formerly UCX). The FDL file has the same name except
the string FDL is appended to the end.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the GET command.

EXAMPLE
This example shows how to transfer afileto the local host.

FLOVERS. COV>get | ogi n. com

To local file: RETURN

<VMS retrieve of USERS:[ HOLMES] LOG N. COM 1 started.
<Transfer conpleted. 2498 (8) bytes transferred.
FLOVWERS. COV>
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FTP Command Reference HASH

HASH
Turns on, off, or toggles (the default) the display of hash marks (#) for each data buffer transferred.

FORMAT
HASH mode

PARAMETERS
mode

Specifiesavalue of ON, OFF, or TOGGLE.

EXAMPLE
This example shows how to display hash marks during a GET file transfer.

FLOVWERS. COVFhash

[Hash marks will be printed during transfers]
FLOVWERS. COMget | ogi n. com | ogi n. com

<VMS retrieve of USERS: [ HOLMES] LOG N. COM 1 start ed.
H#iHH

Transfer conpl eted. 2498 (8) bytes transferred.
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HELP FTP Command Reference

HELP

Displays FTP help information. Type HELP ?to see alist of HEL P topics. Type HELP without an
argument to display genera help information.

FORMAT
HELP [command]

PARAMETERS
command

Specifies the name of the command about which you want help.

EXAMPLE

FTP>hel p

The HELP command prints on-line help for the FTP user program The
argurment to HELP selects the particular FTP conmand about which help is
desired. In addition to the FTP commands, several control characters can
be typed while file transfers are in progress:

Control - A shows the progress of a data transfer.

Control -G aborts the file transfer and returns to FTP command | evel .
Control -P spawns a new conmand interpreter.

FTP>
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FTP Command Reference LCD

LCD

Changes the current working directory on the local host to dir. LCD isasynonym for LOCAL-CD.
See LOCAL-CD for more information.

FORMAT
LCD dir
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LDIR FTP Command Reference

LDIR
Displays the contents of your local working directory. LDIR isthe sameas LOCAL-DIRECTORY.

FORMAT
LDIR

EXAMPLE

FTP>ldir *.com

USERS: [ FLOVERS. DOC. V32]

DOC. cav 2 1 1- APR- 2002 01: 36 FLONERS_FI LES ( R\ED, RVED,
LOd N. COM 3 5 1- APR- 2002 19: 07 FLONERS_FI LES ( RAED, RVED,
LOd N. COM 2 5 1- APR- 2002 19: 04 FLONERS_FI LES ( R\ED, RVED, ,
LOGd N. COM 1 5 1- APR- 2002 18: 49 FLOAERS FI LES ( R\ED, RVED, ,
Total of 16 blocks in 4 files.

FTP>

~— — — —
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FTP Command Reference LIST

LIST

Displays automatic login information for host. Seethe SET command for information about setting
automatic login information for a host.

FORMAT
LIST [hosi]

PARAMETERS
host
Specifies the host whose automatic login information you are trying to display. If you do not

specify host, LIST displays automatic login information for al hosts for which login information
has been set.

Restrictions
Do not use this command when connected to a remote host.

EXAMPLE
This example shows how to set and list information for the DSINTERNIC.NET host.

FTP>set ds.internic.net /user=anonynous /pass=guest
FTP>l i st
DS. | NTERNI C. NET
User: anonynous
Password: guest
FTP>
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LOCAL-CD FTP Command Reference

LOCAL-CD

Changes the current working directory on thelocal host to dir. LOCAL-CD isthesameas LCD.

FORMAT
LOCAL-CD dir

PARAMETERS
dir

Specifies the name of the directory to which to change the current working directory.

EXAMPLE
FTP>lcd [-]
Connect ed to USERS: [ FLONERS. DOC] .
FTP>
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FTP Command Reference LOCAL-DIRECTORY

LOCAL-DIRECTORY

Displays the contents of your local working directory. LOCAL-DIRECTORY isasynonym for
LDIR. See LDIR for more information.

FORMAT
LOCAL-DIRECTORY
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LOCAL-PWD FTP Command Reference

LOCAL-PWD
Displays the current working directory on the local host. LOCAL-PWD is asynonym for LPWD.

FORMAT
LOCAL-PWD
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FTP Command Reference LOGIN

LOGIN

Identifies you to aremote FTP server. LOGIN isthe same as USER.

FORMAT

LOGIN user [password]

PARAMETERS

user
Specifies your user name on the remote server.
password

Specifies your password on the remote server. If you do not specify password and the remote site
requires one, you are prompted for it. In either case, the password is not echoed.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts do not allow you to use LOGIN once you have already logged in.

EXAMPLE
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This example shows how to connect to a remote host and log in.

$ ftp irisd.com

Connecti on opened (Assuming 8-bit connections)

<I Rl SD. COM Mul ti Net FTP Server Process 4.4(nn) at Fri 7-Apr-2002 7:42anPST
| Rl SD. COW»l ogi n HOLMES password

<User HOLMES | ogged into Ul:[HOLMES] at Fri 7-Apr-2002, 19:13, job 433.

| RI SD. COw>



LPWD FTP Command Reference

LPWD
Displays the current working directory on the local host. LPWD isthe same as LOCAL-PWD.

FORMAT
LPWD

EXAMPLE

FTP>| pwd
Connect ed to USERS: [ FLONERS. DOC] .
FTP>
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FTP Command Reference LS

LS

Displays a names-only listing of files on the remote host. You can use wildcard specifications.

FORMAT
LS [file_spec] [output_fil€]

PARAMETERS
file_spec
Specifies the file specification to use in the directory lookup on the remote host. If you do not

specify file_spec, the current working directory on the remote host is used. Any wildcards used are
interpreted in the context of the remote host operating system.

output_file

Specifies the name of the file to which to write the directory listing. If output_fileis not specified,
thelist isdirected to SY SSBOUTPUT:.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the LS command.

EXAMPLE

This example shows how to retrieve the directory listing of the files matching the wildcard
character *.

FLONERS. COWl s *.
<Li st started.

$mai | i nterface.
mymai | .

t odo.

<Transfer conpl eted.
FLOWERS. COw>
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MDELETE FTP Command Reference

MDELETE

Deletes multiple files on the remote host. MDELETE isasynonym for MULTIPLE DELETE. See
MULTIPLE DELETE for more information.

FORMAT
MDELETE files
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FTP Command Reference MGET

MGET

Copies multiple files from the remote host to the local host. MGET is asynonym for MULTIPLE
GET. See MULTIPLE GET for more information.

FORMAT
MGET files
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MKDIR FTP Command Reference

MKDIR

Creates the directory dir on the remote host. MKDIR is asynonym for CREATE-DIRECTORY.
See CREATE-DIRECTORY for more information.

FORMAT
MKDIR dir

MODE
Sets the transfer mode to COMPRESSED or STREAM (the default).

FORMAT
MODE mode

PARAMETERS
mode

Specifies one of two values: COMPRESSED or STREAM (the default).

Restrictions
* The MODE command can only be used when connected to a remote host.

* Not al modes are supported by all remote hosts.

EXAMPLE
This example shows how to enable COMPRESSED mode.
FLOVWERS. conpnode ¢

Type: Ascii (Non-Print), Structure: VM5, Mde: Conpression
FLOWERS>COM>
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FTP Command Reference MPUT

MPUT

Copies multiple files from the local host to the remote host. MPUT is a synonym for MULTIPLE
SEND. See MULTIPLE SEND for more information.

FORMAT
MPUT files
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MULTIPLE DELETE FTP Command Reference

MULTIPLE DELETE

Deletes multiple files on the remote host. If you have turned on CONFIRM, (to confirm multiple
transactions interactively), you are asked to confirm the deletion of each file. MULTIPLE
DELETE isthe sameas MDELETE.

FORMAT
MULTIPLE DELETE files

PARAMETERS
files

Specifies which files to delete. Wildcard charactersin files are expanded on the remote host.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the MULTIPLE DELETE command.

EXAMPLE
This example shows how to delete al files matching the remote wildcard * character.

FLOVERS. COWnul tipl e delete *.com*

< List started

<Transfer conpl et ed.

<File del eted ok, file USERS:[ FLOAERS. DOC. V32] LOG N. COM 3.
<File deleted ok, file USERS: [ FLONERS. DOC. V32] LOG N. COM 2.
<File deleted ok, file USERS: [ FLONERS. DOC. V32] LOG N. COM 1.
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FTP Command Reference MULTIPLE GET

MULTIPLE GET

Copies multiple files from the remote host to the local host. If you have turned on CONFIRM (to
confirm multiple transactions interactively), you are asked to confirm the transfer of each file.
MULTIPLE GET isthesameas MGET and MULTIPLE RECEIVE.

FORMAT
MULTIPLE GET files

PARAMETERS
files

Specifies the names of the files to be copied. Wildcard characters are expanded on the remote host.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the MULTIPLE GET command.

EXAMPLE
This example shows how to transfer all files matching the * wildcard character.

FLOVWERS. COWnul tipl e get *.com

<Li st started.

<Transfer conpl et ed.

<VMS retrieve of USERS: [ HOLMES] COPY. COM 4 started.
<Transfer conpleted. 732 (8) bytes transferred.
<VMS retrieve of USERS:[ HOLMES] LOG N. COM 1 started.
<Transfer conpleted. 2498 (8) bytes transferred.
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MULTIPLE PUT FTP Command Reference

MULTIPLE PUT

Copies multiple files from the local host to the remote host. MULTIPLE PUT isa synonym for
MULTIPLE SEND. See MULTIPLE SEND for more information.

FORMAT
MULTIPLE PUT files
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FTP Command Reference MULTIPLE RECEIVE

MULTIPLE RECEIVE

Copies multiple files from the remote host to the local host. MULTIPLE RECEIVE is a synonym
for MULTIPLE GET. See MULTIPLE GET for more information.

FORMAT
MULTIPLE RECEIVE files
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MULTIPLE SEND FTP Command Reference

MULTIPLE SEND

Copies multiple files from the local host to the remote host. If you have turned on CONFIRM (to
confirm multiple transactions interactively), you are asked to confirm the transfer of each file.
MULTIPLE SEND isthe sameas MULTIPLE PUT and MPUT.

FORMAT
MULTIPLE SEND files

PARAMETERS
files

Specifies which files to copy. Wildcard charactersin files are expanded on the local host.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the MULTIPLE SEND command.

EXAMPLE
This example shows how to transfer the files which match the "*.COM" wildcard.

YOYDYNE. COVPmul ti pl e send *. com

<VM5 Store of ST_ROOT: [ TMP] COPY. COM 4 start ed.
<Transfer conpleted. 732 (8) bytes transferred.
<VMs Store of ST_ROOT:[TMP] FI X. COM 3 start ed.
<Transfer conpleted. 496 (8) bytes transferred.
<VMs Store of ST_ROOT: [ TMP] FOO. COM 11 start ed.
<Transfer conpleted. 436 (8) bytes transferred.
<VMS Store of ST_ROOT:[TMP] LOG N. COM 4 start ed.
<Transfer conpleted. 2498 (8) bytes transferred.
YOYDYNE. COV>
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FTP Command Reference OPEN

OPEN

Establishes a connection to a host system. OPEN is a synonym for CONNECT. See CONNECT
for more information.

FORMAT
OPEN host
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PASSIVE FTP Command Reference

PASSIVE

Enables or disables "passive" mode for file transfers with FTP servers on the opposite side of
"firewall" gateways.

FORMAT
PASSIVE [state]

PARAMETERS
state

Specifiesavalue of ON, OFF, or TOGGLE.

DESCRIPTION

Typically, when an FTP client requests data from an FTP server, the server attemptsto establish a
connectionwith the client over whichit transfersthe data. If a"firewall" gateway separatesthe FTP
client and server, the gateway may prohibit incoming connections. The solution isto enable
"passive" mode transfers, in which the FTP server asks the FTP client to initiate the connection.

Note! Not all FTP servers support passive mode transfers.

The PASSIVE command lets you explicitly enable or disable passive mode. When you don't
specify a state, the current state is toggled.

EXAMPLE

Thisexample uses PASSIVE to allow the server to transfer adirectory listing across aconnection
established by the FTP client rather than the server.

FTP>connect ftp.abc.com

Connecti on opened (Assuming 8-bit connections)

<HQ ABC. COM Mul ti Net FTP Server Process 4.4(14) at Wed 8-Mar-02 10: 57AM
PST

HQ. ABC. COVuser anonynous

<anonynous user ok. Send real ident as password.

Passv\ord R R O Sk O O

<Wel cone to ABC s Anonynmous FTP directory

<Quest User WHORFI NG@LOWERS. COM | ogged i nt o USERS: [ ANONYMOUS. ABC] at Wed
8- Mar-02 11: 15AM PST, job 208040a2.

<Directory and access restrictions apply

HQ ABC. COWpassi ve on

[ Passive node is ON for transfers]

HQ ABC. Covdi r

<Li st started.

FTP_ANON: [ 000000]

. I NDEX; 32 3  6-APR-2002 00: 00 [ WEBMASTER] R, RAED, RVED, R)

. VELCQOIVE; 4 2 16-MAR-2002 17:19 [WEBMASTER] R, RAED, RWED, R)
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FTP Command Reference PASSIVE

ABOUT. TXT; 8 5 27-MAR-2002 14:54 [ WEBMASTER] R, RVED, RWED, R)
COVPANY_| NFORVATI ON. DI R; 1]
1 3-JAN-2002 13:54 [WEBMASTER] (R, RWED, RVED, R)
CUSTOVER _SUPPORT. DI R 1
1 3-JAN-2002 13:55 [ WEBMASTER] R, RWED, RVED, R)
544 27-MAR- 2002 10:29 [ WEBMASTER] R, RAED, RWED, R)
NFSACL. PS; 1 72 27- MAR-2002 10:29 [ WEBMASTER] R, RVED, RVED, R)
NFSACL. TXT; 1 13 27-MAR 2002 10:29 [ WEBMASTER] R, RWED, RVED, R)
PRODUCTS_AND_SERVI CES. DI R, 1
1 3- JAN- 2002 13:58 [WEBMASTER] (R RWED, RVED, R)
SERVER MAP. TXT; 54 60  6- APR-2002 00: 04 [ WEBMASTER] ( RWED, RWED, RVED, R)
SET2048. VAR, 2 5  27-MAR-2002 10:29 [ WEBVMASTER] (R, RWED, RVED, R)
TH RD_PARTY_TOOLS. DI R 1
1 3-JAN-2002 13:58 [ WEBVASTER] (R, RWED, RVED, R)

UNZI P. EXE; 3 155  27- MAR- 2002 10:29 [WEBMASTER| R RWED, RVED, R)
UNZI P_ALPHA. EXE; 1 163 27- MAR-2002 10:29 [ WEBMASTER] (R, RWED, RWED, R)
VMBI O H; 12 7 27-MAR-2002 10:29 [ WEBMASTER] (R, RWED, RVED, R)

VWHATS NEW TXT; 1 1 5- MAR- 2002 16: 31 [ VWEBVASTER] (R, RVED, RWED, R)
Total of 1033 blocks in 15 files.

<Transfer conpl et ed.

HQ ABC. COW>
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PASSWORD FTP Command Reference

PASSWORD

Sends a password to the remote FTP server explicitly, which normally happens automatically
during login.

FORMAT
PASSWORD password

PARAMETERS
password

Specifies the password to send to the remote server. The password is not echoed when typed.

Restrictions
® Use this command only when connected to a remote host.

* Most remote hosts require that the password be sent as part of the login procedure only.

EXAMPLE
This example shows how to send a password to the remote host.
FLOVWERS. COW>pass ai rpl ane

<Password accepted, thank you.
FLOVERS. COV>
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FTP Command Reference PORT

PORT

Specifies a TCP port number to use for the FTP control connection. Use this command only when
connecting to an FTP server that provides a nonstandard FTP control connection port number.

FORMAT
PORT port

PARAMETERS
port

Specifies the port to use when establishing the FTP control connection with the remote server
system.

EXAMPLE

This example shows how to explicitly specify a port number for the FTP control connection with
the remote host.

FLOWERS. COVport 1099
FLOVWERS. COV>
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PROMPT-FOR-MISSING-ARGUMENTS FTP Command Reference

PROMPT-FOR-MISSING-ARGUMENTS

Turns on, off, or toggles (the default) whether or not FTP automatically prompts for missing
command arguments.

FORMAT
PROMPT-FOR-MISSING-ARGUMENTS mode

PARAMETERS
mode

Specifiesavalue of ON, OFF, or TOGGLE.

EXAMPLE
This example shows how to use the PROMPT-FOR-MISSING-ARGUMENTS command.

FTP>pr onpt - f or - m ssi ng- argunent s

{WIIl NOT prompt for mssing argunents];
SALES. FLONERS. COV>get

?M ssing renote fil enanme

SALES. FLONERS. COW>
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FTP Command Reference  PROMPT-ON-CONNECT

PROMPT-ON-CONNECT

Turns on, off, or toggles (the default) whether or not FTP automatically prompts for a user name
and password after making a connection.

FORMAT
PROMPT-ON-CONNECT mode

PARAMETERS
mode

Specifiesavalue of ON, OFF, or TOGGLE.

EXAMPLE

This example shows how to use PROMPT-ON-CONNECT to automatically prompt for a user
name and password when a connection is made.

FTP>pr onpt - on- connect

[WIl automatically pronpt for usernanme and password]

FTP>connect ftp.yod.com

Connecti on opened (Assuming 8-bit connections)

<FTP. YOD. COM Mul ti Net FTP Server Process 4.4(nn) at Fri 7-Apr-2002 7:42am
PST

User name: HOLMES

Passwor d:

<User HOLMES | ogged into USERS: [ HOLMES] at Fri 7-Apr-2002 14:42, job
2060011f.

FTP. YOD. COV>
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PUSH FTP Command Reference

PUSH

Starts and attaches a DCL subprocess. If aparent process exists, attach to it. To return from DCL,
use the ATTACH or the LOGOUT command. To switch back from a DCL subprocess, use the
ATTACH command. If the MULTINET_DISABLE_SPAWN logical is set, PUSH does not work.

FORMAT
PUSH
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FTP Command Reference PUT

PUT

Copiesloca_file on the local host to remote file on the remote host. The current settings for type,
mode, and structure are used during file transfers. PUT isthe same as SEND.

FORMAT
PUT local_fileremote file

PARAMETERS
local-file

Specifies the name of the file on the local host.
remote-file

Specifies the name of the file on the remote host.

QUALIFIERS
/FDL

Putsafilein FDL format. When you create afile with the PUT /FDL qualifier, afile description
language (FDL) fileis created at the same time asthe original file. The output file is converted

to raw block format. When you retrieve afilewith GET /FDL, the original format is restored using
the attributes stored in the FDL file. If you do not use the /[FDL qualifier with the GET command,
the new raw block format isretained. In any case, the FDL fileis retained and must be deleted
independently. The /FDL qualifier provides compatibility with Compag TCP/IP Services for
OpenVMS (formerly UCX). The FDL file has the same name except the string FDL is appended to
the end of the file name.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the PUT command.

EXAMPLES
This example copiesthe file LOGIN.COM to the remote file FOO.COM.

FLOWERS. COW>put | ogi n. com foo. com

<VMs Store of ST_ROOT: [ TMP] FOO. COM 12 start ed.
<Transfer conpleted. 2498 (8) bytes transferred.
FLOVWERS. COw>

This example copies AFILE.TXT to BFILE.TXT and creates the additional BFILE. TXTFDL file.
The BFILE.TXTFDL fileisin ASCII format and is an appropriate FDL description of
AFILE.TXT.
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FLOWNERS. COM-PUT / FDL AFI LE. TXT BFI LE. TXT

<ASCI| Store of USERS:[HOLMES] BFI LE. TXTFDL; 1 started.
<Transfer conpleted. 888 (8) bytes transferred.

<I MACE Store of USERS:[HOLMES] BFI LE. TXT; 1 started.
<Transfer conpleted. 6 (8) bytes transferred.

fl owers.com
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FTP Command Reference PWD

PWD

Displays the current working directory on the remote host. PWD is a synonym for SHOW-
DIRECTORY. See SHOW-DIRECTORY for more information.

FORMAT
PWD
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QUIT FTP Command Reference

QUIT

Closes the current FTP connection and exits FTP. QUIT is a synonym for EXIT. See EXIT for
more information.

FORMAT
QUIT
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FTP Command Reference QUOTE

QUOTE

Sends a string to the FTP server verbatim. You can use QUOTE to access non-standard commands
on the FTP server.

FORMAT
QUOTE string

PARAMETERS
string

Specifies a string to send to the server.

Restrictions
Use this command only when connected to a remote host.

EXAMPLE
This example shows how to send a NOOP command to the remote host.
FLOVERS. COM>quot e noop

<NOOP command successful .
FLOWERS. COW>
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RECEIVE FTP Command Reference

RECEIVE

Copiesremote-filefrom the remote host to local-fileon thelocal host. The current settingsfor type,
mode, and structure are used during file transfers. RECEIVE isasynonym for GET.

FORMAT
RECEIVE remote-file[local-fil€]

PARAMETERS
remote-file

Specifies the name of the file on the remote host.
local-file

Specifies the name of the file on the local host.

QUALIFIERS
/FDL

Gets afile previously saved with the PUT /FDL command. When you create afile with the PUT
/FDL qudlifier, afile description language (FDL) fileis created at the sametime asthe origind file.
The output file is converted to raw block format. When you retrieve afile with RECEIVE /FDL,
the original format isrestored using the attributes stored in the FDL file. If you do not use the /FDL
qualifier with the RECEIV E command, the new raw block format is retained. In any case, the FDL
fileisretained and must be deleted independently. The /[FDL qualifier provides compatibility with
Compaq TCP/IP Servicesfor OpenVMS (formerly UCX). The FDL file has the same name except
the string FDL is appended to the end of the file name.

Restrictions

® Use this command only when connected to a remote host.
* Most remote hosts require that you log in before using the GET command.

EXAMPLE
This example shows how to transfer afileto the local host.

FLOVWERS. COWPr ecei ve | ogi n. com

To local file: RETURN

<VMS retrieve of USERS:[ HOLMES] LOG N. COM 1 started.
<Transfer conpleted. 2498 (8) bytes transferred.
FLOVWERS. COV>
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FTP Command Reference RECORD-SIZE

RECORD-SIZE
Sets or displaysthe record size for IMAGE mode transfers.

FORMAT
RECORD-SIZE [size]

PARAMETERS
size

Specifiesthe record size for IMAGE mode transfers. Values range from 1 to 32767. When omitted,
the current setting is displayed. The default record size is 512 bytes.

EXAMPLE

$ ftp ftp.yod.com

FTP. YOD. COM Mul ti Net FTP user process 4.4(nnn)

Connecti on opened (Assuming 8-bit connections)

<FTP. YOD. COM Mul ti Net FTP Server Process 4.4(nnn) at Fri 7-Apr-2002
7:42am PST

FTP>record 1024

FTP>record

Record size for I MAGE files: 1024

FTP>
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REMOTE-HELP FTP Command Reference

REMOTE-HELP

Displays information about commands available on the FTP server.

FORMAT
REMOTE-HELP

Restrictions
Use this command only when connected to a remote host.

EXAMPLE
This example shows how to retrieve help from a remote host.

UNI X. FLONERS. COVr enot e- hel p

<The followi ng conmands are recogni zed (* =>"s uni npl enented).

USER PORT STOR MBAMF RNTO NLST MKD
PASS PASV APPE MRSQ* ABOR SITE XMKD
ACCT* TYPE M_FL* MRCP* DELE SYST RVD
SMNIT* STRU MAI L* ALLO VD STAT XRVD
REI N* MODE MSND* REST XCOWD HELP PWD
< QUT RETR MSOWF RNFR LI ST NOOP XPWD
<Direct comments to ftp-bugs@cbarpa. Berkel ey. EDU.

UNI X. FLOVXERS. COw>

ANNNNANNA

CDUP
XCUP
STQU
SI ZE
MDTM
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FTP Command Reference REMOVE-DIRECTORY

REMOVE-DIRECTORY
Deletes a directory on the remote host. REMOVE-DIRECTORY isthe sameas RMDIR.

FORMAT
REMOVE-DIRECTORY dir

PARAMETERS
dir

Specifies the name of the directory to be removed.

Restrictions

® Use this command only when connected to a remote host.

* Most remote hosts require that you be logged in before using the REMOV E-DIRECTORY
command.

EXAMPLE
This example shows how to delete the "test" subdirectory from the remote host.
FLOVERS. COWr enpve-directory test

<"USERS:[HOLMES.TEST]" Directory deleted
FLOWERS.COM>
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RENAME FTP Command Reference

RENAME

Renames files on the remote host.

FORMAT
RENAME filel file2

PARAMETERS
filel

Specifies the name of the file to be renamed.

file2

Specifies the new name of filel.
Restrictions

® Use this command only when connected to a remote host.

* Most remote hosts require that you log in before using the RENAME command.
EXAMPLE

This example shows how to rename COPY.COM to NEWCOPY.COM on the remote host.

FLOWNERS. COV>r enane Copy. com newcopy. com

<A d FILE renaned to USERS: [ HOLMES] NEWCOPY. COM 1.
FLOVWERS. COW>
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FTP Command Reference RETAIN

RETAIN

Turns on, off, or toggles (the default) the retention of OpenVMS version numbersin file transfers.
By default, version numbers are stripped from OpenVMS file names before they are sent over the
network.

FORMAT
RETAIN mode

PARAMETERS
mode

Specifiesavalue of ON, OFF, or TOGGLE.

EXAMPLE
This example shows how to enable retention of OpenVM S version numbers.
FTP>retain

[Transferred files will retain their version nunbers]
FTP>
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RM FTP Command Reference

RM

Deletes afile on the remote host. RM is a synonym for DELETE. See DELETE for more
information.

FORMAT
RM file
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FTP Command Reference RMDIR

RMDIR

Deletes a directory on the remote host. RMDIR is a synonym for REMOVE-DIRECTORY. See
REMOVE-DIRECTORY for more information.

FORMAT
RMDIR dir
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SEND FTP Command Reference

SEND

Copiesloca_file on the local host to remote file on the remote host. The current settings for type,
mode, and structure are used during file transfers. SEND isthe same as PUT.

FORMAT

SEND local_file remote file

PARAMETERS
local_file
Specifies the name of the file on the local host to be copied.

remote file

Specifies the destination file name on the remote host.

QUALIFIERS
/FDL

Sendsafilein FDL format. When you create afilewiththe SEND /FDL qualifier, afile description
language (FDL) fileis created at the same time asthe original file. The output file is converted to
raw block format. Whenyou retrieveafilewith GET /FDL, theoriginal format isrestored using the
attributes stored in the FDL file. If you do not use the /FDL qualifier with the GET command, the
new raw block format is retained. In any case, the FDL file isretained and must be del eted
independently. The /FDL qualifier provides compatibility with Compag TCP/IP Services for
OpenVMS (formerly UCX). The FDL file has the same name except the string FDL is appended to
the end of the file name.

Restrictions
® Use this command only when connected to a remote host.

* Most remote hosts require that you log in before using the SEND command.

EXAMPLE
This example shows how to transfer the file LOGIN.COM to the remote file FOO.COM.
FLOVERS. COWsend | ogi n. com f 00. com

<VMs Store of ST_ROOT: [ TMP] FOO COM 12 start ed.
<Transfer conpleted. 2498 (8) bytes transferred.
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FTP Command Reference SET

SET

Sets automatic login information for host.

FORMAT
SET host

PARAMETERS
host

Specifies the host for which you want to set automatic login information.

QUALIFIERS
/USER:username

Specifies the user name sent when a connection is made to host.
/PASSWORD:password

Specifies the password sent when a connection is made to host.
IACCOUNT:account

Specifies the account is sent when a connection is made to host.

DESCRIPTION

When a connection to host is made, FTP uses the information set to automatically log in. This
command is usually used in the FTRINIT file to specify alist of hosts and their login information.
If FTRINIT contains passwords in clear text, it is imperative that you protect the file from access
by other users. If you specify /USER but not /PASSWORD, an automatic login is attempted and, if
necessary, a password prompt displayed.

Restrictions
Do not use this command when connected to a remote host.

USAGE NOTE
If you do not specify any qualifiers, any automatic login information is cleared.

EXAMPLE
This example sets the user name and password for the host DS.INTERNIC.NET.

FTP>ds.internic.net /user:anonynous /pass: guest
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SHOW-DIRECTORY FTP Command Reference

SHOW-DIRECTORY

Displays the current working directory on the remote host. SHOW DIRECTORY isthe same as
PWD.

FORMAT
SHOW-DIRECTORY

Restrictions
¢ Use this command only when connected to a remote host.

* Most remote hosts require that you log in before using the SHOW-DIRECTORY command.

EXAMPLE
This example shows how to retrieve the remote default directory.
FLOVWERS. COV>show

<'ST_ROOQOT: [TMP]” is current directory.
FLOWERS.COM>
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FTP Command Reference SITE

SITE

Specifies commands that are interpreted by the MultiNet FTP server for use on the server host.

FORMAT
SITE command

PARAMETERS
command

Selects acommand from the following:

RMSRECSIZE n | Indicatesanon-default record sizefor filestransferred in IMAGE modeto
the FTP server. Record size values can range from 1 to 32767; the default
is512 bytes.

SPAWN Allows users to execute commands on the server host. The command
must not require aterminal device, and must exit on completion. You
cannot use this command during an anonymous FTP session.
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SPAWN FTP Command Reference

SPAWN

Executes asingle DCL command, or if entered without options, starts a subprocess with the same
effect as PUSH. To return from DCL, use the LOGOUT command. If the
MULTINET _DISABLE_SPAWN logical is set, SPAWN does not work.

FORMAT
SPAWN ' [command]

PARAMETERS
command

Specifies acommand to execute. If you omit command, a DCL command line subprocessis
created.

QUALIFIERS
/INPUT =file-spec
Specifies an input file to the command you enter with SPAWN.

/ILOGICAL_NAMES
INOLOGICAL_NAMES

Specifies that logical names and logical hame tables are not copied to the subprocess.

ISYMBOLS
INOSYMBOLS

Specifies that global and local names are not passed to the subprocess.

IWAIT
INOWAIT

Returns control without waiting for the command to complete. Do not use this qualifier with
commands that have prompts or screen displays.

/OUTPUT=file-spec

Specifies afile that retains the output of the command invoked with SPAWN. This qualifier only
works when a single command is entered without creating a DCL subprocess. In addition, this
qualifier is positional; you must enter it immediately after SPAWN or other qualifiers.
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FTP Command Reference STATISTICS

STATISTICS

Turns on, off, or toggles (the default) STATISTICS mode. In STATISTICS mode, FTP displays,
upon completion of file transfers, timing statistics about the transfer.

If thelogical MULTINET _FTP_STATISTICS IN_HHMMSS isdefined with either 1, T, or Y, then
the elapsed time displaysin HH:MM:SS format if statistics are requested using the STATISTICS
mode.

FORMAT
STATISTICS mode

PARAMETERS
mode

Specifiesavalue of ON, OFF, or TOGGLE.
EXAMPLE

This example shows how to enable STATISTICS mode.

FTP>stati stics

[Transfer statistics printing is O\
FTP>
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STATUS FTP Command Reference

STATUS
Displays the status of the FTP server.

FORMAT
STATUS [data]

PARAMETERS
data

Sends this command data to the FTP server; data depends on the implementation of the FTP server.
This parameter is optional.

Restrictions
Use this command only when connected to a remote host.

EXAMPLE

FLOVERS. COWst at us

<FLOVWERS. COM Mul ti Net FTP Server Process 4.4(nnn)
<User HOLMES is logged into directory ST_ROOT: [ TMP]
<The current transfer paraneters are:

< MODE S

< Stru O VM5

< TYPE A N

<A connection is open to host FLONERS. COM

<The data connection is CLOSED.

FLOVWERS. COM
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FTP Command Reference STREAM

STREAM

Turns on, off, or toggles (the default) the creation of binary output files as Stream_LF files.

FORMAT
STREAM mode

PARAMETERS
mode

Specifies ON, OFF, or TOGGLE.

EXAMPLE

FLOVWERS. COVPst r eam
[ IMAGE files will be witten as Stream LF format]
FLOVERS. COV>
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STRUCTURE FTP Command Reference

STRUCTURE

Sets the transfer structure to structure.

FORMAT
STRUCTURE structure

PARAMETERS
structure

Specifiesavalue of FILE, RECORD, or VMS.

* Use FILE (the default) when connecting to systems that do not support VMS structure
negotiation.

* Use RECORD to transfer files when you want to preserve the record boundaries.

* Use VMSto transfer files with arbitrary RM S attributes transparently. Transparent transfer is
negotiated automatically between systems that support it. RM 'S semantics are passed along with
the data.

Restrictions
Use this command only when connected to a remote host.

EXAMPLE

FLOVWERS. COWbstru r
Type: Ascii (Non-Print), Structure: Record, Mde: Stream
FLOVERS. COV>
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FTP Command Reference TAKE

TAKE

Interprets FTP commands in afile. When the end of the file is encountered, the FTP command
interpreter returns to its previous input source. You can nest TAKE commands up to ten levels
deep.

FORMAT
TAKE file

PARAMETERS
file

Specifies the name of the file that contains commands to be interpreted.

EXAMPLE
This example shows how to take commands from the file FTRCOMMANDS.

FTP>t ake ftp.commands
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TENEX FTP Command Reference

TENEX

Changes the byte size for transferring binary filesto or from a TOPS-20 system.

FORMAT
TENEX

Restrictions
Use this command only when connected to a remote host.

EXAMPLE
This example shows how to set the transfer type to TENEX.
FLOVERS. COW>t enex

Type: Logical-Byte (Byte Size 8), Structure: File, Mde: Stream
FLOWERS. COW>
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FTP Command Reference TYPE

TYPE
Sets the transfer type to type.

FORMAT
TYPE type

PARAMETERS
type
Specifies avalue of ASCIl, BACKUPR, BINARY, IMAGE, or LOGICAL-BYTE.

Use TYPE ASCII (the default) for transferring text files.

Use TY PE BACKUP to set the transfer type to IMAGE and write the local file with 2048-byte
fixed length records. Use this command to transfer VAX/VMS BACKUP save sets.

Use TYPE BINARY to transfer binary files (sameas TYPE IMAGE).

Use TYPE IMAGE to transfer binary files (for example, .EXE).

Use TYPE LOGICAL-BY TE to transfer binary filesto or from a TOPS-20 machine.

Restrictions
Use this command only when connected to a remote host.

EXAMPLE
This example shows how to set the type to transfer an imagefile.

FLOVWERS. COWt ype i
Type: lmage, Structure: File, Mde: Stream
FLOWERS. COW>

B-86



USER FTP Command Reference

USER

I dentifies you to the remote FTP server. USER is a synonym for LOGIN. See LOGIN for more
information.

FORMAT
USER user [password)]
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FTP Command Reference VERBOSE

VERBOSE

Turnson, off, or toggles (the default) VERBOSE mode. VERBOSE mode causes FTP to display all
responses from the remote FTP server as they are received.

FORMAT
VERBOSE mode

PARAMETERS
mode

Specifiesavalue of ON, OFF, or TOGGLE.

EXAMPLE
This exampl e shows how to enable VERBOSE mode.
FTP>ver bose

[ Verbose reply printing is ON|
FTP>
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VERSION FTP Command Reference

VERSION

Prints information about the FTP program version.

FORMAT
VERSION

EXAMPLE
This example shows how to print the FTP program version number.
FLOWERS. COMbver si on

FLOVWERS. COM Mul ti Net FTP user process 4.4(nnn)
FLOVERS. COV>
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Appendix C

TELNET Command Reference

The MultiNet TELNET utility uses the Internet-standard TELNET protocol to establish a virtual
terminal connection between your terminal and a remote host. This appendix lists the commands

you can use during a TELNET session.

Command Summary
Table C-1 liststhe TELNET commands:

TableC-1 TELNET Command Summary

Command: Description:

ABORT Sends an ABORT OUTPUT seguence to the remote
host.

ATTACH Detaches the terminal from the calling process and
reattaches it to another process.

ATTN Sends an INTERRUPT PROCESS sequence to the
remote host.

AYT Sends an ARE Y OU THERE sequence to the remote
host.

BINARY Attempts to negotiate binary (8-bit) mode with the
remote system.

BREAK Sends a BREAK sequence to the remote host.

BYE Closes any open TELNET connection and exits to
DCL.

CLOSE Closesthe TELNET connection.
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TableC-1 TELNET Command Summary (Continued)

Command: Description:

CONNECT Establishesa TELNET connection to a host.

CREATE-NTY Connects the local end of a TELNET connection to
an NTY pseudo-terminal device.

DEBUG Displays TELNET option negotiations.

ECHO Turns on or off remote host character echoing.

EXIT Closes any open TELNET connection and exitsto
DCL. EXIT isthesameas BY E and QUIT.

HELP Displays help information for the specified TELNET
command.

LOG-FILE Enables or disables logging of the TELNET session.

PUSH Starts and attaches a DCL subprocess.

QUIT Closes any open TELNET connection and exits to
DCL. QUIT isthe same as EXIT.

SET ABORT-OUTPUT- Sets the character that TELNET mapsto the ABORT

CHARACTER OUTPUT sequence.

SET ARE-YOU-THERE-
CHARACTER

Sets the character that TELNET maps to the ARE
Y OU THERE sequence.

SET AUTO-FLUSH

Turns auto-flushing on or off.

SET BREAK-CHARACTER

Setsthe character that TELNET maps to the BREAK
sequence.

SET DEBUG

Enables or disables the display of TELNET option
negotiations.

SET ERASE-CHARACTER-
CHARACTER

Sets the character that TELNET maps to the ERASE
CHARACTER sequence.

SET ERASE-LINE-CHARACTER

Sets the character that TELNET maps to the ERASE
LINE sequence.

SET-ESCAPE-CHARACTER

Sets the character that switches TELNET to
command mode.

SET EXTENDED

Causes TELNET to go into extended command mode
automatically whenever you type the TELNET
ESCAPE character, Ct r | / ~ by default.




TELNET Command Reference

TableC-1 TELNET Command Summary (Continued)

Command:

Description:

SET INTERRUPT-PROCESS-
CHARACTER

Sets the character that TELNET maps to the
INTERRUPT PROCESS sequence.

SET LOCAL-FLOW-CONTROL

Specifieswhetherornot Ctr1 / Sand Ct r 1 / Qshould
be treated by the local terminal driver as XON and
XOFF.

SET LOG-FILE

Enables or disableslogging of the TELNET session.

SET REMOTE-USERNAME

Specifies the user name to which you want to log in
using Kerberos.

SET UNIX-LINE-TERMINATOR

Causes TELNET to use the 4.3BSD UNIX end-of-
line specification, Ct r 1 / NULL.

SPAWN Executes asingle DCL command, or if entered
without options, starts a subprocess with the same
effect as PUSH.

STATUS Displaysthe status of the current TELNET

connection and parameters.

TEMRINAL-TYPE

Specifies aterminal type for the TELNET session.

VERSION

Displaysthe TELNET version number.
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TELNET Command Reference ABORT

ABORT

Sends an ABORT OUTPUT sequence to the remote host. If the remote host is running MultiNet,
the TELNET ABORT OUTPUT sequenceistreatedasacCtrl /O

FORMAT
ABORT

Restrictions
Use this command only in extended mode.

EXAMPLE
This example sends the ABORT OUTPUT sequence to the remote system.

TELNET>abor t
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ATTACH TELNET Command Reference

ATTACH

Detaches the terminal from the calling process and reattaches it to another process. Use the
SPAWN SHOW PROCESS /SUBPROCESSES command to list the names of subprocesses. Use

the DCL LOGOUT command to return to the original process. If the
MULTINET _DISABLE_SPAWN logical is enabled, ATTACH does not work.

FORMAT
ATTACH process-name

PARAMETERS

process_name
Specifies the name of a process to which you want your terminal attached. (Not all subprocesses

can be attached; some testing may be required.)
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TELNET Command Reference ATTN

ATTN

Sends an INTERRUPT PROCESS sequence to the remote host. If the remote host is also running
MultiNet, the TELNET INTERRUPT PROCESS sequenceistreated asaCirl / C.

FORMAT
ATTN

Restrictions
Use this command only in extended mode.

EXAMPLE
This example sends the INTERRUPT PROCESS sequence to the remote system.

TELNET>attn
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AYT TELNET Command Reference

AYT

Sends an ARE Y OU THERE sequence to the remote host. If the remote host is also running
MultiNet, the ARE YOU THERE sequenceistreated asaCtrl/ T.

Note! AYT does not work if the terminal is not enabled for broadcasts. Invoke the DCL command SET
TERMINAL /BROADCAST before using AYT if broadcasts have been disabled.

FORMAT
AYT

EXAMPLE
This example shows how to ensure the host is still active.

TELNET>ayt
FNORD: : _VTA81: 01:37:57 (DCL) CPU=00:00:01.83 PF=2298 | 0=530 MEM=345
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TELNET Command Reference BINARY

BINARY
Attempts to negotiate binary (8-bit) mode with the remote system.

FORMAT
BINARY

Restrictions
Use this command only in extended mode.

EXAMPLE

TELNET>bi nary
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BREAK TELNET Command Reference

BREAK

Sends a BREAK sequence to the remote host. If the remote host is running MultiNet, the BREAK
sequenceistreated asaCtrl/ C.

FORMAT
BREAK

Restrictions
Use this command only in extended mode.

EXAMPLE

TELNET>br eak
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TELNET Command Reference BYE

BYE

Closes any open TELNET connection and exitsto DCL. BYE isthe sameas EXIT.

FORMAT
BYE

EXAMPLE

TELNET>bye
$
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CLOSE TELNET Command Reference

CLOSE
Closes the TELNET connection.

FORMAT
CLOSE

USAGE NOTES

If you specified the remote host in the DCL TELNET command, exit to DCL. If you connected to
the remote host in TELNET command mode, return to general command mode.

On most remote hosts, closing the connection is seen as a modem-style terminal hangup. If the
remote host is also running MultiNet and OpenVM S virtual terminals are enabled, the remote login
session becomes detached.

Restrictions
Use this command only in extended mode.

EXAMPLE

TELNET>c| ose
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TELNET Command Reference  CONNECT

CONNECT

Establishesa TELNET connection to ahost. TELNET connections may be established using
NETWARE or INTERNET protocols; the default is INTERNET.

FORMAT
CONNECT [protocol] host [port]

PARAMETERS
protocol

Specifies the protocol to use to establish the connection. The protocol can be NETWARE or
INTERNET (the default).

host

Specifiesthe host to which to establish the connection. Withthe INTERNET protocol, the host can
be aname or a numeric IP address. With the NETWARE protocol, you must specify a name.

port

Specifiesthe remote port number or nameto use for the connection. With the INTERNET protocol,
the default isthe TELNET port. With the NETWARE protocol, the port specification is not an
option.

Restrictions
Do not use this command in extended mode.

EXAMPLE
This example shows how to connect to a remote system.
TELNET>connect internet uniXx
Trying... Connected to UNI X. FLOAERS. COM a VAXSTATION-11 running UN X 4.3

BSD UNI X (uni x. FLOWERS. con)
| ogi n:
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CREATE-NTY TELNET Command Reference

CREATE-NTY

Connectsthe local end of a TELNET connection to an NTY pseudo-terminal device. This device
can be used by other applications such as KERMIT. This command includes the remote host and
port number in the SHOW TERMINAL “remote port information” field.

FORMAT
CREATE-NTY

EXAMPLE

TELNET>create-nty

TELNET sessi on now connected to _NTY3:
9%OCL-|-ALLOC, _NTY3: allocated

$
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TELNET Command Reference DEBUG

DEBUG
Displays TELNET option negotiations.

FORMAT
DEBUG [mode]

PARAMETERS
mode

Specifies whether debugging is enabled (default) or disabled (OFF). Debug mode causes TELNET
to display option negotiations between the local host and the foreign host.

EXAMPLE
This example shows how to enable DEBUG mode.

TELNET>debug on
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ECHO TELNET Command Reference

ECHO

Turns on or off remote host character echoing.

FORMAT
ECHO mode

PARAMETERS
mode

Specifies whether the server handles character echoing. If you specify OFF, TELNET performs
local character echoing. If you specify ON, the remote system performs the echoing.

Restrictions
Use this command only in extended mode.

EXAMPLE

TELNET>echo of f
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TELNET Command Reference EXIT

EXIT
Closes any open TELNET connection and exitsto DCL. EXIT isthe sameas BYE and QUIT.

FORMAT
EXIT

EXAMPLE
This example shows how to exit TELNET.

TELNET>exi t
$
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HELP TELNET Command Reference

HELP

Displays help information for the specified TELNET command. Type HELP ?to seealist of HELP
topics, or type HEL P with no argument to see general information regarding TELNET.

FORMAT
HELP [command]

PARAMETERS
command

Specifies information about this command.
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TELNET Command Reference LOG-FILE

LOG-FILE

Enables or disableslogging of the TELNET session. If you specify log_file, everything received by
thelocal system from the remote system is copied into thisfile.

FORMAT
LOG-FILE log_file

PARAMETERS
log_file

Specifiesafiletowhichtowritealog of the TELNET session. If you don't specify afile, logging is
enabled to the file TELNET.LOG. If you specify the file name NONE, logging is disabled.

Restrictions
LOG-FILE is not supported in 3270 or 5250 modes.

EXAMPLE
This example shows how to enable TELNET output to be logged to the file
ST_TMP:FNORD.LOG

TELNET>!| og-file st_tnp:fnord. | og
[Log file open (ST_TMP: <TMP>FNORD. LOG. 1)]
TELNET>
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PUSH TELNET Command Reference

PUSH

Starts and attaches a DCL subprocess. If aparent process exists, attach to it. To return from DCL,
use the ATTACH or the LOGOUT command. To switch back from a DCL subprocess, use the
ATTACH command. If the MULTINET_DISABLE_SPAWN logical is set, PUSH does not work.

FORMAT
PUSH
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TELNET Command Reference QUIT

QUIT
Closes any open TELNET connection and exitsto DCL. QUIT isthe same as EXIT.

FORMAT
QUIT

EXAMPLE
This example shows how to exit TELNET.

TELNET>qui t
$
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SET ABORT-OUTPUT-CHARACTER TELNET Command Reference

SET ABORT-OUTPUT-CHARACTER

Sets the character that TELNET maps to the ABORT OUTPUT sequence. The value set by this
command is not the character passed to the remote host. The remote host receives an ABORT
OUTPUT sequence; SET ABORT-OUTPUT-CHARACTER defines the key you pressto tell
TELNET to send an ABORT OUTPUT sequence. This character can also be set by invoking
TELNET with the/ABORT_OUTPUT_CHARACTER qualifier.

FORMAT
SET ABORT-OUTPUT-CHARACTER character

PARAMETERS
character

Specifies which character sends the ABORT OUTPUT sequence to the TELNET server.
If you type the command without specifying character, it defaultstoCtr1/ Q.

EXAMPLE
This example setsthe ABORT OUTPUT charactertoCtr 1 / A.

TELNET>set abort "~A"

[ Abort Qutput character set to "A]
TELNET>
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TELNET Command Reference SET ARE-YOU-THERE-CHARACTER

SET ARE-YOU-THERE-CHARACTER

Sets the character that TELNET maps to the ARE Y OU THERE sequence. The value set by this
command is not the character passed to the remote host. The remote host receives an ARE Y OU
THERE sequence; SET ARE-Y OU-THERE-CHARACTER defines the key you press to tell
TELNET to send an ARE Y OU THERE sequence. This character can also be set by invoking
TELNET with the/ARE_YOU_THERE_CHARACTER qudlifier. The ARE YOU THERE
sequence can be sent by pressing the ARE Y OU THERE character or by issuingthe TELNET AYT
command.

Note! The ARE YOU THERE sequence only displays an information line from the host if broadcasts
are enabled for the terminal.

FORMAT
SET ARE-YOU-THERE-CHARACTER character

PARAMETERS
char acter

Specifies which character sends the ARE YOU THERE sequence to the TELNET server.

If you type the command without specifying character, it defaultsto Ctr1/ T.
EXAMPLE

This example setsthe ARE YOU THERE charactertoCtr 1/ T.

TELNET>set are-you-there ""T"

[ Are- You- There character set to "T]
TELNET>
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SET AUTO-FLUSH TELNET Command Reference

SET AUTO-FLUSH

Turns auto-flushing on or off. You can also set this mode by invoking TELNET with the
/AUTOFLUSH qualifier.

When you define an ABORT-OUTPUT character, enabling AUTO-FLUSH (SET AUTO-FLUSH
ON) causes TELNET to flush any data which may be in the network buffers when the ABORT-
OUTPUT character istyped. The TELNET client does this by sending a TIMING-MARK
command to the TELNET server and discarding all data until oneis received in response.

FORMAT
SET AUTO-FLUSH mode

PARAMETERS
mode

Turns auto-flush ON or OFF. If you do not specify mode, it defaultsto ON.

EXAMPLE
This exampl e sets the Auto Flush option on.

TELNET>set auto-flush on
TELNET>
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TELNET Command Reference SET BREAK-CHARACTER

SET BREAK-CHARACTER

Sets the character that TELNET maps to the BREAK sequence. The value set by this command is
not the character passed to the remote host. The remote host receives a BREAK sequence; SET
BREAK-CHARACTER definesthe key you pressto tell TELNET to send a BREAK sequence.
You can also set this character by invoking TELNET with the/BREAK _CHARACTER qualifier.

FORMAT
SET BREAK-CHARACTER character

PARAMETERS
character

Specifies which character sends the BREAK sequence to the TELNET server.

If you type the command without specifying character, it defaultsto Ctr 1/ A.
EXAMPLE

This example setsthe BREAK charactertoCtrl / A.

TELNET>set break ""A"

[Break character set to "A]
TELNET>
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SET DEBUG TELNET Command Reference

SET DEBUG

Enables or disables the display of TELNET option negotiations. You can also set this mode by
invoking TELNET with the/DEBUG qudlifier.

FORMAT
SET DEBUG [mode]

PARAMETERS
mode

Turns debugging ON or OFF. If mode is not specified, the default is ON.

EXAMPLE
This example enables DEBUG mode.

TELNET>set debug on
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TELNET Command Reference SET ERASE-CHARACTER-CHARACTER

SET ERASE-CHARACTER-CHARACTER

Sets the character that TELNET maps to the ERASE CHARACTER sequence. The value set by
this command is not the character passed to the remote host. SET ERASE-CHARACTER-
CHARACTER defines the key you pressto tell TELNET to send an ERASE CHARACTER
sequence. This character can aso be set by invoking TELNET with the
/ERASE_CHARACTER_CHARACTER qualifier.

FORMAT
SET ERASE-CHARACTER-CHARACTER character

PARAMETERS
character

Specifies which character sends the ERASE CHARACTER sequence to the TELNET server.

If you type this command without specifying character, it defaultsto DEL.

EXAMPLE
This example setsthe ERASE CHARACTERtoCtr 1 / A.
TELNET>set erase ""A"

[ Erase character set to ""A"]
TELNET>
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SET ERASE-LINE-CHARACTER TELNET Command Reference

SET ERASE-LINE-CHARACTER

Sets the character that TELNET maps to the ERASE LINE sequence. The value set by this
command is not the character passed to the remote host; SET ERASE-LINE-CHARACTER
definesthe key you pressto tell TELNET to send an ERASE LINE sequence. This character can
also be set by invoking TELNET with the/ERASE_LINE_CHARACTER qudlifier.

FORMAT
SET ERASE-LINE-CHARACTER character

PARAMETERS
character

Specifies which character sends the ERASE LINE sequence to the TELNET server.
If you type the command without specifying character, it defaultstoCtr 1/ U.

EXAMPLE
This example setsthe ERASE LINE charactertoCir | / U.
TELNET>set erase-line “U”

[ Escape Line character set to ~U
TELNET>
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TELNET Command Reference SET ESCAPE-CHARACTER

SET ESCAPE-CHARACTER

Sets the character that switches TELNET to command mode. This character can also be set by
invoking TELNET with the /ESCAPE_CHARACTER qualifier.

FORMAT
SET ESCAPE-CHARACTER character

PARAMETERS
character

Specifies which character is used asthe TELNET ESCAPE character.

If you type the command without specifying character, it defaultstoCtr 1/ .
EXAMPLE

This example setsthe ESCAPE character toCtrl / ~.

TELNET>set escape ""\"

[ Escape character set to "\]
TELNET>
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SET EXTENDED TELNET Command Reference

SET EXTENDED

Causes TELNET to go into extended command mode automatically whenever you type the
TELNET ESCAPE character, Ctr| / ~ by default.

FORMAT
SET EXTENDED mode

PARAMETERS
mode

Turns extended mode ON or OFF. If you do not specify mode, it defaultsto ON.

EXAMPLE
This example enables the extended option.

TELNET>set extended on
TELNET>
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TELNET Command Reference SET INTERRUPT-PROCESS-CHARACTER

SET INTERRUPT-PROCESS-CHARACTER

Sets the character that TELNET maps to the INTERRUPT PROCESS sequence. The value set by
this command is not the character passed to the remote host. The remote host receives an
INTERRUPT PROCESS sequence; SET INTERRUPT-PROCESS-CHARACTER defines the key
you pressto tell TELNET to send an INTERRUPT PROCESS sequence. You can also set this
character by invoking TELNET with the/INTERRUPT_PROCESS CHARACTER qudliifier.

FORMAT
SET INTERRUPT-PROCESS-CHARACTER character

PARAMETERS
character

Specifies which character sends the INTERRUPT PROCESS sequence to the TELNET server.
If you type the command without specifying character, it defaultstoCtr1/ C.

EXAMPLE
This example setsthe INTERRUPT PROCESS charactertoCtr 1 / C.
TELNET>set interrupt-process ""C'

[I nterrupt Process character set to ~(
TELNET>
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SET LOCAL-FLOW-CONTROL TELNET Command Reference

SET LOCAL-FLOW-CONTROL

Specifieswhether ornot Ct r1 / Sand Ct r | / Qshould be treated by the local terminal driver as
XON and XOFF. You can also set this mode by invoking TELNET with the
/LOCAL_FLOW_CONTROL quadlifier.

Use of this qualifier causes a more responsive X OFF, which helps prevent dataloss, but the remote
systemisunableto seeany Ct r | / S characters.

The default under the MultiNet TELNET utility isto usethe current setting of the VM Sterminal
characteristic TT$_TTSYNC (set by the DCL command SET TERMINAL/TTSY NC), unless the
remote host supports the TOGGL E-FLOW-CONTROL TELNET option. In that case, the
LOCAL-FLOW-CONTROL option is set automatically by the TELNET server.

FORMAT
SET LOCAL-FLOW-CONTROL mode

PARAMETERS
mode

Turnslocal flow control ON or OFF. If modeis not specified, it defaultsto ON.

EXAMPLE
This example enables local processingof Ctrl/SandCtrl Q

TELNET>set | ocal -fl ow on
TELNET>
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TELNET Command Reference SET LOG-FILE

SET LOG-FILE

Enables or disables logging of the TELNET session. You can also set alog file by invoking
TELNET with the/LOG_FILE qualifier.

FORMAT
SET LOG-FILE log_file

PARAMETERS
log_file

Specifiesafiletowhichtowritethelog of the TELNET session. If you specifylog_file, everything
received by thelocal system from the remote system is copied into thisfile. If you don't specify a
file, logging is enabled to the file TELNET.LOG. If you specify the file name NONE, logging is
disabled.

Restrictions
log_fileis not supported in 3270 and 5250 modes.
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SET REMOTE-USERNAME TELNET Command Reference

SET REMOTE-USERNAME

Specifies the user name to which you want to log in using Kerberos. If you are not logging in with
the/AUTH qualifier, TELNET prompts you to supply a user name.

FORMAT
SET REMOTE-USERNAME username

PARAMETERS
username

Specifies the user name to which you want to log in using K erberos.
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TELNET Command Reference SET UNIX-LINE-TERMINATOR

SET UNIX-LINE-TERMINATOR

Causes TELNET to use the 4.3BSD UNIX end-of-line specification, Ct r | / NULL. You can also set
this mode by invoking TELNET with the /UNIX qualifier. This command is useful when using
TELNET to connect to 4.3BSD UNIX systemswhose TELNET server does not conform to the
TELNET specification.

FORMAT
SET UNIX-LINE-TERMINATOR mode

PARAMETERS
mode

If mode is ON, TELNET usesthe 4.3BSD UNIX end-of-line specification, Ct r | / NULL.
If mode is OFF (the default), TELNET uses the standard end-of-line specification, Ct r | / LF.

EXAMPLE
This example enables use of a4.3BSD UNIX-style line terminator.

TELNET>set uni x-line-term nator on
TELNET>
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SPAWN TELNET Command Reference

SPAWN

Executes asingle DCL command, or if entered without options, starts a subprocess with the same
effect as PUSH. To return from DCL, use the LOGOUT command. If the
MULTINET _DISABLE_SPAWN logical is set, SPAWN does not work.

FORMAT
SPAWN ' [command]

PARAMETERS
command

Specifies a command to execute. If you omit command, a DCL command line subprocessis
created.

QUALIFIERS
/INPUT =file-spec
Specifies an input file to the command you enter with SPAWN.

/ILOGICAL_NAMES
INOLOGICAL_NAMES

Specifies that logical names and logical hame tables are not copied to the subprocess.

ISYMBOLS
INOSYMBOLS

Specifies that global and local names are not passed to the subprocess.

IWAIT
INOWAIT

Returns control without waiting for the command to complete. Do not use this qualifier with
commands that have prompts or screen displays.

/OUTPUT=file-spec

Specifies afile that retains the output of the command invoked with SPAWN. This qualifier only
works when a single command is entered without creating a DCL subprocess. In addition, this
qualifier is positional; you must enter it immediately after SPAWN or other qualifiers.
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TELNET Command Reference STATUS

STATUS

Displays the status of the current TELNET connection and parameters.

FORMAT
STATUS

EXAMPLE

TELNET>st at us

This is FNORD. FOO. COM VMS Version V6.0

Connected to host CONE. FOO. COM a VAXSTATI ON-4000-90 running VMS via TCP.
Renpote host is echoing

Host is not sending binary

Client is not sending binary

NO Abort CQutput character

NO I nterrupt Process character

NO Are- You- There character

NO Break Character character

NO Erase Character character

NO Erase Line character

Escape Character character is '~N’

Normal End OF Line mapping

Local Flow control

No log file

Term nal type is vt100

Renpot e host status reply:

FNORD: : _VTA12: 16:40: 02 (DCL) CPU=00: 00: 03. 21 PF=686 | 0=196 MEM=514
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TERMINAL-TYPE TELNET Command Reference

TERMINAL-TYPE
Specifiesaterminal type for the TELNET session.

FORMAT
TERMINAL-TYPE type

PARAMETERS
type

Refer to RFC-1340 for alist of possible terminal types. RFCs are provided on the MultiNet CD-
ROM. MultiNet TELNET permitsyou to specify any terminal type, evenif theterminal typeis not
listed in the RFC. The TERMINAL-TY PE command has the same effect asinvoking TELNET
with the/ TERMINAL_TYPE qudlifier.

EXAMPLE

TELNET>t er mi nal -type dec-vt 220

C-37



TELNET Command Reference VERSION

VERSION
Displaysthe TELNET version number.

FORMAT
VERSION

EXAMPLE

TELNET>ver si on
This is MiltiNet TELNET-32 Version 4.4(nnn)
TELNET>
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Appendix D

TFTP Command Reference

The MultiNet TFTP utility uses the Internet-standard Trivial File Transfer Protocol (TFTP) to
transfer files between the local host and aremote host. This appendix describes the commands you
can use during a TFTP session.

Command Summary
Table D-1 lists the TFTP commands:

TableD-1 TFTP Command Summary

Command | Description

CONNECT | Specifiesthe name or address of the TFTP server.

GET Transfers remote file on the remote host to local_file on the local host.

PUT Copieslocal_file on thelocal host to remote_file on the remote host.

QUIT Terminates TFTP and returnsto DCL.

REXMIT Specifies the amount of time TFTP waits for aresponse to arrive before
retransmitting a request. The default value for the retransmission timer is five
seconds.

STATUS Displaysthe current TFTP status.

TIMEOUT | Setsthe amount of time TFTP waits for a response from the server before
aborting a transfer.

TRACE Toggles TFTP packet tracing.

D-1




TFTP Command Reference  CONNECT

CONNECT

Specifies the name or address of the TFTP server. This value overrides the command line host
specification. You may use either a symbolic host name or an Internet address.

This command does not cause any network action, but sets the destination address for the TFTP
UDP packets. If the host cannot be reached, an error is not displayed until aGET or PUT command
is attempted.

FORMAT
connect host

PARAMETERS
host

Specifies aremote host.

EXAMPLE
This example connects to the host FLOWERS.COM.

tftp>connect flowers.com
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GET TFTP Command Reference

GET

Transfers remote_file on the remote host to local_file on the local host.

You must specify an absolute path name (device, directory, and file name) for remote file, and
typically the server requires the file to be world-readable. If you do not specify local_file, the
default is the same name and directory as remote file.

FORMAT
get remote file[local_fil€]

PARAMETERS
remote file

Specifies the name of the input file on the remote host.
local_file

Specifies the name of the output file on the local host.

EXAMPLE

This example retrieves the file USERS:[SMITH]LOGIN.COM and storesit in thefile
LOGIN.COM.

tftp>get users:[smth]login.comlogin com
Recei ved 2361 bytes in 1 seconds.
tftp>
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TFTP Command Reference PUT

PUT

Copiesloca_file on the local host to remote_file on the remote host.

You must use absolute pathnames on remote file, and typically the server requiresthefile to
already exist and be world-writable (W:W). If you do not specify remote file, it defaults to the
same name and directory aslocal_file.

FORMAT
put local_file[remote file]

PARAMETERS
local_file

Specifies the name of the input file on the local host.
remote file

Specifies the name of the output file on the remote host.

EXAMPLE
This example transfers SY S3LOGIN:LOGIN.COM to the remote file specification "/tmp/foo”.
tftp>put sys$l ogin:login.com/tnp/foo

Sent 2361 bytes in 1 second.
tftp>
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QUIT TFTP Command Reference

QUIT

Terminates TFTP and returnsto DCL.

FORMAT
quit

EXAMPLE

tftp>quit
$
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TFTP Command Reference REXMT

REXMT

Specifies the amount of time TFTP waits for a response to arrive before retransmitting a request.
The default value for the retransmission timer is five seconds.

FORMAT
rexmt seconds

PARAMETERS
seconds

Setsthe TFTP retransmission timer to the specified number of seconds.

EXAMPLE
This example sets the TFTP retransmission timer to 10 seconds.

tftp>rexnt 10
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STATUS TFTP Command Reference

STATUS
Displaysthe current TFTP status.

FORMAT
STATUS

EXAMPLE

This example shows how to display TFTP status after a connection has been made to
FLOWERS.COM. All values shown are the defaullts.

tftp>status

Connected to FLOAERS. COM

Mode: octet Tracing: off

Rexnmt-interval: 5 seconds, Max-tinmeout: 25 seconds
tftp>
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TFTP Command Reference TIMEOUT

TIMEOUT

Sets the amount of time TFTP waits for aresponse from the server before aborting a transfer.

The REXMT command controls how often the request is retransmitted. The default value for the
maximum timeout is 25 seconds.

FORMAT
timeout seconds

PARAMETERS
seconds

Specifies the number of seconds for the maximum timeout allowed per TFTP packet.

EXAMPLE
This example shows how to set the maximum timeout to 50 seconds.

tftp> tineout 50
tftp>
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TRACE TFTP Command Reference

TRACE
Toggles TFTP packet tracing.

FORMAT
trace

EXAMPLES

This example shows how to enable TFTP packet tracing. I ssue the command a second time to
disable packet tracing.

tftp>trace

Packet tracing on.
tftp>

This example shows a transfer with packet tracing enabled.
get use2s:[smith]login.com.com

sent LOCALHOST. 69 RRQ <fil e=users:[snith]login. com node=octet>

recei ved LOCALHOST. 69 DATA <bl ock=1, 512 bytes>
sent LOCALHOST. 69 ACK <bl ock=1>

recei ved LOCALHOST. 69 DATA <bl ock=2, 512 bytes>
sent LOCALHOST. 69 ACK <bl ock=2>

recei ved LOCALHOST. 69 DATA <bl ock=3, 512 bytes>
sent LOCALHOST. 69 ACK <bl ock=3>

recei ved LOCALHOST. 69 DATA <bl ock=4, 512 bytes>
sent LOCALHOST. 69 ACK <bl ock=4>

recei ved LOCALHOST. 69 DATA <bl ock=5, 313 bytes>
Recei ved 2361 bytes in 2 seconds.

tftp>
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